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Chapter : 1
OVERVIEW OF ML & TF RISK MANAGEMENT POLICY GUIDELINES

1.4 Introduction

111 This Money Laundering and Terrorist Financing Risk Management Policy Guidelines of The Premier Bank
Limited (PBL) has been developed keeping in consistency with BFIU Circular No. 19 dated 17-09-2017,
Money Laundering and Terrorist Financing Risk Assessment Guidelines and Money Laundering and Terrorist
Financing Risk Management Guidelines prepared by a Committee comprising of officials from various
departments of Bangladesh Bank and Commercial Banks to facilitate implementation of the Money
Laundering Prevention Act, 2012 (Act No. 5 of 2012) & (Amendment) Act, 2015 (Act No. 25 of 2015), Anti-
Terrorism Act, 2009 (Act No. 16 of 2009) & (Amendment) Act, 2012 & 2013 {Act No. 6 of 2012 & Act No. 22
of 2013 respectively).

112 Since Banks are vulnerable to being used by money launderers and terrorist financing, Bangladesh Financial
Intelligence Unit (BFIU) assesses the adequacy of anti money laundering and combating financing terrorism
procedures adopted by Banks and the degree of compliance with such procedures. Being a Banking
company, The Premier Bank Ltd. is in an obligation to comply with the rules, regulations and guidelines
issued by Bangladesh Financial Intelligence Unit (BFIU) from time to time.

1.4.3  This policy guideline is designed to assist The Premier Bank Ltd. (PBL) to comply with Bangladesh's anti
money laundering and cotmbating financing terrorism rules and regulations. The Premier Bank Ltd. intends to
use this policy guideline as a critetion to assess the adequacy of its internal control, policies and procedures
to counter money laundering and terrorist financing.

1.1.4  This policy guideline includes the followings:
Anti Money Laundering Policy;

Know Your Customer Policy & Procedure;
Customer Acceptance Policy;

Anti Terrorism Financing Policy; and

ML & TF Risk Based Approach,

1.2 Objective of the Policy Guidelines

1.2 The primary objective of the Policy Guidelines is to prevent the Bank from being used, intentionally or
unintentionally, by illegal or criminal elements for money laundering or terrorist financing activities. Policies
are appended as under:

YV VvV Y

» to manage any risk that the services provided by the Bank may be exposed to;
» to prevent the Bank from being used, intentionally or unintentionally, for ML/TF purposes;

> o identify customers who are likely to pose a higher than average risk i.e. to put in place appropriate
controls for detection and reporting of suspicious activities in accordance with applicable laws or laid
down procedures;

» o ensure that the concerned staffs are adequately trained in KYC, AML & CFT procedures.

1.3 Scope of the Policy Guidelines

131 This policy guidelines is applicable across all branches/business segments of the Bank, Off-Shore Banking
Unit (OBU) of a bank licensed by Bangladesh Bank, if any*, and its Banking / financial subsidiaries and is to
be read in conjunction with related operational guidelines issued from time to time. However, subsidiaries
would be guided by the instructions and guidelines issued from time to time by the respective requlators.

132  The contents of the policy guidelines shall aiways be read in tandem/auto-corrected with the
changes/modifications which may be advised by regulators and/or by the Bank from time to time.

1.3.3  This policy guidelines should be reviewed regutarly and updated as necessary based on any legaliregulatory
or business/operational changes, such as additions or amendments to existing anti money laundering rules
and regulations or business.

! Ref.: Section 4.3 of BFIU Circufar No.-19/2017 dated 17-09-2017 of Bangladesh Financial Intelligence Unil {BFIU).
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1.4 Policy Statement

1.4.1 Pursuant fo the enacted Money Laundering Prevention Acts, Anti-Terrorism Acts and related circulars and
guidelines issued by Bangladesh Bank from time-to-time, Banks have wide array of responsibilities to combat
money laundering and financing of terrorism. The Premier Bank Lid. acknowledges and supports the
increasing need for a parinership between the government, regulators, law enforcement agencies, Banks
and the general public to work together to prevent the laundering of the proceeds of serious criminal activities
and terrorism financing. The Premier Bank Ltd. is determined to play our role in this partnership.

142  The Premier Bank Ltd. is committed to sustain high standards of identification and Know Your Customer
{(KYC) information across its entire customer base and also to guard against undertaking any transaction that
is or may be connected with or may faciiitate money laundering or terrorist financing.

143  The Premier Bank Ltd. strohgly believes that on-going monitoring of transactions is as important as strong
KYC conlrol. It also considers that building. up awareness amongst the Staff is also important to prevent
damage to the Bank's name and reputation and also ensure compliance with the respective legislation and
regulations. Accordingly, The Premier Bank Ltd. is committed to implement the provisions of the Money
Laundering Prevention Acts and Anti-Terrorism Acts and also the guidelines and instructions of Bangladesh
Bank issues from time-to-time in respect of fransaction monitoring systems and operational processes.

144  The Premier Bank Lid. is strongly committed to assist and co-operate with the relevant law enforcement
agencies in Bangladesh whenever possible and to the fullest extent possible. Furthermore, PBL also renews
its commitment to:

train its employees,
work closely with the law enforcement authorities,
meet our legal and regulatory obligations,

m  work with industry bodies to promote the highest standards of Anti-Money Laundering (AML) and
Combating Financing of Terrorism (CFT) controls across the financial services industry.

1.5 The Link between Money Laundering and Terrorist Financing

1.5.1 The techniques used to launder money are essentially the same as those used to conceal the sources of and
uses for terrorist financing. But funds used to support terrorism may coriginate from legitimate sources,
criminal activities or both. Nonetheless, disguising the source of terrorist financing, regardless of whether the
source is of legitimate or illicit origin, is important. If the source can be concealed, it remains available for
future terrorist financing activities. Similarly, it is important for terrorists to conceal the use of the funds so that
the financing acfivity goes undetected.

152  As noted above, a significant difference between money laundering and terrorist financing is that the funds
involved may originate from legitimate sources as well as criminal acfivities. Such legitimate sources may
include donations or gifts of cash or ofher assets of organizations, such as foundations or charities that, in
turn, are utilized to support terrorist activities or ferrorist organizations.

1.6 Purpose and Contents

1.6.1 Both Money Laundering and Financing of Terrorism have been identified as major threats to the financial
services community especially to Banks. The Premier Bank Ltd. has recognized that Prevention of Money
Laundering and Combating Financing of Terrorism is a Team Effort.

16.2  This Policy outlines the Bank's Policy, Procedures and Measures to be taken for combating money
laundering and financing of terrorism. All employees of the Bank must comply with the terms of this policy
immediately. Managers, Employees and Technical Personnel must modify system configurations and
procedures, if necessary to comply with this policy immediately.
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Chapter: 2

INTERNATIONAL & NATIONAL INITIATIVES ON ML & TF

21 Introduction of International Initiatives

2141 In' response to the growing concern about money laundering and terrorist activities, the initiatives taken by
international community has acted on many fronts. This part of this Guideline discusses the various
international organizations and their initiatives relating to anti-money laundering (AML) and combating
financing of terrorism (CFT). It further describes the documents and instruments that have been developed
for AML & CFT purposes.

2.2 The United Nations

2.21 The United Nations (UN) was the first international organization to undertake significant action to fight
against money laundering on worldwide basis. The role of the UN is important for several reasons which are
following-

> First, it is the interational organization with the broadest range of membership. The UN, founded in
1945, has 191 members from all across the world;

¥ Second, the UN actively operates a program to fight money laundering; the Global Program against
Money Laundering, headquartered in Vienna, Austria, is part of the UN Office of Drugs and Crime
{UNODC);

> Third, and perhaps most important that the UN has the ability to adopt international treaties or
conventions that obligate the ratifying countries to reflect those treaties or conventions in their local
laws;

222  In certain cases, the UNSC has the authority to bind all member countries through a Security Council
Resolution, regardiess of other actions on the part of an individual country,

2.3 The Vienna Convention

2.3.1 Due to growing concern about the increased international drug trafficking and the tremendous amount of
related money entering into financial system, the UN adopted the United Nations Convention Against Hlicit
Traffic in Narcotic Drugs and Psychotropic Substances (1988) known as Vienna Convention, named after the
city in which it was signed. The Vienna Convention deals primarily with provisions to fight the illicit drug trade
and related law enforcement issues. At present, nearly 169 countries including Bangladesh are members 1o
the convention. The convention has come into force from November 11, 1990.

2.4 The Palermo Convention

2.4.1 In order to fight against internationally organized crimes, the UN adopted the International Convention
against Transnational Organized Crime (2000), named after the city in which it was signed as Palermo
Convention. This convention has come into force from 29th September 2003, having been signed by 147
countries and-ratified by 82 countries. The Palermo Convention specifically obligates each ratifying country
to:

»  Criminalize money Iaundering and include all serious crimes as predicate offenses of money laundering,
whether committed in or outside of the country, and permit the required criminal knowledge or intent to
be inferred from objective facts

» Establish regulatory regimes to deter and detect all forms of money laundering, including customer
identification, recotd-kesping and reporting of suspicious transactions

> Authorize the cooperation and exchange of information among administrative, regulatory, law
enforcement and other authorities, both domestically and internationally, and consider the establishment
of a financial intefligence unit to collect, analyze and disseminate information; and

» Promote intemational cooperation.

25 International Convention for the Suppression of the Financing of Terrorism

2.51 The financing of terrorism was an intemational concern prior to the aftacks on the United States on 11
September, 2001. In response o this concem, the UN adopted the International Convention for the
Suppression of the Financing of Terrorism (1899). The convention came into force on April 10, 2002 with 132
countries signing the convention and 112 countries ratifying it.

252  The convention requires ratifying states to criminalize terrorism, temorist organizations and terrorist a b
Under the convention, it is untawful for any person to provide or collect funds with the (1) intent that the funils ;
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he used for, or (2) knowledge that the funds be used to, camry out any of the acts of terrorism defined in the
other specified conventions that are annexed to this convention,

2.6 Security Council Resolution 1267 And Successors

2.6.1 The UN Security Council has also acted under Chapter VIl of the UN Charter to require member States to
freeze the assets of the Taliban, Osama Bin Laden and Al-Qaeda and entities owned or controlled by them,
as designated by the Sanctions Committee (now called the 1267 Commitiee). The initial Resolution 1267 of
October 15, 1999 dealt with the Taliban and was followed by 1333 of December 19, 2000 on Qsama Bin
Laden and Al-Qaeda. Later Resolutions established monitoring arrangements (1363 of July 36, 2001),
merged the eariier lists (1380 of January 16, 2002), provided some exclusion {1452 of December 20, 2002)
and took measures to improve implementation {1455 of January 17, 2003). The 1267 Committes issues the
list of individuals and entities whose assets are to be frozen and has procedures in place to make additions
or deletions to the list on the basis of representations by member States. The most recent fist is available on
the website of the 1267 Committee.

2.7 Security Council Resolution 1373

2741 Unlike an international convention, which requires signing, ratification, and recognition in local law by the UN
member country to have the effect of law within that country, a Security Council Resolution was passed in
response to a threat to international peace and security under Chapter VIl of the UN Charter, is binding upon
all UN member countries. On September 28, 2001, the UN Security Council adopled Resolution 1373, which
obligates countries to criminalize actions fo finance terrorism. It further cbligates countries to:

¥ deny all forms of support for terrorist groups;

> suppress the provision of safe haven or support for terrorist, including freeing funds or assets of
persons, organizations or enlities involved in terrorist acts;

> prohibit active or passive assistance to terrorists; and

> co-operate with other countries in criminal investigations and share information about planned terrorist
acts.

2.8 Security Council Resolution 1540

2.8.1 UNSCR 1540 (2004) imposes binding obligations on ali States to adopt legislation to prevent the proliferation
of nuclear, chemical and biological weapons, and their means of delivery, and establish appropriate domestic
confrols over related materials to prevent their illicit trafficking. It also encourages enhanced international
cooperation on such efforts. The resolution affirms support for the multilateral treaties whose aim is to
eliminate or prevent the proliferation of WMDs and the importance for all States to implement them fully; it
reiterates that none of the obligations in resolution 1540 (2004) shall conflict with or alter the rights and
obligations of States Parties to the Treaty on the Non-Proliferation of Nuclear Weapons, the Chemical
Weapons Convention, or the Biological Weapons Convention or alter the responsibilities of the International
Atomic Energy Agency (IAEA} and Qrganization for the Prohibition of Chemical Weapons (OPCW).

29 The Counter-Terrorism Committes

29.1  Asnoted above, on September 28, 2001, the UN Security Council adopted a resolution (Resolution 1373) in
direct response to the events of September 11, 2001. That resolution obligated all member countries to take
specific actions to combat terrorism. The resolution, which is binding upon all member countries, also
established the Counter Terrorism Committee (CTC) to monitor the performance of the member countries in
building a global capacity against terrorism. Resolution 1373 calls upon all countries to submit a report to the
CTC on the steps taken to implement the resolution's measures and report regularly on progress. In this
regard, the CTC has asked each country to perform a self-assessment of its existing legislation and
mechanism to combat terrorism in relation to the requirements of Resolution 1373,

210 Counter-Tetrotism Implementation Task Force (CTITF)

210.1  The Counter-Terrorism Implementation Task Force (CTITF) was established by the Secretary-General in
2005 and endorsed by the General Assembly through the United Nations Global Counter-Tetrorism Strategy,
which was adopted by consensus in 2006. The mandate of the CTITF is to enhance coordination and
coherence of counter-terrorism efforts of the United Nations system. The Task Force consists of 36
international entities which by virtue of their work have, had a stake in multilateral counter-terrorism efforts.
Each entity makes contributions consistent with its own mandate. While the primary responsibility for the
implementation of the Global Strategy rests with Member States, CTITF ensures that the UN system is
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211 Global Program Against Money Laundering

2.11.1  The UN Global Program against Money Laundering (GPML) is within the UN Office of Drugs and Crime
(UNODC). The GPML is a research and assistance project with the goal of increasing the effectiveness of
international action against money laundering by offering technical expertise, training and advice to member
countries upon request.

212 The Financial Action Task Force

2121 The Financial Action Task Force on Money Laundering (FATF), formed by G-7 countries in 1989, is an
intergovernmental body whose purpose is to develop and promote an international response to combat
money laundering. in October, 2001, FATF expanded its mission to include combating the financing of
terrorism. FATF is a policy-making body, which brings together legal, financial and law enforcement experts
to achieve national legislation and regulatory AML and CFT reforms. Currently, its membership consists of 34
countries and territories and two regional organizations.

213 FATF 40+% Recommendations

2131 FATF adopted a set of 40 recommendations to prevent meney laundering. These Forty Recommendations
constituted a comprehensive framework for AML and were designed for universal application by countries
throughout the world. Although not binding as law upon a country, the Forty Recommendations was widely
endorsed by the intermational community including World Bank and IMF and relevant organizations as the
international standard for AML. The Forly Recommendations were initially issued in 1990 and revised in
1996 and 2003 to take account of new developments in money laundering and to refiect developing best
practices internationally. To accomplish its expanded mission of combating financing of terrorism FATF
adopted ning Special Recommendations in 2001.

2.14 FATF New Standards

2141 FATF Pienary has again revised its recommendations in February 2012. The previous 40+9
Recommendalions has been accumulated into 40 (forly) recommendations called the FATF Standards.
Proliferation financing has been included in the new standards. There is no special recommendation fo
address the financing of terrorism. All special recommendations have been merged with the 40
recommendations. FATF is now working on the assessment process under the new standards. The following
table shows the summary of new standards.

Summary of new FATF 40 Standards:

Group | Topic Recommendations
1 Policies and Coordination 1-2
2 Money Laundering and Confiscation 34
3 Terrorist Financing and Financing of Proliferation 5-8
3 Preventive Measures 9-23
4 Transparency and Beneficial Ownership of Legal Persons and Arrangements 24-25
5 Power and Responsibilities of Competent Authorities and Other Institutional 26-35
Measures
6 Intemational Co-operation 36-40

2.15 Monitoring Members Progress

2.15.1  Monitoring the progress of members to comply with the requirements of 40+9 recommendations are
facilitated by a two-stage process: self assessments and mutual evaluations. In the self-assessment slage,
each member country responds fo a standard questionnaire, on an annual basis, regarding its
implementation of 40+9 recommendations. In the mutual evaluation stage, each member country is
examined and assessed by experts from other member countries in every five years. The first Mutual
Evaluation (ME) of Bangladesh was conducted by a joint team of World Bank and international Monetary
Fund in October, 2002 and the report thereof was adopted by the APG in September, 2003. The 2nd Mutual
Evaluation (ME) of Bangladesh was conducted by an APG team in August, 2008 and 3rd round ME is going
on.

2.16 The NCCT List

2.16.1  FATF adopted a process of identifying those jurisdictions that serve as obstacles to intemational cooperation
in implementing its recommendations. The process used 25 criten’a. which were consistent with 40+9

Cooperahon and Review Group (ICRG)

fra
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International Cooperation and Review Group (ICRG)

The FATF has set up the International Co-operation Review Group (ICRG) as a new process that is
designed to notably engage those jurisdictions which are ‘unwilling' and pose a real risk to the interationat
financial system. The ICRG process is designed to bind members of FATF and FATF Style Regional Body
(FSRB) that show effective commitment to the standards against those that evade their international
obligations. The time and money that one jurisdiction spend on creating an effective system in that country is
wasted if @ neighbor remains a safe haven for criminals. The ICRG process is focused on specific threats
and specific risk in specific countries. If needed, these jurisdictions may be publicly identified by the FATF
Plenary.

The second role of the ICRG is to work with those jurisdictions to convalesce the shortcomings underpinning
the judgment of the FATF Plenary. This means there could be a focused follow up process between the
ICRG and a specific jurisdiction. If all evaluation reviews and regular follow ups are conducted properly, there
should be no duplication or conflict within the FATF family and between the follow up processes.

Asia Pacific Group on Money Laundering (APG)

The Asia Pacific Group on Money Laundering (APG), founded in 1997 in Bangkok, Thailand, is an
autonomous and collaborative international organization consisting of 41 members and a number of
international and regional observers. Some of the key international organizations who participate with, and
support, the efforts of the APG in the region include the Financial Action Task Force, International Monetary
Fund, World Bank, OECD, United Nations Office on Drugs and Crime, Asian Development Bank and the
Egmont Group of Financia! Intelligence Units. APG is the FATF style regional body (FSRB) for the Asia
Facific region.

APG members and observers are committed to the effective implementation and enforcement of
internationally accepted standards against money laundering and the financing of terrorism, in particular the
Forty Recommendations of the Financial Action Task Force on Money Laundering and Terrorist Financing.
The APG has five key roles:

> to assess compliance by APG members with the global standards through a robust mutual evaluation
program

» to coordinate bi-lateral and donor-agency lechnical assistance and training in the Asia/Pacific region in
order to improve compliance by APG members with the global standards

> o participate in, and co-operate with, the international anti-money laundering network - primarily with
the FATF and with other regional anti-money laundering groups

» o conduct research and analysis into money laundering and terrorist financing trends and methods to
better inform APG members of systemic and other associated risks and vulnsrabilities and

» o contribute to the global policy development of anti-money laundering and counter terrotism financing
standards by active Associate Membership status in the FATF.

The APG also assists its members to establish coordinated domestic systems for reporting and investigating
suspicious transaction reports and to develop effective capacities to investigate and prosecute money
laundering and the financing of terrorism offences.

The Egmont Group of Financial Intelligence Units

In 1995, a2 number of governmental units of different countries commonly known as Financial Intelligence
Units (FIUs) began working together and formed the Egmont Group of FlUs {Egmont Group), named after
the location of its first meeting at the Egmont-Arenberg Palace in Brussels. The purpose of the group is to
provide a forum for FIUs to improve support for each of their national AML programs and to coordinate AML
initiatives. This support includes expanding and systematizing the exchange of financial intelligence
information, improving expertise and capabilities of personnel, and fostering better communication among
FiUs through technology, and helping to develop FlUs world-wide.

The mission of the Egmont Group has been expanded in 2004 to include specifically financial intelligence on
terrorist financing. To be a member of the Egmont Group, a country's FIU must first meet the Egmont FIU
definition, which is a cenfral, national agency responsible for receiving (and, as permitted, requesting),
analyzing and disseminating to the competent authorities, disclosures of financial information:

»  conceming suspected proceeds of crime and potential financing of terrorism or
> required by national regulation in order to counter money laundering and terrorist financing
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2.20 The Basel Committee on Banking Supervision

2.20.1  The Basel Committee on Banking Supervision {(Basel Committes) was formed in 1974 by the central Bank
governors of the Group of 10 {ten) countries. Each country is represented by their central Banks, or by the
relevant authorities with formal responsibility for prudential supervision of Banking where that authority is not
the central Bank. The committee has no formal-international supervisory authority or force of law. Rather, it
formulates broad supervisory standards and guidelines and recommends statements of best practices on a
wide range of Bank/financial institution supervisory issues. These standards and guidelines are adopted with
the expectation that the appropriate authorities within each country will take all necessary steps to implement
them through detailed measures, statutory, regulatory or otherwise, that best suit that country's national
system. Basel Committee has adopted 29 'Core Principles for Effective Banking Supervision' on September,
2012. Three of the Basel Committee's supervisory standards and guidelines related to AML&CFT issues.

2.2 Statement of Principles on Money Laundering

2211 In 1988, the Basel Committee issued its Statement on Prevention of Criminal Use of the Banking System for
the Purpose of Money Laundering (Statement on Prevention). The Statement on Prevention outlines basic
policies and procedures that managements of Banks/Fis should undertake 1o assist in suppressing money
laundering. There are essentially four principles contained in the Statement on Prevention;

> proper customer identification
> high ethical standards and compliance with laws

Premier %Q The Premier Bank Limited l
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»  cooperation with law enforcement authorities and
» policies and procedures to adhere to the statement

2.22 Basel Core Principles for Banking

2221 In 1997, the Basel Committee issued its Core Principles for Effective Banking Supervision (Core Principles),
which provide a comprehensive blueprint for an effective Bank supervisory system and covers a wide range
of topics. These Core Principles were reviewed in September 2012 and adopted 29 Core Principles. The
29th principle deals with money laundering; it provides that the supervisor determines that Banks have
adequate policies and processes, including strict customer due diligence rules to promote high ethical and
professional standards in the financial sector and prevent the Bank from being used, intentionally or
unintentionally, for criminal activities.

2.23 Introduction of National Initiatives

2231  Inline with international efforts, Bangladesh has also taken many initiatives to prevent money laundering and
combating financing of terrorism and proliferation of weapons of mass destructions considering their severs
effects on the country,

2.24 Member of APG & Egmont Group

2.24.1 Bangladesh is a founding member of Asia Pacific Group on Money Laundering (APG) and has been
participating annual plenary meeting since 1997. APG is a FATF style regional body that enforces
international standards in Asia Pacific region. As a member of APG, Bangladesh is committed to implement
FATF's 40 recommendations. Bangladesh has formally endorsed by the APG Membership out-of-session in
September 2014 as the Co-Chair for 2018-2020. Bangladesh hosted the 13th APG Typologies Workshop in
2010 and will also host the APG Annual Meeling of 2016.

2242  BFIU has achieved the membership of Egmont group in the Egmont pienary on July, 2013 in Sun City,
South Africa. Through Egmont membership, BFIU has achieved access to a wider global platform and this
will help to establish relationship with other FiUs of different countries to get benefit by exchanging views,
experiences and information via Egmont Secure Web.

2.25 Legal Framework

2251  Bangladesh is the first country in the South Asia that has enacted Money Laundering Prevention Act (MLPA)
in 2002. To address the shortcomings of the MLPA, 2002 and to meet the international standards
Bangladesh enacted -

»  Money Laundering Prevention Ordinance {MLPO} in 2008
>  Money Laundering Prevention Act 2009
» Money Laundering Prevention Act 2012 and
» Money Laundering Prevention {Amendment) Act 2015
2.25.1.1 Money Laundering Prevention Rules, 2013 has been framed for effective implementation of the act.
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Bangladesh also enacted Anti Terrorism Ordinance (ATO) in 2008 to combat terrorism and terrorist
financing. Subsequently, ATO, 2008 has repealed by Anti-Terrorism Act (ATA), 2009 with the approval of the
parliament, To address the gap identified in the Mutual Evaluation Report (MER) Bangladesh enacted —

»  Anti Terrorism {Amendment) Act 2012
> Anti Terrorism (Amendment) Act 2013

Anti-Terrorism Rules, 2013 has also been promulgated to make the role and responsibilities of related
agencies clear specially to provide specific guidance on the implementation procedure of the provisions of
the UNSCRs.

Bangladesh has enacted Mutual Lega! Assistance in Criminal Matters Act, 2012 to enhance international
cooperation on ML & TF and other related offences. The Government also enacted Mutual Legal Assistance
in Criminal Matters Rules, 2013 which mainly emphasize on the process of widest possible range of
providing mutual legal assistance in relation to ML & TF and other associated offences.

Central and Regional Task Forces

The Government of Bangladesh has formed a centra! and 7 regional taskforces (Chittagong, Rajshahi,
Bogra, Sylhet, Rangpur, Khulna and Barisal} on 27 January, 2002 fo prevent illegal hundi activities, illicit flow
of fund & money laundering in Bangladesh. The Deputy Governor of BB and head of BFIU is the convener of
that committee. Both the task force's meeting is held bi-monthly, The meeting minutes of the regional task
force are discussed in the central task force meeting. Besides high profile cases are discussed in the central
task force meeting. The central task force set out important decisions that are implemented through Banks,
financial institutions and Government agencies concemed. Recently, Central Task Force (CTF) has been
restructured by Financial Institution Division of Finance Ministry.2

Anti-Money | aundering Department

Anti-Money Laundering Department (AMLD) was established in Bangladesh Bank in July, 2002 which
worked as the FIU of Bangladesh. It was the authority for receiving, analyzing and disseminating Suspicious
Transaction Reports (STRs) and Cash Transaction Reports (CTRs).

Bangladesh Financial Intelligence Unit

As per the provision of MLPA, 2012 Bangladesh Financial Intelligence Unit (BFIU) has been established
abolishing AMLD as a national central agency fo receive, analyze and disseminate STRs/SARs, CTRs and
complaints. BFIU has been entrusted with the responsibility of exchanging information related to ML & TF
with its foreign counterparts. The main objective of BFIU is to establish an effective system for prevention of
money laundering, combating financing of terrorism and proliferation of weapons of mass destruction and it
has been bestowed with operational independence.

BFIU has continued its effort to develop its IT infrastructure which is necessary for efficient and effective
functioning of the unit. In this regard, it has procured goAML software for online reporting and software based
analysis of CTRs and STRs. It also has established MIS to preserve and update all the information and to
generate necessary reports using the MIS.

National Coordination Committee and Working Committee

To provide guidance for effective implementation of AML & CFT regime, a National Coordination Committee
headed by the Honorable Finance Minister and a Working Committee headed by the Secretary of Bank and
Financial Institutions Division of Ministry of Finance were formed consisting representatives from all
concerned Ministries, Agencies and regulatory authorities.

National ML & TF Risk Assessment (NRA)

Bangladesh first conducted National ML & TF Risk Assessment (NRA) in 2011-2012. The methodology used
for NRA was developed by ACC, BFIU and CID of Bangladesh Police consulting with Strategic
Implementation Plan (SIP) of World Bank. The report was prepared by using the last 10 years statistics from
relevant agencies and identified the vulnerabilities of sectors, limitations of legal framework and weaknesses
of the institutions on ML & TF.

Second NRA has been conducted by a ‘core committee’ comprises of ACC, BFIU and CID of Bangladesh
Police and another ‘working committes’ comprises of 23 members. This report considers the output of
institutional, sectoral, geographical risk assessment. It covers all the sectors of the economy, legal and
institutional framework. The report identifies some high risk areas for Bangladesh that are corruption, fraud-
forgery, drug trafficking, gold smuggling and human trafficking. Banks, non-Banks financial institutions, rea

2 Rel.: BFIU (CHIE) - 03/2018-442-498 dated 21/01/2018 Issued by Bangladesh Financia! Inteligence Uit (BFIU).
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estate developers and jewelers were identified as most vulnerable sectors for ML & TF: The foreign donation
receiving NGO/NPO workings in the coastal or border area were identified as vulnerable for TF incidence.

National Strateqy for Preventing ML and TF

National Strategy for Preventing Money Laundering and Combating Financing of Terrorism, 2011-2013 was
adopted by the NCC in April 2011. Bangladesh has completed all the action items under the 12(twelve)
sirategies during that time. A high level committee headed by the Head of BFIU and Deputy Govemnor of
Bangladesh Bank has formulated the National Strategy for Preventing Money Laundering and Combating
Financing of Terrorism 2015-2017 which has been approved by the National Coordination Committee (NCC)
on ML/TF. The sirategy identifies the particular action plan for all the Ministries, Division and Agency to
develop an effective AML/CFT system in Bangladesh, The strategy consists of following 1 (eleven)
strategies against 11 (eleven} strategic objectives:

> updating National ML&TF Risk Assessment Report regularly and introducing Risk Based Approach of
monitoring and supervision of all reporting organizations.

> deterring corruption induced money laundering considering corruption as a high risk.

» modemization of Border Control Mechanism and depriving perpetrators from use of proceeds of crime
to prevent smuggling of gold and drugs, human trafficking, other transnational organized crimes
considering the risk thereon.

> tackling illicit financial flows (IFF) by preventing the creation of proceeds of crime, curbing domestic and
cross-. border tax evasion and addressing trade based money laundering.

» discouraging illicit fund transfer by increasing pace of stolen assets recovery initiatives and or
recovering the evaded tax.

> enhancing the capacity of BFIU in identifying and analyzing emerging ML & TF cases including ML&TF
risks arising from the use of new technologies.

> enhancing compliance of all reporting agencies with special focus on new reporting agencies like
NGOs/NPOs and DNFBPs.

> expanding investigative capacity and improving the quality of investigation and prosecution of MI'. & TF
cases to deter the criminals.

> establishing identification and tracking out mechanism of TF&PF and fully implementafion of targeted
financial sancfions related to TF & PF effectively.

¥ boosting national and international coordination both at policy and operational levels.
> developing a transparent, accountable and inclusive financial system in Bangladesh.

Chief Anti-Money Laundering Compliance Officers (CAMLCO) Conference

Separate annual conferences for the Chief Anti-Money Laundering Compliance Officers {CAMLCO) of
Banks, Financial Instifutions, Insurance Companies and Capital Market Intermediaries are arranged by BFIU.
It also arranges a number of training programs, workshops, seminars and road-shows to create awareness
among the staff of reporting organizations, regulatory authorities about related issues.

Anti-Militants and De-Radicalization Committee

The Government of Bangladesh is very much vigilant against terrorism and violent extremism. An inter-
ministerial committee headed by Minister of Home is working actively to prevent and redress of terrorism, to
fight against terrorist and the terrorist organizations in a more coordinated way. The committee comprised of
high officials from different ministries, law enforcement and intelligence agencies. The committee tried to find
out more sensitive and sophisticated ways to creale awareness among the general people about the
negative Impact of terrorism.

Memorandum of Understanding (MoU) Between ACC and BFIU

Anti Corruption Commission (ACC) and the Bangladesh Financial Intelligence Unit (BFIU) have signed a
Memorandum of Understanding (MoU) on 4 May, 2014 with a view to increasing the scope of cooperation for
dealing with money laundering and other financial crimes. The ACC and the BFIU have jointly undertaken
various initiatives lo fight against money laundering and other financial crimes.

NGO/NPO Sector Review

mainly depending on foreign donation, the report identified strategic deficiencies of supervision and contr
the regulator, According to the requirement of FATF Recommendation 8, BFIU has conducted NGO/
sector review with the help from NGO Affairs Bureau, Microcredit Regulatory Authority, Department of

S
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Services and Research Department of Bangladesh Bank. The review report is a very comprehensive one
that covers legal & institutional aspects, supervision mechanism, compliance requirements and risk &
viulnerabilities relating to ML &TF.

2.36 Implementation of TFS

2.36.1  UN Security Council Resolutions related to TF adopted under Chapter VII of the Carter of UN are mandatory
for all jurisdictions including Bangladesh. Bangladesh has issued Statutory Regulatory Order (SRO) No.
3982012 on 29 November 2012, which was amended and strengthened by SRO No. 188/2013 dated 18
July 2013 under the United Nations (Security Council) Act, 1948. Before the issuance of those SROs, BFIU
was used fo issue circular letters as a medium of instructions for the reporting organization to implement the
requirements of UNSCRs on regular basis,

2.36.2  In addition to the SROs the UNSCRs requirements were also incorporated in the ATA, 2009. Section 20(A)
of ATA, 2009 provides that the Government of Bangladesh has power of taking measures for the purposes of
implementing United Nations Security Council Resolution No. 1267 and its successor resolutions and United
Nations Security Council Resolution No. 1373 and United Nations Security Councll resolutions related to the
prevention, suppression and disrupfion of profiferation of weapons of mass destruction and its financing.

2.37 Coordinated Effort on the Implementation of the UNSCR

2371 A national committee is coordinating and monitoring the effective implementation of the United Nations
Security Council Resolutions (UNSCR) relafing to terrorism, terrorist financing and financing of proliferation
of weapons of mass destruction. The committee is headed by the Foreign Secretary and comprises of
representatives from Ministry of Home Affairs; Bank and Financial Institutions Division, Ministry of Finance;
Legislative and Parliamentary Affairs Division, Ministry of Law, Justice and Parliamentary Affairs and
Bangladesh Bank.

2.38 Memorandum of Understanding (MoU) BFIU and other FlUs

2381  To enhance the cooperation with foreign counterparts, BFIU signed Memorandum of Understanding (MoU)
with other FiUs, BFIU has signed 36 (till date) MoU so far to exchange the information refated to ML & TF
with FIU of other countries.

\
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Chapter: 3

ANTI MONEY LAUNDERING POLICY

31 Definitions under Money Laundering Prevention Acts
311 Section 2{Pha) of Money Laundering Prevention Act, 2012 defines the offence of money iaundering as
follows:

“Money Laundering” means -

{i} knowingly moving, converting, or transferring proceeds of crime or property involved in an offence for
the following purposes -

(1) concealing or disguising the illicit nature, source, location, ownership or control of the proceeds
of crime; or

{2) assisting any person involved in the commission of the predicate offence to evade the legal
consequences of such offence;

{ii) smuggling money or property earned through legal or illegal means to a foreign country;

(i)  knowingly transferring or remitting the proceeds of crime to a foreign couniry or remitting or bringing
them into Bangladesh from a foreign country with the intention of hiding or disguising its illegal
source; or

{iv)  concluding or attempting to conclude financial transactions in such a manner so as to reporting
requirement under this Act may be avoided;

{v)  converting or moving or transferring property with the intention to instigate or assist for committing a
predicate offence;

{vi)y  acquiring, possessing or using any property, knowing that such property is the proceeds of a
predicate offence;

(vi)  performing such activities so as to the illegal source of the proceeds of crime may be concealed or
disguised;

(viii)  participating in, associating with, conspiring, attempting, abetting, instigating or counseling to commit
any offences mentioned above.

3.1.2  Property has been defined in Section 2(La) of the Act as follows:

“Property” means -

(i) any kind of asset, whether tangible or intangible, movable or immovable; or

(i)  cash, document or instrument in any form, including electronic or digital, evidencing title to, or interest
in, such assets.

3.1.3  Predicate offence has been defined in Section 2(Sha) of the Act as follows:

“Predicate Offence” means the following offences, those are commenced inside or outside the country to

derive any proceed or property, which is laundered or attempted to be laundered:

(1} Corruption and bribery,

(2)  Counterfeit currency;

{3)  Counterfeit documents;

(4)  Extortion;

(5) Fraud;

(6)  Forgery,

{(7)  llicit arms trade;

{8)  llicit narcofic drugs & psycholropic substances trade;

{9)  llicit trade of stolen & other goods;

{10) Kidnap, illegal restraint, hostage-taking;

{11)  Murder, grievous bodily injury;

{12) Woman and child trafficking;

{13)  Smuggling;

l
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{14)  Trafficking of local & foreign currency;
{15)  Theft or robbery or piracy or sea-piracy or air-piracy;

(16)  Human trafficking or accepting or try to accept money or valuable goods by giving false promise to
any person for a foreign employment;

(17) Dowry;

(18)  lllegal trafficking and customs related crime;
(19) Tax related crime;

(20}  Piracy of intellectual property,

(21)  Terrorism and terrorist financing;

(22)  Counterfeiting and piracy of products;

{23) Environmental crime;

(24)  Sexual exploitation,;

(25)  Taking market advantage through transactions by using price sensitive information of the capital
market before it becomes public and trying to control or manipulate the market to gain personal
advantage (Insider trading and market manipulation);

(268)  Organized crime or participate in organized criminal gang;
(27)  Obtaining money by threatening; and

(28)  Any other offence that Bangladesh Financial Intelligence Unit, with approval of the Government and
by notification in the Official gazette, declares as predicate offence for the purpose of this Act.

llegal proceed has been defined in Section 2(Ga) of the Act as follows:

“lilegal Proceed” means property acquired or generated through commencement of a predicate offence
directly or indirectly, or any such property which is under someone's possession or control.

Cash has been defined in Section 2{Da) of the Act as follows:

“Cash”™ means any metal coin & paper note recognized as the currency of any country and traveler's cheque,
postal note, money order, cheque, Bank draft, bearer bond, letter of credit, bill of exchange, credit card, debit
card or promissory nofe.

Financial instrument has been defined in Section 2(Cha) of the Act as follows:
“Financial Instrumen{” means all types of paper or electronic documents those have monetary value.

Remitter of monetary value has been defined in Section 2(Kha) of the Act as follows:

"Remitter of Monetary Value" means such financial service where the service provider receives cash,
cheque & other financial instrument {electronic or otherwise) and pays equivalent amount of cash or financial
instrument or in any other way to the beneficiary.

Trafficking of proceed or property has been defined in Section 2(Ka) of the Act as follows:
*“Trafficking of Proceed or Property” means —

(1} transferring or maintaining abroad of proceed or property violating the laws of the land; or

(2)  refrain from bringing into Bangladesh of any proceed or property from abroad where the interest of
Bangladesh is present and was due for bringing into Bangladesh; or

{3)  not to bring the actual proceed into home from abroad or paying in excess of the actual liability to
ahroad.

International Definitions of Money Laundering

Money laundering can be defined in a number of ways. But the fundamental concept of money taundering is
the process by which proceeds from a criminal activity is disguised to conceal their illicit origins. Most
countries adopted to the following definition which was delineated in the United Nations Convention against
Nicit Traffic in Narcotic Drugs and Psychotropic Substances (1988) (the Vienna Convention) and the United
Nations Convention Against Transnational Organized Crime (2000} (the Palermo Convention):

> The conversion or transfer of property, knowing that such property is derived from any offence, e.g/dod
trafficking, or offences or from an act of participation in such offence or offences, for the purf
concealing or disguising the illicit origin of the property or of assisting any person who is involvdd T{tAsL & CFT
commission of such an offence or offences to evade the legal consequences of his actions: ¢\ Division
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» The congealing or disguising the true nature, source, location, disposition, movement, rights with
respect to, or ownership of property, knowing that such property is derived from an offence or offences
or from an act of participation in such an offence or offences, and;

» The acquisition, possession or use of property, knowing at the time of receipt that such property was
derived from an offence or offences or from an act of participation in such offence or offences.

322  The Financial Action Task Force (FATF), the international standard setter for anti money laundering (AML)
and combating financing of terrorism (CFT) efforts, recommends that money laundering should be
criminalized in line with the Vienna Convention and Palermo Convention. Like other countries of the world,
Bangladesh has criminalized money laundering in line with those conventions. Moreover, Bangladesh also
considers some domestic concems like ‘smuggling of money or property from Bangladesh’ in criminalizing
money laundeting.

33 Reasons hehind Money Laundering

33.1  Criminals engage in money laundering for three main reasons:

m  Show Legitimacy of Funds: Money represents the lifeblood of the organization that engages in
criminal conduct for financial gain because

> it covers operating expenses,

» replenishes inventories,

» purchases the services of corrupt ofﬁciéls to escape detection,

> furthers the interests of the illegal enterprise, and

> pays for an extravagant lifestyle.

to spend money in these ways, criminals must make the money they derived illegally appear legitimate.
wm Hide Sources of lilicit Proceeds: A frial of money from an offense to criminals can become

incriminating evidence. Criminals must obscure or hide the source of their wealth or alternatively
disguise ownership or control to ensure that illicit proceeds are not used to prosecute them.

w Shield against Investigation and Seizure: The proceeds from crime often become the target of
investigation and seizure. To shigld ill-gotten gains from suspicion and protect them from seizure,
criminals must conceal their existence or, altematively, make them look legitimate.

34 Stages of Monay [aundering

34.1  There is no single method of laundering money. In most of the criminal cases, the initial proceeds usually
take the form of cash. For example, bribery, extortion, robbery and street level trade of drugs are almost
always made with cash. This cash needs to enter into the financial system by some means so that it can be
converted into a form which can be more easily transformed, concealed or transported.

34.2  Despite the variety of methods employed, the laundering is not a single act but a process accomplished in 3
basic stages, placement, layering and integration,

Placement- the physical disposal of the initial proceeds derived from illegal activity. This is the
movement of cash from its source. On occasion the source can be easily disguised or misrepresented. This
is followed by placing it into circulation through financlal institutions, casinos, shops, exchange houses,
security brokers, and other businesses, both local and abroad.

Layering- separating lflicit proceeds from their source by creating complex layers of financial
transactions designed to disguise the audit trial and provide anonymity. The purpose of this stage is to
make it more difficult to detect and uncover a laundering activity. It is meant to make the trailing of ilegal
proceeds difficulf for the law enforcement agencies.

Integration- the provision of apparent legitimacy to wealth derived criminally. If the layering process
has succeeded, integration schemes place the laundered proceeds back into the economy in such a way that
they re-enter into the financial system appearing as normal business funds.
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34.3

The table below provides some typical examples of the stages of money laundering.

Piacemant Stage

Cash pald inty Bank (sometimes with staff
complicity or mixed with proceeds of legitimate
business).

Cash exported,

Cash used to buy high value goods, property or
business assets,

Cash purchase of single premium life insurance
or other investment.

Layering Stage

Sale or swilch to other forms of investment,
Money transfered to assets of legiimate
financial institutions.

Telegraphlc transfers (often using fictitous
names or funds disguised as proceeds of
legitimate business).

Cash depasited in outstation branches and even
overseas Banking systern,

In £

Redemption of conlract or switch to other forms
of ivestment.

False loan repayments or forged invoices used
as cover for laundered money.,

Complex web of transfers (both domestic and
international) makes tracing original source of
funds virtually impossible,

Resale of goods/assets.

These three steps can be illustrated in the following figure.

ﬁm w = LAYERING
N \ \ . | i
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Collection of m Money MONEY “}L mmmn
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The three basic steps may occur as separate and distinct phases. They may also occur simultaneously or
more commonly, may overlap. How the basic steps are used depends on the available laundering

Money Laundering has a devastating economic, security and social consequences. It provides the fue! for

drug dealers, smugglers, terrorists, illegal arms dealers, corrupt public officials and others to operate and |

expand their criminal enterprises. This drives up the cost of government for increased law enforcement and |

health care expenditures {for example, for treatment of drug addicts).
|
I
|

Money Laundering diminishes government tax revenue. It also makes government tax collection more

Money laundering distorts asset and commodity prices and leads to misallocation of resources. It can lead to
an unstable liability base and unsound asset structures thereby creating risks of monetary instability for

One of the most serious microeconomic effects of money laundering is felt in the private sector. Money |
launderers often use front companies, for co-mingling their illicit proceeds with legitimate funds, to hide the ill-
gotten gains. Because of substantial illicit funds, these front companies can subsidize their products and
services at levels well below market rates. This makes it difficult for legitimate businesses to compete against
front companies. This situation can result in the crowding out of legitimate private sector businesses by

Among its other negative socioeconomic effects, money laundering transfers economic power from the

The soclal and political costs of laundered money are also serious as laundered money may be used to
corrupt national institutions. Bribing of officials and governments undermines the moral fabric in society,

344
mechanisms and the requirements of the criminal organizations,
3.5 Why PEL Must Combat Money Laundering?
351
3.5.2
difficult. This results in higher tax rates.
353
Banks.
354
criminal organizations.
355
market, government and citizens to criminals,
358
weakens collective ethical standards and corrupts our democratic institutions.
357

Nations cannot afford to have their reputation and Banks tarnished by an association with money laundering
especially in today’s global economy. Money laundering weakens confidence in and reputation of a Bank
Bank tainted by money laundering accusations from regulators, law enforcement agencies or the press r3

the loss of its good market reputation as well as reputation of the country.
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3.5.8  Besides its effect on macro level, ML also affects individual financial institution. Moreover, if it is found that a
Bank was used for ML activities, and it did not take proper action against that ML as per the laws of the
country, the Bank will have to face legal risk. Finally, the reputation of a Bank can also be heavily affected
through its involvement with ML activities.

36 How PBL Can Help in Combating Money Laundering

361 One of the best methods of preventing and deterring money laundering is a sound knowledge of a
customer’s business and pattern of financial transactions and commitments. In this principle, The Premier
Bank Ltd. will adopt sound “Know Your Customer” procedure to avoid involvement in money laundering.

3.6.2  Thus the Bank's effort to combat money iaundering largely focuses on the process where the launderer's
activities are more susceptible to recognition and therefore concentrates to a large extent on the deposit
taking procedures i.e., the placement stage.

3.6.3  Branches must keep transaction records that are comprehensive enough to establish an audit trail. Such
records can aiso provide useful information of the people and organizations involved in laundering schemes.

364  Human Resources Management Division of the Bank will follow proper Screening Mechanism in case of
recruitment and also deal with staff training programs which are a fundamental part of the procedures
designed to recognize and combat money laundering.

ML & TF Risk Managament Guidelines Page 24 of 153 All Rights Reserved @ The Premier Bank Lid.



Premier 131“.15“ The Premier Bank Limited

AML & CFT Division, Head Office, Dhaka

Chapter: 4
REQUIREMENTS OF THE LAW

41 Requirements of the Money Laundering Prevention Acts

41.1 The legislation specifically relating to money laundering is contained in the Money Laundering Prevention
Act, 2012 (Act No. 5 of 2012) and Money Laundering Prevention (Amendment) Act, 2015 {Act No. 25 of
2015), the provisions of which supersedes whatever may contain in any other Act in force in Bangladesh.

412  Sofar as financial service providers are concerned, the Acts;

(i)

(i)
(i)
(iv)
(v)
(vi)

(vii)

(vill)

(ix)
{x)
{xi)
(xii)
(

ili)

{i)

(ii)
(il

defines the circumstances, which constitute the offence of money laundering [Section 2(Pha)],
provides penalties for the commencement of the offences [Sections 4, 5, 6, 7, 8 and 27],

defines the powers and responsibilities of Bangladesh Financial Intelligence Unit (BFIU) for the purpose
of prevention of money laundering [Section'23)

defines the responsibilities of reporting organizations for the purpose of prevention of money laundering
[Section 25]

41.3  Reporting Organizations have been defined in Section 2(Ba) of the Act as follows:
"Reporting Organizations” mean:

Banks;

Financial institutions;

Insurers;

Money changers;

Any company or inslitution that remits or transfers money or monetary value;
Any other business institution licensed by Bangladesh Bank;

(1)
(2)
(3)
(4)
(1)
()
()

Stock dealer and stock broker,

Portfolioc manager and merchant Banker,
Security custodian,

Asset manager;

Non-profit o‘rganizationlinstitution (NPQ),
Non-government organization (NGO},
Cooperative soclety;

Real estate developer;

Traders of precious metals and stones;

Trust and company service providers;

Lawyers, Notary, other law professionals and accountants:

Such cther institutions as Bangladesh Bank, with approval of the Government, may notify from time
to time.

4.2 Responsibilities of the Reporting Organizations under the MLP Acts

421  The Act defines the responsibilities of reporting organizations for the purpose of prevention of money
laundering in Section 25(1) as foliows:

KYC Requirement. To retain correct and full information used to identify their customers [Section

25(1){Ka)};

Record Keeping: To retain records of the account and transaction of account at least for 5 (Five) years
after termination of relationships with the customers [Section 25(1){Kha));

Providing Information on Demand: To provide customer identification, account and account
transaction records to Bangladesh Financial Intelligence Unit (BFIU) on demand from time to fi
[Section 25(1)(Ga)]; and
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{iv) STR Reporting: To send a Suspicious Transaction Report (STR) to the Bangladesh Financial
Intelligence Unit (BFIU) where they observe any suspicious transaction or attempt for such transaction
[Section 25(1)(Ghay].

43 Penalties for Non-Compliance fo the Responsibilities of Reporting Organizations

431 The Acts also provides penalties in Section 25(2) for non-compliance fo the above responsibilities of the
reporting organizations as follows:

(i} Penaity. If any reporting organization fails to comply with its above-mentioned responsibilities defined
under Section 25(1) of the Acts, then Bangladesh Financial Intelligence Unit (BFIU) may impose penalty
of minimum Tk, 50 (Fifty) thousand up to maximum Tk. 25 (Twenty Five) lac upon that reporting
organization [Section 25(2)(Ka)];

(i) Cancefiation of Permission or License: In addition fo the above-mentioned penalty, Bangladesh
Financial Intelligence Unit (BFIU) may cance! permission or license of that reporting organization or any
of its branch, service center, booth or agent's business, or where appropriate, shall request the registrar
or licensing authority to take proper action against such reporting organization [Section 25(2)(Kha)].

4.4 Powers and Responsibilities of BFIU under the MLP Acts

4.41  The Acts give Bangladesh Financial Intelligence Unit (BFIU) broad responsibility for prevention of money
laundering and wide-ranging powers to take adequate measures to prevent money laundering, facilitate its
detection, monitor its incidence and enforce rules under the Acts. The powers and responsibilities of BFIU
are, in summary [Section 23]:

(i) Analyse cash transaction and suspicious fransaction information received from reporting organizations
and received information through any other source(s), or collect any additional information from
reporting organizations for the purpose of further analysis and maintain database of the same, and
where appropriate, provide such information to the concemed law enforcement agency for taking
necessary proceedings [Section 23(1){Ka)].

(i} Notwithstanding anything contained in any other Law, collect any information or report from reporting
organizations [Section 23(1){(Kha}].

(it} Issue an order to any reporting organization to suspend or freeze transactions of an account for a period

-not exceeding 30 (Thirty) days where there are reasonable grounds to suspect that proceed or property

acquired through commencement of a crime have been deposited into that account or proceeds of any
account used for the purpose of commencement of a crime or may be used.

Provided that the order so passed for additional periods of 30 (Thirty) days each up to maximum 7
{Seven) times for the purpose of further investigation [Section 23(1)(Ga)).

(iv) Issue, from time to time, necessary instructions to the reporting organizations for the purpose of
prevention of money laundering [Section 23(1}(Gha}).

{v} Where necessary, carry out on-side inspections of the reporting organizations [Section 23(1){(Uma}].

(vi) Provide training and arrange meeting, seminar etc. for the officers and staffs of the reporting
organizations or any other organizations or institutions as Bangladesh Financial Intelligence Unit may
consider appropriate for the purpose of proper implementation of the Act [Section 23{1){Cha)].

{vii) Carry out any other functions in attaining the objectives of the Acts including inspection of reporting
organization [Section 23(1)(Chha)].

44.2  Investigation agency has been defined in Section 2(Tha) of the Act as follows:
“Investigation Agency” means if not differ anything in any section in these acts

(i) Investigation Agency as empowered by respective act for investigation the ‘Predicate Offence’ as
defined in Section 2(Sha);

Provided that, Criminal Investigation Department of Bangladesh Police shall investigate the predicate
offence which is investigable by the Bangladesh Police.

(i) Consultation with the government, Bangladesh Finangial Intelligence Unit may empower one or more
Investigation Agency as mentioned in Section 2(Sha).
4.5 Penalties for Non-Compliance to the Directives of BFIU

451  The Act also provides penalties in Sections 23(3), 23(d4), 23(5), 23(6), 23(7) and 23(8) for failure to provi
information on demand, for providing erroneousffalse information, or for failure to comply with Bangla

Financial Intelligence Unit instructions as follows: AML & CFT
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(i)

(i)

(if])

(iv}

(v}

(vi)

Failure to Submit Information within Deadline: If any reporting organization fails to submit within
deadiine information sought by Bangladesh Financial Intelligence Unit under Section 23{1) of the Act,
then Bangladesh Financial Intelligence Unit may impose penalty of Tk. 10 (Ten) thousand per day up to
maximum Tk. 5 (Five) lac upon that reporting organization [Section 23(3)]; and

if any reporting organization faces penalty for more than 03 (Three) times in a financial year, then
Bangladesh Financial Intelligence Unit may withhold registration or license of that reporting organization
or any of its branch, service center, booth or agent's business in Bangladesh, or where appropriate,
shall request the registrar or licensing authority to take proper action against such reporting organization
[Section 23(3)).

Submitting Erroneous or False Information or Statement. If any reporfing organization submits
erroneous or false information or statement on any subject sought by Bangtadesh Financial Intelligence
Unit under Section 23(1) of the Acts, then Bangladesh Financial Intelligence Unit may impose penalty of
minimum Tk. 20 (Twenty) thousand up to maximum Tk. § (Five) lac upon that reporting organization
[Section 23(4)]; and

if any reporting organization faces penalty for more than 3 (Three) times in a financial year, then
Bangladesh Financial Intelligence Unit may withhold registration or license of that reporting organization
or any of its branches, service center, booth or agent's business in Bangladesh, or where appropriate,
shall request the registrar or licensing authority to lake proper action against such reporting organization
[Section 23(4)].

Failure to Comply with any Instruction of Bangladesh Financial Inteliigence: If any reporting
organization fails to comply with any instruction issued by Bangladesh Financial Intelligence under the
Act, then Bangladesh Financial Intelligence may impose penalty of Tk. 10 (Ten) thousand per day up to
maximum Tk. 5 (Five} lac for each non-compliance issue upon that reporting organization [Section
23(5)]; and

it any reporting organization faces penalty for more than 03 (Three) times in a financial year, then
Bangladesh Financial Intelligence may withhold registration or license of that reporting organization or
any of its branch, service center, booth or agent's business in Bangladesh, or where appropriate, shall
request the registrar or licensing authority to take proper action against such reporfing organization
[Section 23(5)].

Failure to Comply with Account Freering or Suspension Order of Bangladesh Financgial
Inteliigence:

If any reporting organization fails to comply with the freezing or suspension order on any account issued
by Bangladesh Financial Intelligence under Clause 23(1){Ga) of the Acts, then Bangladesh Financial
Intelligence may impose penalty equal to the balance of that account as & minimum, which will not be
more than twice of the balance of that account on the order date [Section 23(6)).

Realization of Penalty by Bangladesh Bankt If any person or enfity or reporting organization fails to
pay the amount of penalty imposed by Bangladesh Financial Intefligence under Sections 23 and 25 of
the Acts, then Bangladesh Financial Intelligence inform Bangladesh Bank and Bangladesh Bank may
realize the same by debiting the account maintained in the name of that person or entity or reporting
organization with any Bank or financial instituion or with Bangladesh Financial Intelligence. If any
portion of the penalty amount still remains unpaid, then Bangladesh Bank may appear before the Court
for realizing the same and the Court shall pass order as it seems appropriate [Section 23(7)).

To investigate and enquiry of the offence described in the Acts, the investigation Agency may collect
customer’s account documents and information from the Bank or financial institution by the appropriate
court order or through Bangtadesh Financial Intelfigence Unit [Section 23(7) Ka].

Additional Penalty for Responsible Owner(s), Director(s}, Employee(s) or Contractual(s): If any

penalty is imposed upon any reporting organization under above-mentioned Sections 23(3), 23(4}, 23(5)
and 23(6) of the Acts, then Bangladesh Financial Intelligence Unit may impose cash penalty of minimum
Tk. 10 (Ten) thousand up to maximum Tk. 5 (Five) lac upon the responsible owner(s), directors(s),
employee(s) or contractual employse(s) of that reporting organization, and if necessary, may instruct the
reporting organization for necessary disciplinary action [Section 23(8}].

4.6 Money Laundering Offences
46.1  Offence of Money Laundering: The acts of money laundering will be treated as an offence [Section 4(1
46.2  Offence Committed by an Entity: If any offence under the Acts have been committed by an entity{ A
every owner, director, manager, secretary or any other employee or representative of that entity w
direct involvement with the offence shall be deemed to be guilty for such offence. However, it is a defelfs
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any person as aforesaid can prove that such offence was commitied without histher knowledge or it has
occurred despite histher best efforts to prevent it [Section 27),

46.3  Offence of Violation of Freeze or Attachment Order: It is an offence for any person to violate any freeze
or attachment order passed under the Acts [Section 5].

4.6.4 Offence of Disclogure, Publish or Using of Information: It is an offence for a person:

m o disclose any information related to an investigation or any other information to any person,
organization or news media for any ill motive [Section 6(1)], or

m to use or disclose information for any purpose other than the purpose of the Acts, which was collected,
received, retrieved and known by any person, organization or agent authorized under the Act during the
period of histher employment or appointment period or after completion of histher employment or
appointment contract [Section 6(2)].

46.5  Offence of Obstructing or Refusing to Assist an investigation or Refusing to Submit Reports: It is an
offence under the Acts for any person:

m  toobstruct or refuse to assist the investigating officer in an investigation [Section 7(1){Ka)], or
m torefuse to submil any report or supply Information without any reasonable ground {Section 7(1)(Kha)].

4.6.6  Offence of Providing False Information: It is an offence for any person to provide false information
knowingly about the sources of funds, or own identity, or the identity of an account holder or about the
beneficial owner or nominee of an account [Section 8(1)].

4.7 Penalties for Money Laundering Offences

Al offences under the Acts are cbgnizab[e, non-compoundable and non-bailable [Section 11]. All penalties
for commencement of the offences have prison terms and/or penalties as prescribed in the Acts as follows:

471 Penalty for the Offence of Money Laundering: Any person engaged in money laundering or attempting,
aiding or conspiring in the commencement of such offence shall be punishable with imprisonment for a term

of minimum 4 (Four} years up to maximum 12 (Twelve) years, and in addition to this, shall be fined with twice
the value of the property involved with the offence or Tk. 10 (Ten} lac, whichever is higher [Section 4{2)].

Provided that if failed to payment of financial penalfy within stipulated time set by the court, considering
unpaid amount of financial penalty, the court may order for additional imprisonment.

In addition to the above, the Court may order to forfeit the property involved directiy or indirectly with money
laundering or any predicate offence in favor of the state [Section 4(3)].

4.7.2  Penalty for the Offence Committed by an Entity: As per rules under Sub-Section 2 of Section 27, if any
entity has committed any offence or try to commit offence, abets or conspires then penalty of twice the value
of the property involved with the offence or Tk. 20 (Twenty) lac, whichever is higher may be imposed and
registration of that entity shall be liable for cancellation [Section 4(4)].

Provided that if the entity failed to payment of financial penalfy within stipulated time set by the court,
considering unpaid amount of financial penally, the court may order for imprisonment to the owner of the
entity, chairman or director nevertheless any name.

4.7.3  Penafty for the Offence of Violation of Freeze or Attachment Order: If any person violates a freeze order
or an attachment order, then he/she will be punishable with an imprisonment for a term of maximum 3
{Three) years or with a penalty equal to the value of the property under freeze or attachment order, or both
[Section 5).

474  Penalty for the Offence of Disclosure, Publish or Using of Information: If any person discloses any
information related to an investigation or any other information to any person, organization or news media for
any ill motive, or discloses information for any purpose other than the purpose of the Acts, then hefshe will be
punishable wilh an imprisonment for a term of maximum 2 (Two) years or a penalty of maximum Tk. 50
(Fifty) thousand, or both [Section 6(3)).

475  Penalty for the Offence of Obstructing or Refusing to Assist an Investigation or Refusing to Submit

Reports: If any person obstructs or refuses to assist the investigating officer in an investigation, or refuses to
submit any report or supply information without any reasonable ground, then he/she will be punishable with
an imprisonment for a term of maximum 1 (One) year or a penalty of maximum Tk. 25 (Twenty Five)
thousand, or both [Section 7(2)).

476  Penaity for the Offence of Providing Faise information: If any person provides false informatffi@,
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beneficial owner or nomines of an account, hefshe will be punishable with an imprisonment for a term of
maximum 3 (Three) year or a penalty of maximum Tk. 50 (Fifty) thousand, or both [Section 8(2)].

438 “Safe Harbor” Provision for Reporting under MLP Acts,

481  The Money Laundering Prevention Acts encourages reporting organizations to report all suspicious
fransactions by protecting reporting organizations and their employees from criminal and civil Hiability when
reporfing suspicious transactions in good faith to the competent authorities.

4.82  Section 28 of the Acts provides the “Safe Harber" for such reporting, which is, although any person may be
damaged or there remains possibility o be damaged, any criminal or civil or administrative or any other legai
action cannot be administered against the reporting organization, or its Board of Directors, or any of its
employees.

483  Despite the above safe harbor, if the reporting organizations fail to report STR/SAR, then they will be subject
to punishment under Section 25(2) of the Acts,
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5.1.7

Chapter: 5

REQUIREMENTS OF ANT! MONEY L AUNDERING POLICY

Senior Management Commitment

The most important element of a successful anti-money laundering program is the commitment of Senior
Management. Senior Management of PBL is highly committed to the development and enforcement of the
Anti Money Laundering, Anti Terrorist Financing and Proliferation Financing objectives which can deter
criminals from using their facilities for money laundering or financing of terrorism or proliferation financing,
thus ensuring that they comply wilh their obligations under the laws. For the purpose of this policy, Senior
Management means the Managing Director & CEQ and the Board of Directors of the Bank.

Board of Directors shall (Role of Senior Management):

> Approve AML & CFT compliance program and ensure its implementation;

> lssue directives to ensure compliance with the instruction of BFIU issued under section 15 of ATA,
2009;

> Take reasonable measures through analyzing self assessment report and independent testing report
summary;

Understand ML & TF risk of the Bank, take measures fo mitigate those risk;

» CEO orfand MD shall issue statement of commitment to prevent ML, TF & PF in the Bank for the
employees of the Bank on Yearly Basis, shall provide necessary directives on how to implement it and
shall monitor the over all status3 ;

¥ Ensure compliance of AML & CFT program;

> Allocate enough human and other logistics to effective implementation of AML & CFT compliance
program.

v

Senior Management must send the signal that the corporate culture is as concemed about its reputation as it
is about profits, marketing, and customer service. As part of the Bank's Anti Money Laundering Policy the
Managing Director & CEQ, on behalf of the Senior Management, is sending a statement to alt employees
every year that clearly sets forth the Bank's policy against ML, TF & PF and any activity which facilitates
money laundering or the funding of terrorist or criminal activities. The statement evidence indicates the
strong commitment of the Bank and its senior management to comply with all laws and regulations designed
to combat money laundering and terrorist financing.

Statement of commitment of CEO or MD includes the followings:

Banks policy or strategy to prevent ML, TF & PF;
Emphasize on effective implementation of Bank's AML & CFT compliance program;
Clear indication of balance between business and compliance, risk and mitigating measures;

Compliance is the responsibility of each employee during their normal course of assignment and
ignorance shall not be considered as the excuse for non-compliance;

= Point of contact for clarification in case of any ambiguity arises;
s Consequences of non-compliance as per Human Resources (HR} Policy of the Bank.

Senior Management has accountability to ensure that the Bank’s policy, process and procedures towards
AML & CFT are appropriately designed and implemented, and are effectively operated to minimize the risk of
the Bank being used in connection with ML & TF.

Senior Management must need to ensure the adequacy of the human and other resources devoted fo AML &
CFT. Moreover, they need to ensure the autonomy of the designated officials related to AML & CFT. Senior
Management must take the report from the Anti-Money laundering Division (AMLD) into consideration which
will assess the operation and effectiveness of the Bank's systems and controls in relation to manage ML &
TF risk and take any necessary action to remedy the deficiencies identified by the report in a timely manner.

Senior Management should adopt HR policy for ensuring the compliance of AML & CFT measures by the
employees of the Bank.

3 Ref.: Section 1.2. Kha of BFIU Clreular No.-19/2017 dated 17-08-2017 of Bangladesh Financlal Intelligence Unit (BFLU).
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5.1.8  Senior Management must be responsive of the level of money laundering and terrorist financing risk when
the Bank is exposed to and take a view whether the Bank is equipped to mitigate that risk effectively; this
implies that decisions on entering or maintaining high-tisk business relationships must be escalated to senior
management.

5.2 Written Anti Money Laundering Policy
5.21  An AML policy must include the following 4 {four) key elements:

¥ High level summary of key contrals;
»  Objective of the policy {e.g. to protect the reputation of the institution);

> Scope of the policy (A statement confirming that the AML/CFT policy applies to all areas of the
business); and

> Waivers and exceptions- procedures for obtaining exemptions from any aspects of the policy should be
carefully controlled; and operational controls.

522  The Board of Directors shall develop, administer, and maintain an Anti Money Laundering Policy that
ensures and monitors compliance with Anti Money Laundering legislation, including record keeping and
reporting requirements. Such a compliance policy shall be wiitten, approved by the Board of Directors, and
noted as such in the Board meeting minutes.

523  The written Anti Money Laundering Policy at a minimum should establish clear responsibilities, functions and
accountabilities of the AML & CFT Division, Central Compliance Committee (CCC), Chief Anti-Money
Laundering Compliance Officer (CAMLCO) and Deputy Chief Anti-Money Laundering Compliance Officer (D-
CAMLCO) within the Bank* to ensure that policies, procedures, and controls are introduced and maintained
which can deter criminals from using the Bank for money laundering and the financing of terrorist activities,
thus ensuring that we comply with our obligations under the legislation.

524  In addition, the policy should emphasize the responsibility of every employee to protect the institution from
exploitation by money launderers and terrorist financiers, and should set forth the consequence of non-
compliance with the applicable laws and the institution's policy including the criminal, civil and disciplinary
penalties and reputational harm that could ensue from any Bank with money laundering and terrorist
financing activity.

4 Rel,: Section 1.3.1 Uma of BFIU Circular No.-19/2017 dated 17-08-2017 of Bangtadesh Financlal Intslligence Urit {BFiL).
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Chapter: 6

ORGANIZATIONAL STRUCTURE AND H.R. INITIATIVES

Cantral Compliance Committee (CCC)

Central Compliance Committee (CCC) is a cross departmental committee fo facilitate the Anti-Money
Laundering initiatives of the Bank. The Commitiee shall be formed under the leadership of an Executive who
will be called as "Chief Anti Money Laundering Compliance Officer (CAMLCO)" and it shall report directly to
the Managing Director of the Bank. The Bank shall designate an Executive in the rank of maximum two
grades below the Managing Director & CEQ as its CAMLCOS. CCC will consist of atleast 7 members where
the CAMLCO & D-CAMLCO and the Heads/ Executives of different divisions (i.e. HRD, Credit Division,
Retall & Corporate Banking Division, FED, OPD, Card Division, [TD efc.) will be the member of the said
commitiee. However no official from ICCD can be a member of the said committee.® CCC will arrange at
least 4 meetings yearly where, by reviewing the overall status of the Bank regarding AML & CFT issues,
necessary decisions shall be made and necessary instruction shalil be given by the committee.’

Formatioﬁ of CCC

CCC (previously named CCU Committee) was first formed in July 16, 2015 with officials from concerned
departments/divisions of Head Office which has been restructured upon the instructions given in the latest
BFiU Master Circular (Circular No. 19) and formed a new committee with more members and better
involvement of other departments/divisions of the Bank. The new committee consists of sixteen (16) senior
members from different departments/divisions (AML Division, Retail Banking Division, Credit Risk
Management Division, Corporate Banking Division, SME Division, International Division, Finance & Accounts
Division, IT Division, HR Division, Operations Division, Remittance Division) to ensure proper involvement of
those in complying with AML&CFT issues.

Responsibilities of CCC

The committge shall have the following responsibilities:

To develop and implement the Bank's Policy, Procedure and Strategies in preventing Money Laundering
(ML), Terrorist Financing (TF} & Proliferation Financing (PF) and review thereon.

To ensure a satisfactory compliance on Bank's AML & CFT as per the guidelines.

To supervise AML Division for the proper implementation of yearly programs on AML & CFT.
To co-ordinate and monitor Bank's AML & CFT compliance initiatives.

To co-ordinate the ML & TF risk assessment of the Bank and review thereon.

To arrange at least 4 meetings in a year; to make necessary decisions and give necessary instructions by
reviewing the overall status of the Bank on AML & CFT issues.

To submit a report to the Managing Director on Half Yearly basis related to AML & CFT issues containing
action taken by Bank, implementation progress and recommendations.

To instruct AML Division to issue instructions, for the Branches to follow on Know Your Customer (KYC),
Transaction Monitoring, Internal Compliance etc.

To nominate one employee from each Branch as BAMLCO to ensure Internal Monitoring and Control
System.

To impart training, workshop, seminar related to AML & CFT for the employees of the Bank.

Committee may incorporate any member in the committee if they feel the necessity.

Formal minutes of the meeting shall be maintained to document the AML & CFT activities and decisions.
Any other issues regarding AML & CFT as & when required by the Bank.

3 HKef.: Section 1.3.1 Ka of Bl Circular No.-19/2017 dated 17-09-2017 of Bangladesh Financial Intelligence Unit (BFILS).
6 Ref.: Section 1.3.1 Cha of BFIU Circular No.-19/2017 dated 17-09-2017 of Bangladesh Financial Inteliigence Unit (BFIU).
! Rol: Section 1.3.1 Chha of BFIU Circutar No.-19/2017 dated 17-09-2017 of Bangladesh Financial Intelligence Unit (BFIU).
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6.4 Anti-Money Laundering Division (AMLD)

64.1  The Bank shall constitute an Anti-Money Laundering Division at its Head Office.

64.2  The Bank shall appoint Chief Anti Money Laundering Compliance Officer (CAMLCO).

6.4.3  The Bank shall appoint Deputy Chief Anti Money Laundering Compliance Officer (DCAMLCO).

644  The Bank shall appoint Branch Anti Money Laundering Compliance Officer {(BAMLCO).

6.5 Formation of Anti-Money Laundering Division (AMLD)

6.5.1  The Bank shall constitute an Anti-Money Laundering Division at its Head Office or any suitable place as a
permanent set-up with specific organogram like other department or division of a Bank. AMLD shall
implement and enforce corporate-wide Anti Money Laundering Policies, Procedures and Measures lo the
Bank and will report to the Managing Director & CEQ through the CAMLCO.

6.6 The Premier Bank Ltd. Anti-Money Laundering Division (AMLD) Organogram Chart

6.6.1  The Premier Bank Ltd. has already been established a separate division calied Anti-Money Laundering
Division (AMLD) at its Head Office. Organogram of the AMLD of The Premier Bank is given below:

: Managing'Dirgctor & CEO
L ‘ e
. Chief Anti Money Laundering Officer < Gentisl Compliance
CAMLCO) -= ... . - Cominitted.. .
‘ - J(ﬁMDLDME; = Tl w e Commiftede. |, ¢
[ ] ]
Branch Antl Money Laundering
Deputy of CAMLCO &
Head of AML Division o Oft:icersP&BAMLCO)f "
SEVP/EVP/SYP peraions ivianagers of a
Branches
]
AML & CFT
Compllance Manager
|
[ |
AML & CFT AML & CFT
Compliance Officar Compliance Officer

6.7 Manpower for Anti-Money Laundering Division (AMLD}

6.7.1 The Bank shall ensure adequate human resources and other logistic support based on the size and nature of
the Bank, The division shall be established consisting appropriate number? of employees. The Head of the
Division will be the Deputy CAMLCO of the Bank®.The employee of the AMLD must have enough knowledge
on AML & CFT measures of Bangladesh including MLPA, ATA and rules and instructions issued by BFIU or
Bangladesh Bank.

6.8 Separation of AMLD from Internal Control & Compliance {ICC)

6.8.1 To ensure the independent audit function in the Bank AMLD should be completely separated from internal

audit or compliance and control (ICC). In this regard ICC also examines the performance of AML Division
and the Bank's AML & CFT compliance program. To ensure this autonomy there shall not be any member
from ICC to AML and vies-a-vies; but there shoutd be enough co-ordination and co-operation in performing
their responsibility and information exchange. Also no official from ICCD can be a member of the CCC0,
There should not be any impediment to transfer employee from ICC to AMLD and vis-3-vis but no one should

& The number of employees of AML Division shall be determined considering the number of branches, business expansion, number of customer elc.
9 Ref.: Section 1.3.1 Kha of BFIU Cirgular No.-$9/2017 dated 17-09-2017 of Bangladesh Financial Intelfigence Unit (BFIU).
10 Refz Section 1.3.1 Cha of BFIU Circuler No.-19/2017 dated 17-09-2017 of Bangladesh Financial Intelligence Unit {BFILY.
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6.9
6.9.1

6.10
6.10.1

6.11
6.11.1

6.11.2

6.11.3

6.11.4

6.12
8.12.1

be posted in these 2 {two) departmentsfunits at the same time. Both AMLD and ICCD will independently
perform thelr respective jobs regarding AML & CFT issues. !

Responsibilities of AMLD

AMLD is the prime mover of the Bank for ensuring the compliance of AML & CFT measures. Main
responsibilities of AML Division are to:

> develop Banks policy, procedure and sfrategies in preventing ML, TF & PF;

coordinate Banks AML & CFT compliance initiatives;

coordinate the ML & TF Risk Assessment of the Bank and review thereon;

present the compliance status with recommendations before the CEQ or MD on half yearly basis;
forward STR/SAR and CTR to BFIU in time and in proper manner;

report summary of Self Assessment and independent Testing Procedure to BFIU in time and in proper
manner,

> impart training, workshop, seminar related to AML & CFT for the employee of the Bank;
¥ take required measures to submit information, report or documents in time.

YV vV Vv V¥

¥ ensure the implementation of the AML & CFT program on Yearly Basis.12
Authorities of AMLD

To perform the responsibilities, the AML Division has the following authorities:

¥ assign BAMLCO their specific job responsibilities;

> requisition of human resources and logistic supports for AML Division;

> make suggestion or administrative sanction for non-compliance by the employees.
Chief Anti Money Laundering Compliance Officer (CAMLCO)

The Bank shall designate an Executive in the rank of maximum two grades below the Managing Director &
CEO® as its Chief Anti Money Laundering Compliance Officer (CAMLCO). If the CAMLCO is changed, it
should be informed to BFIU without delay. Before assigning the CAMLCO to other duties of the Bank, the
management has to ensure that the AML & CFT acfivities of the Bank will not be hampered.

The Premier Bank Ltd. has designated a Chief Anti Money Laundering Compliance Officer (CAMLCO) at
Head Office with sufficient authority to implement and enforce corporate wide AML & CFT policies,
procedures and measures and who s reporting to MD & CEQ.

CAMLCO is the Central Point of Contact (CPC) for communicating with the regulatory agencies regarding the
Bank’s Anti Money Laundering programs. All staff engaged in the Bank at all levels must be made aware of
the identity of the CAMLCO,

CAMLCO is the chairman of the Central Compliance Committee {(CCC). The commitiee shall look after the
overall compliance of AML. & CFT under the supervision of the CAMLCO.

Authorities and Responsibilities of CAMLCO

The CAMLCO has the following Authorities:

» CAMLCO is able to act on his own Authority;

> Without taking any prior permission from Awith MD or CEO , CAMLCO can submit of STR/SAR and any
document or information to BFIU;

> He/She shall maintain the confidentiality of STR/SAR and any document or information required by laws
and instructions by BFIU;

» He/She must have access to any information of the Bank;
CAMLCO shall ensure his/her continuing competence.

v

> Without the consent of CAMLCO no business relationship with Politically Exposed Persons (PEPs) can
be started or maintained,

! lM: Section 1.3.1 Cha of BFIU Clroutar No.-19/2017 dated 17-08-2017 of Bangladesh Financlal Intelligence Unit (BFIU).
12 Ret; Soction 1.3.1 Ga of BFIU Ciroutar No.-18/2017 dated 17-09-2017 of Bangladesh Financial Intstigence Unit (BFIU).
13 Ref: Section 1.3.1 Ka of BFIU Clrcular No.18/2017 dated 17.08-2017 of Bangladesh Finandial Intslligenca Unit (BFIL).

L L4
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> Without the consent of CAMLCO no business relationship bsuiness relationship with Influential person
{IP) or Top officials of any International Organization {10), if considered as High Risk can be started or
maintained.

6.12.2 The CAMLCO has the following Responsibilities:
> CAMLCO must ensure overall AML & CFT compliance of the Bank;
»  Oversee the submission of STR/SAR or any document or information to BFIU in time;
»  Maintain the day-to-day operation of the Bank's AML&CFT compliance;
> He/She shall be liable to MD , CEO or BoD for proper functioning of AMLD;
¥ HefShe shall review and update ML & TF Risk Assessment of the Bank;
>

Ensure that corrective actions have taken by the Bank to address the deficiency identified by the BFIU
or Bangladesh Bank;

> Ensure timely arrangement of Central Compliance Committee meeting.

6.123  Functions of the Chief Anti Money Laundering Compliance Officer (CAMLCO) wili be:

Key Responsibilities of the CAMLCO Frequency
1. Monitor, review, coordinate application and enforcement of the Bank's compliance policies
including Anti Money Laundering Policy, Customer Acceptance Policy, Know Your Customer
Policy and Anti Terrorism Financing Policy. These will include: an AML Risk Assessment;

practices, procedures and controls for account opening; KYC procedures: ongoing account/ On-going
transaction monitoring for detecting suspicious transactions/account activity, and a written AML
training plan.

2. To monitor changes of laws/regulations and directives of Bangladesh Financial Intelligence Unit On-going

that may require revisions to the Policies and making these revisions.

3. Ensure the Bank's Policies are complete and up-to-date; maintain ongoing awareness of new and
changing business activities and preducts and identify potential compliance issues that should be On-going
considered by the Bank.

4. Respond to compliance questions and concerns of the staff and advice branches/ divisions and
assist in providing solutions to potential issues involving compliance and money laundering and | As required
terrorist financing risk.

5. Actively develop the compliance knowledge of all staff, especially the compliance personnel.
Develop and conduct training courses in the Bank to raise the leve! of awareness of compliance in On-going
the Bank.

6. Develop and maintain ongoing relationships with regulatory authorities, exteral and intemal
auditors, Branch/Division Heads and Compliance resources to assist in early identification of On-going
compliance issues.

7. Assist in review of control procedures in the Bank to ensure legal and regulatory compliance and in
the development of adequate and sufficient Independent Testing Procedures to prevent and detect |  On-going
compliance lapses.

8. Monitor the Bank's Self Assessment for AML compliance and any corrective action. Half Yearly

9. Inspect branches and concerned divisions of Head Office regarding anti money laundering and

terrorist financing compliance. As required
10. Manage the STR & SAR Process:
a.  Review the transactions referred by branch or divisional compliance officers as suspicious,
b.  Review the Transaction Monitoring reports.
¢.  Ensure that intemal Suspicious Transaction Reports (STRs) and Suspicious Activity Reports
(SARs)
- are prepared when appropriate,
- are accompanied by documentation of the branch's decision to retain or terminate the
account as required under the Policy, On-going
- are advised to other branches of the Bank who are known to have a relationship with the
customer,

- are reported to the Managing Director & CEO and/or the Board of Directors of the Bank
when the suspicious activity is judged to represent significant risk to the Bank, including
reputation risk. ’_\

d.  Manage the process for reporting suspicious activity to Bangladesh Bank authorities after
appropriate internal consultation. %;%
11. Ensure timely Anti Money Laundering and Terrorist Financing reporting and compliance to Mt}nﬁgL

Bangladesh Financial Intelligence Unit, including CTR, Independent Testing Procedure, Seif
Assessment Report etc. as per specific schedule. Half

\ve X
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6.12.4

6.12.5

6.13

6.13.1

6.13.2

6.13.3

6.14

6.14.1

6.14.2

12. Ensure timely compliance of Bangladesh Financial Intelligence Unit (BFIU) Inspection Team,

Internal Audit Team and Extemal Audit Team. As required

13. Ensure that a message from the MD & CEQ is issued on an annual basis to all officials of the Bank
highlighting the commitment of senior management of the Bank to the development and Annually
enforcement of the Anti Money Laundering objectives as per Section 5.1.2 of this Policy.

14. Maintain liaison with the delegates of foreign Banks, local Banks, Bangladesh Bank and various

. On-goin
law enforcement agencies. -going

15. Collect and review KYC profiles of Correspondents through Fl & Correspondant Relationship

Banking Department at Head Office. On-going

16. Prepare/Complete KYC Questionnaires of PBL for correspondents. As required

17. Arrange AML training programs for the officials of different scheduled Banks of different districts as

and when advised by Bangladesh Financial Intelligence Unit. As required
8. Perform Bank Account Enquiry function as requested by Bangladesh Financial Intelligence Unit As required
(BFIU) on different persons/companies.
18. Perform Bank Account Freeze function as requested by Bangladesh Financial Inteligence Unit As required

{BFIU) on different persons/companies.

The Chief Anti Money Laundering Compliance Officer (CAMLCO) should possess:

Proven leadership and organizational skills and ability to exert managerial control.

Excellent communicafion skills, with an ability fo cleary and diplomatically articulate issues, solutions
and rationale; an effective trainer to raise the level of awareness of the control and compliance culture.

= Sofid understanding of AML and ATF regulatory issues and product knowledge associated with a broad
range of relevant financial services, Banking activities.

m High degree of judgment, good problem solving skills and be result oriented to ensure sound
implementation of conlrol and compliance processes and procedures.

= High personal standard of ethics, integrity and commitment to fuffilling the objectives of the position and
protecting the interest of the Bank.

The Chief Anti Money Laundering Compliance Officer (CAMLCOY):

»  Must be familiar with the ways in which any of the Bank's products and services may be abused by
money launderers.

»> Must be able fo assist the Bank to develop effective AML. and ATF policies, including programs to
provide AML and ATF training to all personnel.

> Must be able to assist the Bank to assess the ways in which products under development may be
abused by money launderers in order to establish appropriate AML and ATF controls before any product
is rolled out into the marketplace.

> Must be capable of assisting the Bank to evaluate whether questionable activity is suspicious under the
standard set forth in the AML and ATF Policy and under any applicable law and regulation.

Deputy Chief Anti Money Laundering Compliance Officer (DCAMLCO)

The Bank shall nominate an executive equivalent fo Senior Vice President and above™* as Deputy CAMLCO.

CAMLCO may choose to delegate duties or rely on the Deputy CAMLCO in absence of CAMLCO for their
practical performance whilst remaining responsible and accountable for the operafion of the designated
functions.

The Deputy CAMLCO shall be the Head of Anti Money Laundering Division and will report directly to the
CAMLCO.

Branch Level Organization Structure

For the implementation of all existing acts, rules, BFIU's instructions and Bank’s own policies on preventing
Money Laundering & Terrorist Financing, CCC shall nominate an experienced Branch Anti Money
Laundering Compliance Officer (BAMLCQ) in every branch.

Branch Manager, Branch Operations Manager (the second man) of the branch or a high official experienced
in general Banking shall be nominated as the BAMLCO. The BAMLCO has to have detailed knowledge i A
existing acts, rules and regulations, BFIU's instructions and Bank's own policies on preventing My

o

4 Bek: Section 1.3.1 Kha of BFIU Circular No.-19/2017 dated 17-09-2017 of Bangladesh Financial Intelligence Unit (BFIL). %
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Laundering and Terrorist Financing. Clear job descriptions and responsibilifies of BAMLCO shall be
mentioned in the appointment letter.

6.15 Appointment of Branch Anti Money Laundering Compliance Officer (BAMLCO)}

6.15.1  The Branch Manager/ Branch Operations Manager/GB Incharge/ Credit Inchargefany experienced official of
every branch shall be designated as the Branch Anti Money Laundering Compliance Officer (BAMLCO).
BAMLCO should have a clear understanding about AML & CFT Acts, Rules & Regulations; BFIU Instructions
and Bank Policy regarding AML & CFT issues.The BAMLCO shall implement and enforce Anti Money
Laundering Policies, Procedures and Measures within the branch and shall report directly to Chief Anti
Money Laundering Compliance Officer (CAMLCO) at Head Office regarding all AML & ATF matters. Branch
Manager shall have overall supervision ensuring that the AML & CTF program is effective within the branch.
All other officials of the branch shall also assist BAMLCO to this effect. Al staff engaged in each branch at afl
levels must be made aware of the identity of the respective BAMLCO of the branch.

6.15.2  Branch Anti Money Laundering Compliance Committee {BAMLCC): Every branch shall create a Branch
Anti Money Laundering Compliance Committee (BAMLCC) consisting at least with the following members:
1. Branch Manager/Head of Branch
Branch Operations Manager
General Banking In charge
Credit In charge
Foreign Exchange In charge
Cash In Charge (Teller)

D ;oA

6.15.3  The BAMLCO shall arrange quarterly meetings with Branch Anti Money Laundering Compliance Committee
{BAMLCC) to review the Anti-Money Laundering compliance stalus of the branch at the end of every quarter
and shall take effective measures on the following matters after reviewing the compliance of the existing
acts, rules and regulations, BFIU's instructions on preventing Money Laundering & Terrorist Financing:

Know Your Customer,

Transaction monitoring,

Identifying and reporting of Suspicious Transactions,

Implementation of Local Sanction List along with the resolutions of UN Sanctions Security Council,
Self- Assessment Related activities,

Record keeping,

V V VV V¥V V VY

Training.

6.154 The BAMLCO shall maintain minutes of the meeling in documented form and shall send a copy of the
minutes to AML Division. A copy of the minutes should be forwarded to the AMLD along with Self
Assessment Report at Head Office for their information & records.

6.16 Individual Responsibilities {(Branch Officials)

6.16.1  Whilst complying with rules and regulations is the responsibiiity of each individual in the Bank in the normal
course of their assignments, the following individuals and functions, along with the CAMLCO, all play vital
roles in the effectiveness of the Bank's AML program:

6.16.2  Branch Manager (BEM):

Key Responsibilities of the BM Frequency
1. Owner of the business & comphance for the branch. Main objective is to achieve numbers towards
enhancement of Bank's profit in strict compliance with applicable AML and ATF laws, regulations On-going

and policigs.
2. Ensure that the AML and ATF program are effective within the branch. On-going
3. lssue job description to all individuals as per their nature of activities. On-going |

4. Arrange quarterly meeting of the Branch Anti Money Laundering Compliance Committee
{BAMLCC]) to review the AML and ATF compliance status of the branch at the end of every Quartery
quarterly and maintain minutes in documented form,

5. Perform half yearly Self Assassment on AML & CTF performance of the branch and ensure
compliance and any corrective action.

6. Ensure good rating of the Independent Testing Procedure {ITP} conducted on the AML
compliance of the branch by internal auditors as well as Bangladesh Bank inspectors.

7.__Job Rotation: Maintaining proper communication with HR and other Divisions at Head Office

[
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for timely transfer of all Branch officials including the Branch Manager him/herself once in
every 2 or 3 years's,

8. Leave Management Ensure that all branch officials including the Branch Manager
him/herself have taken 15 continuous days leave at a time each year as mandatory leave's.

On-going

6.16.3  Branch Anti Money Laundering Compliance Officer (BAMLCO):

Key Responsibilities of the BAMLCO/CSM Frequency
1, Check the complete documentation of Account Opening, Maintenance and Closing.

a. Check the AOF is proper.

b.  Check whether all required documents have been collected and ensure that the KYC of all
customers have been performed properly and for the new customer KYC is being done
properly.

¢, Comply with related policies, manuals and circulars meticulously.

2. Ensure that the UN Security Council and domestic sanction list checked properly before opening of
account and while making any international transaction.
3. Keep information of ‘dormant accounts’ and take proper measures so that any withdrawal from these On-aoin -
accounts shall not be allowed without compliance of BFIU's instruction. -going
4. Ensure regular transaction monitoring to find out any unusual transaction {In case of an aulomated

Bank, the Bank should follow a triggering system against transaction profile or other suitable

threshold. In case of a traditional Bank, transaction should be examined at the end of day against |  On-going

transaction profile or other suitable threshold. Records of all transaction monitoring should be kept

Dally

Daily

in the file).
5. Review cash transaction to find out any structuring. On-going
6. Review of CTR to find out Suspicious Transaction Report (STR)/Suspicious Aclivilies Report {SAR). Monthly
7. Follow the media report on terrorism, terrorist financing or other offences, like corruption, bribery, | As required
drug trafficking, gold smuggling, human trafficking, kidnapping or other predicate offences and find
out any relationship of the branch with the involved person; if so, BAMLCO should make an
STRISAR.
8. Reports any Suspicious Transaction, Suspicious Activity (STR/SARY), Structuring and Media Report | As required
to the CAMLCO.
9. Ensure the checking of UN sanction list before making any foreign transaction. On-going

10. Ensure that all the employees of the branch are well aware and capabie to identify any unusual | On-going
transaction or any attempt of unusual transaction.

1. Arange quarlerly meeting of the Branch Anti-Money Laundering Compliance Committee
(BAMLCC) to review the AML compliance status of the branch at the end of every quarterly, Quarterly
maintain minutes in documented form and send a copy to the AML Division.

12. Perform Half Yearly Self Assessment on AML & CTF performance of the branch and ensure

compliance and any corrective action and submit the report to the CAMLCO. Half Yearly
13. Accumulate the training records of branch officials and take initiatives for AML training to branch As required
staff including reporting to AMLD, HR and Learning & Talent Develpoment Center. 4
14. Ensure all the required information and document are submitted properly to AMLD and any freeze As required
order or stop payment order are implemented properly. u
15, Submit branch returns including CTR, KYC Exception Report, etc. to the AMLD as per specific Monthly,
schedule. & Half Yearly
16.  Communicate the updated policies including AML and CFT lawsfregulations to all staff. On-going
17. Ensure that the branch is maintaining AML & CFT files properly and record keeping is done as per As required
the requirements of chapter 7. require
18. Ensure that corrective actions have taken by the branch to address the deficiency identified by the As requi
BFIU or BB, required
18, Audit/inspection related activities including timely compliance of the same:
a. During Audit (Internal or External)inspection (Bangladesh Bank): When audit
inspection teams visit a branch, BAMLCO will be the coordinator. Whenever any
document/statement/files/registers are required by the audit/inspection team, BAMLCO has to Adhoc

inform the BM/Head of Branch, who shall arrange for supply of the same.

b. Affer Receiving the Auditlinspection Report Distribute the report to respective =
$

V=

Department or any other related wing of Head Office with mentioning a deadline prior to the
deadling of the main report.

15 Ref;: Letter no. MLPD (Special}267/2004-3918-3966 dated 18-10-2004 of Anti-Money Laundering Depariment of Bangladesh Bank. V(
% Ref.: Letter no. MLPD (Special)267/2004-3918-3966 dated 19-10-2004 of Anti-Money Laundering Department of Bangladesh Bank, )
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¢. Continuous Monitoring about the progress of Compliance to the Report In case of
any deviation, inform Branch Manager or related Head of Division immediately,

d. Compliance of All Parts and Send to AMLD within Stipulated Time Frame: The
response should be vetted by respective BAMLCO and Branch Manager.

6.17 Internal Control & Compliance Division:

6.17.1  Internal Audit or Internal Control and Compliance (ICC) shall have an important role for ensuring proper
implementation of Bank's AML & CFT Compliance Program. The Bank shall ensure that ICC is equipped with
enough manpower and autonomy to look after the prevention of ML&TF. The ICC has to oversee the
implementation of the AML & CFT compliance program of the Bank and has fo review the 'Self Assessment
Report' received from the branches and to execute the 'Independent Testing Procedure’ appropriately.

The Internal Audit Officials must: Freguency

1. understand ML & TF risk of the Bank and check the adequacy of the mitigating measures; On-going

2. examine the overall integrity and effectiveness of the AML/CFT Compliance Program; On-going

3. examine the adequacy of Customer Due Diligence policies, procedures and processes, and Onaoi

e . n-going
whether thay comply with internal requirements; -

4. determine personnel adherence fo the Bank's AML & CFT Compliance Program; On-going

5. perform appropriate transaction testing with parlicular emphasis on high risk operations On-goi

: ) o n-going
{products, service, customers and geographic locations);

5. assess the adequacy of the Bank's processes for identifying and reporting suspicious activity: On-going

7. where an automated system is not used to idenlify or aggregate iarge transactions, the audit On-aein

should include a sample test check of tellers’ cash proof sheels; going

8. communicate the findings to the board and/or senior management in a fimely manner; On-going

9. recommend corrective action to address the identified deficiencies; On-going

10.  track previously idenfified deficiencies and ensures correcion made by the concemed | On-going

person;

11, examine that corrective actions have taken on deficiency identified by the BFIU or BB; On-going

12.  assess training adequacy, including its comprehensiveness, accuracy of materials, training |  On-going

schedule and attendance tracking;

13. determine when assessing the fraining program and materials:

a. the importance of the Board and the Senior Management's place on ongoing
education, training and compliance
b. the employee accountability for ensuring AML & CFT compliance
c. comprehensiveness of training, in view of specific risks of individual business lines,
d. fraining of personnel from all applicable areas of the Bank, On-going
e. frequency of training,
f.  coverage of Bank policies, procedures, processes and new rules and regulations,
g. coverage of different forms of money laundering ang terrorist financing as they relate
to identifying suspicious activity,
h. penalties for noncompliance and regulatory requirements.

14. Review of control procedures in the Bank to ensure legal and regulatory compliance and in the
development of adequate and sufficient Independent Testing Procedures (ITP) to prevent and | On-going
detect compliance lapses.

15, Perform AML Risk Assessment for the Business. On-going

16. Perform periodic Quality Assurance on the AML program in the branches/divisions. On-going

6.18 Managing Director & CEQ:

Key Responsibilities of the MD & CEO Frequency

1. Overall responsibility to ensure that the Bank has an AML and CFT programs in place and | On-going
those are working effectively.

2. On behalf of the Senior Management, Managing Director & CEQ shall send a statement to all
employees on an annual basis that clearly sets forth the Bank's policy against ML, TF & PF
and any activity which facilitates money laundering or the funding of terrorist or criminal Yearly
activities. If necessary, MD & CEO will alsc monitor the overall status of the compliance
issue."? @E

()

17 Ref: Section 1.2. Kha of BFIU Circutar No.-19/2017 dated 17-09-2017 of Bangladesh Financial Intefligence Unit (BFIL).
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6.19
6.19.1

6.19.2

6.19.3

6.20
6.20.1

6.20.2

6.20.3

6.17.4

Initiatives by Human Resources Division

For proper implementation of AML & CFT measures, following process will be incorporated in PBL HR Policy

> Revised Code of Conduct & Ethics for the employees of The Premier Bank Limited which is the integral
part of the Service Rules and Regulations:

» Proper administrafive sanction (proportionate and dissuasive) for non-compliance of AML & CFT
measures;

> Proper weight should be given in the annual performance evaluation of employees for extra ordinary
preventive action vies a vies for non-compliance;

> Written procedure to recover the fined amount from the concerned employee if the fine imposed on
employee by the BFIU;

> Other measures that shall be taken in case of non-compliance by the Bank.

Know Your Employee (KYE) Procedure in Appointment of Employees: One of the major purposes of
combating money laundering activities is to protect the Bank from risks arising out of money laundering. To
meet this objective, Human Resources Division shall have to undertake proper Screening Mechanism in its
different appointment procedures so that The Premier Bank does not face any money laundering risk by any
of its staffs?e.

Recruitment Procedure: To minimize ML & TF risks arise by or through its employees, Human Resources
Division shall have to undertake fair recruitment procedure. This fair recruitment procedure shall not only
include implementation of fairmess in judging publicly declared competitive recruitment, but also include the
judgment of good character. For this, Bank shall have to follow at least one from the following measures:

¥ reference check

»  background check

> screening through or clearance from Law Enforcement Agency
» personal interviewing

» perscnal guarantee efc,

Training and Awareness

Training for Employee: Every employee of the Bank shall have at least basic AML & CFT fraining that
should cover all the aspects of AML & CFT measures in Bangladesh. To keep the employees updated about
AML & CFT measures, Bank shall require imparting refreshment training programs of its employees on a
regular basis.

Awareness for Senior Management. Customer & Mass People; For effective implementation of AML &
CFT measures in the Bank, Bank shall arrange awareness program for Senior Management, Customer and
for Mass people. Details describe in Chapter 20.13 & 20.14 of this policy.

Job Rotation: Human Resources Division shall ensure that all branch officials including the branch
managers must be transferred once in every 2 or 3 years?

Leave Management. Human Resources Division shall monitor leaves taken by employees to ensure that all
branch officials including the branch managers have taken 15 continuous days leave at a time each year as
mandatory leave®,

12 Ref.: Section 11.1 of BFIU Circular No.~18/2017 dated 17-09-2017 of Bangladesh Financial Intelligence Unit (BFIU).
" Ref. Letier no. MLPD (Special)267/2004-3918-3966 dated 19-10-2004 of Anti-Money Laundering Department of Bangladesh Bank.
2 Ref.: Letter no. MLPD {Special)267/2004-3918-3966 dated 19-10-2004 of Anti-Money Laundering Deparimant of Bangladesh Bank.
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Chapter: 7

Know Your Customer (KYC) Policy

741 Introduction

711 KYC Stands for "Know Your Customer”. Know your customer (KYC) policy is an important step developed
globally to prevent identity theft, financial fraud, money faundering and terrorist financing. KYC is to enable
Banks to know and understand their customers better and help them manage their risks prudently.

712 Sound Know Your Customer (KYC) procedures are critical elements in the effective management of Banking
risks. KYC safeguards go beyond simple account opening and record-keeping and require a Bank to
formulate a customer acceptance policy and a tiered customer identification program that involves more
extensive due diligence for higher risk accounts, and includes proactive account monitoring for suspicious
activities.

7.2 Know Your Customer (KYC) Policy

721 The Bank's primary defense against being involved in money laundering, terrorist financing and other
criminal activities is to know its customers. For this reason, The Premier Bank has developed a
comprehensive Know Your Customer (KYC) policy.

7.22  Know Your Customer policy includes the following requirements:

> Bank shall collect complete and accurate information of their customer including the reason for
opening an account?!,

»  Verify and document the identity of customers who establish relationships, open accounts or conduct
significant fransactions.

> Bank should collect related information of customers as instructed through Uniform Account Opening
Form issued by BFIU for any Individual or Nen-Individual Customers and verify thereon??,

» Bank sheuld collect sufficient information up to its satisfaction. “Satisfaction of the Bank” means
satisfaction of the appropriate authority that is necessary due diligence has been conducted considering
the risks of the customers in the light of existing directions.

> Bank should maintain complete and accurate information of their customer and person acting on
behalf of a customer. ‘Complete' refers to combination of name, detail addresses of the person,
profession, source of funds (duly justified), Passport/National Identity Card/Birth Registration Certificate
{in case of Birth Certificate, acceptable ID card with photo), phone, mobile number, email efc. which
verifying the identity of the person or entity. 'Accurate’ refers to such complete information that has
been verified for accuracy. In addition Bank has to ensure whether a person is duly authorized o
operate the account.

»  Obtain, document and confirm any additional customer information, inciuding sourges of funds, income
and weaith and the nature and extent of the customer's expected transactions, commensurate with the
assessment of the money laundering risk posed by the customer's expected use of products and
services.

7.2.3  Monitor customer transactions and/or accounts to identify transactions that do not appear to be consistent
with normal or expected fransactions for the particular customer, category of customer, product or service.

7.3 Objectives of Know Your Customer (KYC)

7.3.1 The objective of KYC guidelines is to prevent Banks from being used, intentionally or unintentionally, by
criminal elements for money laundering activities. Related procedures also enable Banks to better
understand their customers and their financial dealings. This helps them manage their risks prudently. Banks
usually frame their KYC policies incorporating the following four key elements:

»  Customer Acceptance Policy;

»  Customer Identification and Documentation Procedures;
» Risk management; and

»  Monitoring of Transactions.

2 Ref.: Section 3.2.1 of BFIU Circular No.-19/2017 dated 17-03-2017 of Bangladesh Financial Intelligence Unit {BFIU),
n Ref.: Section 3.2.2 of BFIU Circular No.-19/2017 dated 17-09-2017 of Bangladesh Financial Intelligence Unit (BFI).
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74 Why Know Your Customer (KYC)
741 Sound KYC Procedures have particular relevance to the safety and soundness of a Bank in:
= They help to protect a Bank's reputation and the integrity of Banking system by reducing the likelihood
of a Bank becoming a vehicle for or a victim of financial crime and suffering consequential reputation
damage;

= They constitute an essential part of sound risk management (e.g., by providing the basis for identifying,
limiting and controlling risk exposures in assets and liabilities, including assets under management).

7.5 Risks of Inadequate KYC

7.5.1 The inadequacy or absence of KYC standards can subject a Bank to the following serious customer and
counterparty risks, which can result in significant financial cost to the Bank:

»  Repulational Risk is the potential that adverse publicity regarding a Bank's business practices and
associations, whether accurate or not, will cause a loss of confidence in the integrity of the Bank.

m  Operational Risk is the risk of direct or indirect loss resulting from inadequate or failed internal
processes, people and systems or from external events, e.g., weaknesses in the implementation of a
Bank's programs, ineffective contro! procedures and failure to practice due diligence.

s Legal Risk is the possibility that lawsuits, adverse judgments or contracts that tum out to be
unenforceable can disrupt or adversely affect the operations or conditions of a Bank.

w  On the liabilities side, Concentration Risk is closely associated with funding risks, particularly the risk
of early and sudden withdrawal of funds by large depositors, with potentially damaging consequences
for the Bank's liquidity.

752 ltis worth noting that all these risks are interrelated. However, any one of them can result in significant
financial cost to a Bank (e.g. through the withdrawal of funds by depositors, the termination of inter-Bank
facilities, claims against the Bank, investigation costs, asset seizures and freezes, and loan losses), as well
as the need to divert considerable management time and energy fo resolving problems that arise.

AML & CFT
Division
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Chapter: 8

Customer Accepfance Policy

8.1 Iintroduction

8.1.1 Customers are vitally important for Banking business. Increasing competition is forcing Banks to pay much
more attention to satisfy customers. Qur motto is to extend our best services to the customers (SERVICE
FIRST). However, we are also aware that somefimes customers pose the risk of money laundering and
financing of terrorism to the financial institutions particularly Banks. So the inadequacy or absence of KYC
standards can result in serious customer and counterparty risks, especially reputation, operational, legal and
compliance risks. Collecting sufficient information about our customers is the most effective defense against
being used as a medium to launder the proceeds of crimes and to finance the terrorism through Bank
accounts,

8.12  As per Section 25 of the Money Laundering Prevention Act, 2012 and Amendment Act 2015, each Bank
requires to keep satisfactory evidence of the identity of all customers it deals. Moreover, all Banks are
required to make necessary arrangements lo prevent any transaction which might be related to crimes as
described in Anti-Terrorism Act, 2009 [as amended vide Anti-Terrorism (Amendment) Acts 2012 & 2013). Itis
also the responsibility of each Bank to identify suspicious transactions of their customers with due care and
diligence.

813  Pursuant to the above legal bindings as well as Para 2 of BFIU Circular No. 19 dated 17-09-2017, The
Premier Bank Limited realizes the need for a well-defined customer acceptance policy to ensure prompt and
inclusive services fo all customers within the prescribed regulatory framework as well as defined processes
of the Bank.

8.14  The Customer Acceptance Policy of Bank should not be used against the disadvantaged people or the
people who have not proper identification document. A customer acceptance policy should encourage the
ultimate goal of transparent, accountabie and inclusive financial system in Bangladesh.

8.2 Definition of 2 Customer

821 For the purpose of this Policy, a customer may be defines as follows:
A Customerincludes?? -

= Any individual or enfity that maintains an account of any type with & Bank or financial institution or have
Banking related business.

w  Any third party, either individual or entity, on whose behalf the account is operated (Beneficial Owner®¥)
directly or indirectly.

m A professional intermediary (such as lawyerflaw firm, chartered accountant etc.) appointed for operating
an account of Account holder, Trust or the Beneficial Owner under the existing legal infrastructure.

=  Any individua! or entity involved with High value single Occaisional Transaction or any monetary
fransaction that may create any risks including the reputational risks of the Bank. In this case if a
transaction appears abnormal in relaion to the usual transacton considering the
business/profession/profile of the concerned individual or entity that transaction will be treated as high
valueg”.

= Anyindividual or entity defined by BFIU time to time.

8.3 Customer Acceptance Policy

8.3.1 Bank should develop a clear Customer Acceptance Policy (CAP) laying down explicit criteria for acceptance
of customers. The Customer Acceptance Policy must ensure that explicit guidelines are in place to set-up
any kind of business relationship with the Bank.

A concrete Customer Acceptance Policy Is very important so that inadequate understanding of a customer's
background and purpose for utilizing a Bank account or any other Banking product/service may not expose

the Bank to a number of risks. M

23 Ref,: Section 3.1 of BFIU Circular No.-19/2017 dated 17-08-2017 of Bangladesh Firancial InteVigence Uit (BFIL)

24 Beneficiz! owner refers to the natural person{s) who ultimately owns or conirols a custemer and/er the natural persan on whose behalf a transaction is being
conducted. It also includes those persans who exercise ultimate effactive control over a legal persan or arrangament. Reference to “ultimately owns or contrals” and
“utfimalte effective control” refer o situations in which ewnership! control i exercised through a chain of ownership or by means of controt other than direct control.
Note: Itis required to conduct COD of settior, trustee, protactor or any parsan with similar stalus or any bereficlary or class of beneficiaries who have hold effective
cantrof an trust, in case of identfication of beneficial ownership of a legal arrangement.
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8.4 Very High Risk Individual/Businesses/Entities

8.4.1 The Bank shall not conduct business with the following individuals or entities:

m  Anonymous or Fictitious Name- No account shall be maintained or opened in anonymous or fictitious
name<,

= Numbered Account- No account only with numbers shall be maintained or opened2,

*Shell Company™ A company that is incorporated but has no significant asset or operation. These
companies are often used by fraudulent operators as fronts in many money laundering schemes.

w "Shell Banks'- Correspondent Banking relationship with any shell Bank?” should not be established or
continued?®,

m  Respondent Banks having relationships with Shell Banks - Correspondent Banking relationship
shall not be established or continued with those respondent Banks that established correspondent
Banking relationship or maintain account with a shell Bank .

m  Local Sanction List — Banking relationship shall not be maintained or opened with individuals or
entities listed under any local sanction list®. Local Sanction List can be downloaded from

https:/iwww.bb.org.bdibfiu/openpdf.php.

w  UN Sanction List - Banking relationship shall not be maintained or opened with individuals or entities
listed under the resolution of United Nations Security Councii® {all other resolution including UNSCR
1373). UN Sanction List can be downloaded from hitp:/fwww.un.org/sc/committeesflist_compend.shtml.

m  Non Resident Account - In respect of opening of a non-resident Bangladeshis' account branch shall
follow all provisions of Foreign Exchange Regulation Act, 1947 and issued rules and regulations by
Bangladesh Bank under this act have to be complied accordingly®!.

m  Money Launderers - Individuals or entities about whom information is available through refiable source
indicating involvement in money laundering or any predicate offence.

m  Terrorists - Individuals or entities about whom information is available through reliable source indicating
involvement in terrorism or terrorist financing acfivities.

mn  lllegitimate Business/Unclear Source of Fund - Individuals or entities with businesses where we have
doubts about the legitimacy of their activities or the source of funds.

m  Criminals - Individuals or entities about whom Information is available through reliable source indicating
involvement in criminal conduct (e.g., those allegedly having links to drug trafficking, corruption or
organized crime etc.).

w  Casinos and betting companies including onlinefinternet gambling companies, firearms dealers and
other entities that may pose potential reputational risk to the Bank.

s [nadequate KYC Standards - Branches shall not open an account, where the branch is unable to apply
appropriate Customer Due Diligence (CDD) measures, i.e.,

> any individual or entity whose identities cannot be confirmed,
> any individual or entity whose beneficial owner cannot be identified,

> any individual or entity whose information on the purpose and intended nature of the business
cannot be obtained,

»  who do not provide all required information, or
» who have provided information that is false, or

» who have provided information that contains significant inconsistencies that cannot be resolved
after further investigation.

»  Mandate Holder - A customer is permitted to act on behalf of another person/entity should be clearly
spelt out in conformity with the established law and practices of Banking as there could be occasions
when an account is operaled by a mandate holder or where an account is opened by an intermediary in
fiduciary capacity.

25 Ref.; Section 2.1 of BFIU Circular No.-19 cated 17-09-2017 of Bangladesh Financial Intelligence Unit (8FIU).
26 Ref;: Section 2.1 of BFIU Circular No.-19 daled 17-09-2017 of Bangladesh Financia! Intelfgence Unit (BFIU),

27 Shell Bank means a bank that has na physical presence in the country which it is incorporated and licensed, and which is unaffiliated with a raguiated financial group

thatis subject to effective consclidated supenvision. Physical presance means meaningful mind and management focated within a country. The existance simply of
agent or low level staff does not constitute physical presence

28 Ref.: Section 2.3 of BFIU Circular No-+10 dated 17-09-2017 of Bangtadesh Financial Inteligence Unit (BFIL),
29 Ref.: Section 2.2 of BFIU Circudar No.-19 dated 17-09-2017 of Bangladesh Finandial Inteligence Unit (BFIL),
30 Bef: Section 2.2 of BFIU Circular No.19 dated 17-09-2017 of Bangladash Financial Intelligence Uit (BFI).
31 Ref: Section 3.5 of BFIU Circular No.-19 dated 17-09-2017 of Bangladesh Financiel Inteligence Unit (BFILY).
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w  Account Closing - Decision by the Bank to close an account should be taken at a reasonably high fevel
after giving due notice to the customer explaining the reasons for such decision.

m  Caution - However, the branch must be careful to avoid any sort of harassment to the customer.

84.2  Screening for New Customers before Account Opening: Bank shall conduct screening for new customers
before opening an account so as to ensure that the identity of the customer does not match with any
individual or entity as described under Section 8.4.1 above. If any match is found, then the business
relationship must not proceed for account apening.

843  Record Keeping of Screening Report - Bank should preserve all the screening report along with each &
every account opening form.

8.5 Essential Requirements

8.5.1 Branches must collect all necessary information of the customers and as such ensure that all relevant fields
of the Uniform Account Opening Form, Individual Information Form and Transaction Profile developed in lins
with the guidelines of Bangladesh Financial Intelligence Unit (BFIU) are properly filled-in for all accounts®2,

8.5.2  Documentary requirements and other information must be coliected as per Chapter 9 of this Policy.
853  Customers' risk must be assessed as per risk perception parameters as defined in KYC Profile Form3.

8.54  Information regarding source of fund of the fransaction by the customer and Beneficial owner must be
obtained at the time of account opening®. In case of Company, detailed information of controlling
shareholder or any any person who has controlling/ ownership interest to the company must be obtained. A
cantrolling/ ownership interest depends on the ownership structure of the company. It may be based on a
threshold, e.g. any person owning more than a certain percentage of the company (e.g. 20%).

855  The Branch shall verify the identity of the customer using reliable sources documents etc. and must retain
copies of all references, documents used to verify the identity of the customer.

8.5.6 At the time of opening an account the branch must take care to seek only such information from the
customer which is relevant and is not intrusive. It is mentioned that the customer profile is a confidential
document and the details contained therein shall not be divulged for any other purposes.

857 If it becomes necessary fo close an account due to non-cooperation of the customer in providing
documentsfinformation required by lawfregulatory authority or any other reason whatsoever, the branch must
be vigilant to do so. For example, decision 1o close an account should be taken at a reasonably high level
after giving due notice to the customer explaining the reasons for such a decision.

8.58 It should be kept in mind that, the customer acceptance policy may require the most basic account opening
requirements for a working individual with a small account balance. However, it is important that the policy is
not so restrictiva that it results in a denial of access by the general public to Banking services, especially for
people who are financially or socially disadvantaged. Simplified Due Difigence should be done for low risk
accounts like Student Accounts, Farmer's Accounts and other No-FrillPs accounts.

8.5.9  On the other hand, quite extensive due diligence would be essential for an individual with a high net worth
whose source of funds is unclear, In dealing with such the customers that are likely to pose a higher risk to
the Bank, factors such as customers’ background, country of origin, public or high profile position, linked
accounts, business activities or other risk indicators should be considered.

32 Ref.: Anexure KA of of BFIU Circular No.-19 dated 17-09-2017 of Bangladesh Financial Intelligence Ukt (BFIU).
33 Rel.: Anexure KA of of BFIU Circuter No.+19 dated 17-09-2017 of Bangladesh FinandialIntelligence Unit (BFIL).
* Ret.: Para 3.3.3 of BFIU Circular No.-19 dated 17-09-2017 of Sangladesh Financial Intelligence Urit (BFILY),

Yupo Friis® account is 2 basic banking account. Such sccount requires either nil minimum balance o very low minlmum balance. Charges applicable to such aceounts
are low, Services available to such account are fimited,

36 Ref.: Section 3.4,Ga of BFIU Circular No.19 dated 17-09-2017 of Bangladesh Financial intslligence Unit /
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Chapter: 9

CUSTOMER IDENTIFICATION

8.1 What Constitutes a Person’s Identity

9.1.1 Collection and verification of the comect and full identification information of customers is an essential
element for combating money laundering and terrorist financing and for keeping the financial sector free from
risks.

9.1.2  ldentity generally means a set of attributes which uniquely define a natural or legal person. There are two
main constituents of a person’s identity, remembering that a person may be any one of a range of legal
persons (an individual, body corporate, partnership, etc.). For the purposes of this policy, the two elements
are;

»  the physical identity (e.g. name, date of birth, TIN/National ID/Passport/Birth Registration Cerificate,
etc.); and

a  the activity undertaken.
9.2 Individual Gustomers

9.2.1 Information Required: “Personal Information Form” as issued by BFIU as a part of Uniform Account
Opening Form shalt be obtained from all individual applicants for opening accounts or other relationships and
should be independently verified by the branch itself. However, at least following information should be
obtained from all individual applicants for opening accounts or other relationships:

True name andfor names used;

Parents’ names;

Passport/NID/Smart |ID/Birth Certificate;

Current and permanent address;

Details of occupation/employment and sources of wealth or income;
TIN Number {if any);

Telephone Number; efc.

9.22  Photo Identification: Identification documents, either originals or certified copies, should be pre-signed and
bear a photograph of the applicant, e.g.:

m  Photograph of the Customer {to be collected compulsorily);
m  Photograph of the Guardian (if the Customer is & Minor);

= Photograph of the Nominee;

m  Atleast any one of the followings -

- Smart ID/National ID/Voter ID Card,

- Cument valid Passport,

- Birth Registration Certificate

In case of Birth Regjstration Certificate, additionally, obtain acceptable photo ID. If phote ID not available
then collect identification paper along with photo atfested by important persons of the society such as
Member of Parliament, Mayor/Deputy Mayor/Counselor of City Corporation, First Class Gezetted Officer,
Teacher of public University, Chairman/Vice Chairman of Upazilla Council, Chairman of Union Council,
Mayor/Counselor of Municipal Corporation, Principal of Private College, Head Master of Public & Private
School, Editor of National News Paper, Notary Public and First Class Officer of the Semi-Government,
Autonomous, Government Organization and Public Commercial Bank

m  Trade License (if profession has been mentioned as Business),

923  Proof of Address: One or more of the following steps are recommended to verify address/contact point:
National ID/ Smart ID-if address matches with the address declared in the Account Opening Form;

= Utility Bill (Gas/Electricity/Water etc.);
= Telephone Bill;
m  House Rent/Lease Agreement;
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m  Proof of ;‘Jersonai home/office visit by the Relationship Manager;
w  Checking the receipt copy of Welcome Letier/Thanks Letter sent to the customer's address.

Proof of address must match with any of the addresses (i.e., residence address, permanent address or office
address) mentioned in the Account Opening Form. The information obtained should demonstrate that a
person of the mentioned name exists at the address given, and that the applicant is the person.

Joint Accounts: For Joint accounts, all parties must provide respective proof of documents. However, in
following instances, husband's or father's proef of identity and residence would suffice:

m  When wifa is a housewife opening account with husband; and
= When dependent son/daughter opening account with father.

Documents without Photographs: Branches should be cautious in accepting documents which do not bear
photographs or signatures, because such documents are easy to obtain and easy to forge.

Updating Changes in KYC: To ensure that records remain up-to-date and relevant, branches should
undertake regular reviews of existing records. If a branch becomes aware at any time that it lacks sufficient
information about an existing customer or there is a subsequent change to the customer's name, address or
employment details, it should take steps to ensure that all relevant information is obtained and/or updated as
quickly as possible,

Individual Customers- Non-Resident Bangladeshis and Foreigners

KYC requirement for individual customers as described above will also be applicable for non-resident
Bangladeshi nationals and foreign nationals. However, the following additional documents should also be
obtained:

Additional Documents for Non-Resident Bangladeshi Nationals:

= Valid work permit/employment agreement. For self-employed persons, declaration duly attested by
Bangladesh Embassy/High Commission/Consulate in that country. For mariners — copy of Centinuous
Discharge Certificate (CDC);
Residence permit.

a
Additional Documents for Resident Foreign Nationals:

m  Valid visa and work permit;
n

Permission under 18-A from Bangladesh Bank (not required for employees of Banks and local
companies);

m  Form QA-22 signed in duplicate by all signatories.

Additional Documents for Non-Resident Foreign Natiopals:
w Income certificate duly attested by the appropriate authority,

Sole Proprietorship
Information Required: Same as mentioned in Chapter 9.2.1 for Individual Customers,

Photo Identifieation: Same as mentioned in Chapter 9.2.2 for Individual Customers.
Proof of Address: Same as mentioned in Chapter 9.2.3 for Individual Customers.
Additional Documents: However, the following additional documents should also be obtained:

m  Photograph(s) of all signatories;
= Trade License (valid up-to-date copy);

Partnership Concerns

Information Required: information as mentioned in Chapter 9.2.1 should be collected from all Partners.
Photo Identification: Photo ID of all Partners as mentioned in Chapter 9.2.2 should be collected.

Proof of Address: Proof of address for alt Partners as mentioned in Chapter 9.2.3 should be verified.
Additional Documents: However, the following additional documents should also be obtained:

m  Photograph(s) of all signatories;
m  Trade License (valid up-to-date copy);
m  Certified true copy of partnership deed of the partnership concern (if registered);
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m  Notarized copy of the partnership deed of the parinership concem (if unregistered);
Certificate of Registration of the partnership concern;

w  Pariners' letter of authority for opening the account and authorization for its operation duly certified by
the Managing Partner;

m  List of partners with their addresses (as per Specimen given in Annexure E);

Where a third party is authorized to operate a partnership account, 8 Mandate Form must be signed by
all the partners and the signature of the third party should be attested thereon;

= Copy of the latest report and account {audited where applicable);
w  An explanation of the nature of the business or partnership should also be ascertained (but not
necessarily verified from a partnership deed) to ensure that it has a legitimate purpose.
9.6 Limited Liability Company Incorporated in Bangladesh

96.1  Before Opening an Account: Before a business relationship is established, branches should ensure that
the applicant company is not in the process of being dissolved, struck off, wound-up or terminated.

9.6.2  Documentary Requirements: The following documents should normally be obtained from companies:
Photograph(s) of all signatories;

Trade License (valid up-to-date copy);

Certified true copies of the Memorandum and Articles of Association or By-Laws of the company;
Cerlified true copy of Certificate of Incorporation;

Certified true copy of Certificate of Commencement of Business;

m  Extract of Resolution of the Board/General Meeting of the company for opening the account and
authorization for its operation duly certified by the Chairman/Managing Diractor of the company clearly
mentioning the operating instruction;

= List/Register of directors;

= An explanation of the nature of the applicant's business, the reason for the relationship being
established, an indication of the expected turnover, the source of funds and a copy of the last available
financial statement where appropriate.

9.63  Information Required, Photo Idenfification and Proof of Address of Individual Persons: Information as
mentioned in Chapter 9.2.1, Photo ID as mentioned in Chapter 9.2.2 and Proof of address as mentioned in
Chapter 9.2.3 must also be collected for the following persons (i.e. individuals or legal entities):

All of the directors who will be responsible for the operation of the account/ransaction.
All the authorized signatories for the account/transaction,

All holders of powers of attorney to operate the account/transaction.

The beneficial owner(s) of the company.

The major shargholders holding controlling/ownership interest (i.e. 20%) or more shares in the
company.

Exception: A letter issued by a corporate customer as per Specimen given in Annexure F is acceptable in
lieu of Photo Identification Documents of their shareholders, directors and authorized signatories.

864  Changes in Authorized Signatories: When authorized signatories change, identities of all current
signatories should be verified.

9.7 Limited Liability Company Incorporated outside Bangladesh

9.7.1 KYC requirement for Limited Liability Company incorporated in Bangladesh will also be applicable for Limited
Liability Company incorporated outside Bangladesh.

9.7.2  Additional Documents: However, the following additional documents should also be obtained:

.Permission from Ministry of Industries;
Permission under 18-B (Instead of 18-A) from Bangladesh Bank;

Certificate of Listing/Filing with Registrar of Joint Stock Companies;
Form QA-22 signed in duplicate by all signatories.
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9.8 Govt. Office (Ministries & Departments), State Owned Organization, Semi-Govt. or Autonomous
Crganization, Projects of different Ministries

981  Information Required: Information as mentioned in Chapler 9.2.1 should be collected from all signatories.

9.8.2  Photo Identification: Phato ID of all signatories as mentioned in Chapter 9.2.2 should be collected.
9.83  Proof of Address: Proof of address for all signatories as mentioned in Chapter 9.2.3 should be verified.
984  Additional Documents: However, the following additional decuments should also be obtained:

m  Photograph(s) of signatories;

m  Approval letter from appropriate authority;

99 Non-Government Organization (NGO}fUnincorporated Associations

99.1  Informatign Required: Information as mentioned in Chapter 9.2.1 should be collected from all signatories.

992  Photo Identification: Photo ID of all signatories as mentioned in Chapter 9.2.2 should be collected.

9.9.3  Proof of Address: Proof of address for all signatories as mentioned in Chapter 9.2.3 should be verified.
994  Additional Documents: However, the following additional documents should also be obtained:
Photograph(s) of signatories;

Certified true copy of the Constitution/By-laws/Rules of Charter,

Certificate of Registration from NGO Bureau;

List of members of the Governing Body/Executive Committee with their addresses;

Extract of resolution of the Governing Body/Executive Committee for opening the account and
authorization for its operation or Power of Attorney;

m  Form QA-22 signed In duplicate by all signatories (foreign entity).

9.10 Association/Club/Charity/Trust/Society/SchooliCollege/Madrasha

9.10.1  Information Required: Information as mentioned in Chapter 9.2.1 should be collected from all signatories.
9.10.2  Photo Identification: Photo ID of all signatories as mentioned in Chapter 9.2.2 should be collected.
9.10.3  Proof of Address: Proof of address for all signatories as mentioned in Chapter 9.2.3 should be verified.
9.104  Additional Documents: However, the following additional documents should also be obtained:
Photograph(s) of signatories;

Certified true copy of the Constitution/By-laws/Trust Deed/Memorandum and Article of Association;
Trust Deed and Rules (for Trusts);

Certificate of Registration/Recognition;

List of members of the Governing Body/Executive Committee with their addresses;

Extract of resolution of the Governing Body/Executive Committee for opening the account and
authorization for its operation duly cerfified by the chairman/secretary of the association/club/
charityftrust/society/schoollcollege etc.;

9.10.5 KYC Documentation ~ Details of KYC documents required for any Account Opening are provided in
Annexure - P.

9.11 Unique Identification Code for Customer

9.11.1  Bank shall use unique identification code for their customer who maintaining more than one account or
availing more than one facility. Such unique identification system could facilitate Bank to avoid redundancy,
and saves time and resources. This mechanism also enables Bank to monitor customer transactions
effectively.
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912 Walk-in¥/One-off/Floating Customers

9.121  Bank shall collect complete and correct information while serving Walk-in customer, i.e. a customer without
having account. While issuing DD/PO or serving for TT/MT Bank should collect the following information of
both applicant/sender and beneficiaryireceiver of the fund:

¥»  True Name;

Detail address of the person;

Profession;

Bank Account Number (if any)

Reason of Transaction;

Source of Funds;

Passport/NID/Birth Registration Certificate {In case of BRC, 1D card with photo);
Phone/ Mobile Number etc.

vV V.V V V VYV VY

9.12.2 In case of Walk-in Customer transacting BDT 50,000 or below, Bank shall perform Simplified Customer Due
Diligence and collect Name, Address and Phone Number of both applicant/sender and beneficiary/receiver of
the fund.32

8.12.3 In case of Walk-in Customer ftransacting above BDT 50,000 and below BDT 5,00,000 shall perform
Simplified Customer Due Diligence and collect Photo ID (PID) along with Name, Address and Phone Number
of both applicant/sender and beneficiaryfreceiver.

9.124 Complete CDD shall be performed for Walk-in Customers transacting amount of BCT 5, 00,000 or more as
Occasional Transaction®,

9.125 At the request of account holder for issuing DD/PO or serving for TT/MT, Bank shall collect complete and
correct information of receiver of fund as mentioned in Chapter 9.12.1 including source of fund and reason
for fund transfer,

9.13 Online Transactions by Non-Accountholders

8.13.1  Online transactions in any account by any person other than the accountholder should be allowed only after
ensuring proper KYC as mentioned in Chapter 9.12.1 including source of fund of that non-accountholder
{Annexure D).

9.14 Positive Pay Instruction

9141 As per instruction of Bangladesh Bank, Bank must collect and preserve "Positive Pay Instruction” from the
customer for -

» cheque payment of Taka One Lac and above in case of all Corporate and Proprietorship organization;
and .

¥ cheque payment of Taka Five Lac and above in case of Individual Account.

9.15 Transaction Profile (TP)

9.15.1  Transaction Profile (TP) is an important document for monitoring transactions and recognizing suspicious
transactions. Accordingly, Bank shalt collect the declaration of customer (Transaction Profile or TP) about the
transaction of customer account in the specified form (Annexure A). The foflowing steps and points should be
nated while preparing transaction profiles:

= Take interview with the customer and request himmer to fill in the Transaction Profile Form as
recommended by BFIU {Annexure A). The main features of the Form for both deposit and withdraw
would be:

- Various types of transactions

- No. of transactions (manthly)
Maximum size {per transaction)
Total value {monthly)

37 Walk-in customer refers who is nat an account holder of the Bank.

38 Ref. Section 3.4 Ka of BFIU Circular No.-19 dated 17-09-2017 of Bangladesh Financiat Inteltgence Unlt (BFIL),
38 Rel: Section 3.4 Kha of BFIU Circutar No.-19 dated 17-09-2017 of Bangladesh Financial Intelligence Unit (BFIL).
40 Hef: Section 3.3.1 Kha of BFRJ Circular No.-19 dated 17-08-2017 of Bangladesh Financial Inteligence Unit (BFIU).
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m  Before fill in, it has to be ensured by the Branch Officials that the customer’s understanding is sufficient
to fill the required cells of Transaction Profile.

m Al relevant figlds of the TP must be filled-up properly and signed by all signatories,

Branch Officials shall assist the customer to fill-up the TP if any complexity arises.

m  Branch Officials must ensure that the amount of transaction declared in the TP commensurate with the
nature of business/source of fund (i. e. duly justified) described in the AOF of the customer.

8.15.2  After reviewing the nature of the customer, the source of money in the account and the nature of transaction,
Bank should decide the limit of the transaction profile upon verifying the accuracy of the given limits by the
customer after 6 months of establishing business relation. If the actual transaction limit increases unusually
compare to the declared transaction limit by the customer, Bank shall rectify the estimated limit upon
discussing with the customer and if suspicious shall report STR/SAR, if necessary*!.

9.16 Non-Face-to-Face Customers

9.16.1  Banks are increasingly asked to open accounts on behalf of customers who do not present themselves for
personal interview. This has always been a frequent event in the case of non-resident customers, but it has
increased significantly with the recent expansion -of postal, telephone, mobile, internet and electronic
Banking.

9.16.2  Bank shall assess money laundering and terrorist financing risks while providing service to non-face to face
customers and shall develop the policy and techniques to mitigate the risks, as well as will review that time to
time. ‘Non face to face customer’ refers to “the customer who opens and operates his account by agent of
the Bank or by his own professicnal representative without having physical presence at the Bank branch™z2,

9.16.3 A typical example of a non-face-to-face customer is one who wishes to conduct electronic Banking via the
Internet or similar technology. Electronic Banking currently incorporates a wide array of products and
services delivered over telecommunications networks. The impersonal and borderless nature of electronic
Banking combined with the speed of the transaction inevitably creates difficulty in customer identification and
verification.

8.164  Even though the same documentation can be provided by face-to-face and non face-to-face customers,
there is a greater difficulty in mafching the customer with the documentation In the case of non-face-to-face
customers. With telephone and electronic Banking, the verification problem is made even more difficult,

9.16.5 While providing modern technology-based service to non-face-to-face customers, we need to assess money
laundering and terrorist financing risks under Money Laundering Prevention Acts, and adopt policies and
procedures to mitigate those risks.

9.16.6  Prior designing non-face-to-face customer services/products, various risks posed by emerging technologies
shouid be assess properly and customer identification procedures should be designed with due regard to
such risks. In accepting business from non-face-to-face customers:

m  Equally effective customer identification procedures and on-going monitoring standards shall also be
applied for non-face-to-face customers as for those available for interview (face-to-face customers); and

u  there must be specific and adequate measures to mitigate the higher risk.
9.16.7  The followings are a few examples of measures to mitigate risks:

m cerlification of documents presented;

m  requisition of additional documents to complement those which are required for face-to-face customers;
m independent verification by a reputable third party;
|

third party introduction, e.g. by an introducer subject to exercising the necessary due diligence in
accordance with the standards set out in this Policy; or

m  requiring the first payment to be carried out through an account in the customer's name with another
Bank subject to similar customer due diligence standards.

9.17 Fixed Deposit Receipts and Special Schemes

9.17.1  Customers who are already maintaining transaction accounts (savings, current efc.) with the Bank will be
allowed to place fixed deposit or open special schemes with the Bank. For these customers, KYC Forms
{Annexure B or Annexure C whichever applicable) already attached with the original Account Opening For
will suffice.

*1 Ref: Section 3.5.3 of BFIU Circular No. 19 dated 17.08-2017 of Bangladesh Financial IntelEgance Uni,
2 Ref.- Section 3.13 of BFIU Circular No, 19 dated 17-09-2017 of Bangladesh Finangial Inteligence Unit,
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9.17.2  Customers who are not maintaining any transaction accounts with the Bank, if they are allowed to place fixed
deposits or open special schemes with the Bank, then KYC Form in Annexure B or Annexure C (whichever
applicable) should be filled in.

9.18 Powers of Attorney/Mandates to Operate Accounts

9.18.1  The authority to deal with assets under a Power of Attorney constitutes a business relationship and therefore,
where appropriate, it may be advisable to establish the identities of holders_of powers of attorney, the grantor
of the power of attorney and third party mandates.

9.19 Provisions of Safe Custody and Safe Deposit Boxes

9.19.1  Where facilities to hold boxes, parcels and sealed envelopes in safe custody are made avaltable, it is
expected that branches will follow the identification procedures set out in this policy. In addition, such
facilittes should only be made available to account holders.

9.20 Intreduction of New Service & Technologies (Credit/Debit Cards/Gift Cards etc.)

8.20.1  Appropriate KYC procedures shall be duly applied to customers using new technology driven products.
Special attention to any money laundering threats that may arise from new or developing technologies
including internet Banking that might favor anonymity shall be paid and if needed, necessary measurss, shall
be taken to prevent their use in money laundering schemes.

9.20.2 Bank is engaged in the business of issuing a variety of Electronic Cards that are used by customers for
buying goods and services, drawing cash from ATMs, and can be used for electronic transfer of funds. Full
compliance with all KYC/AML/CFT guidelines issued from fime to fime, in respect of add-on/supplementary
cardholders also shall be ensured.

8.20.3  Any kind of Pre-Paid Card (Gift Card, Hajj Card, Remittance Cards etc.) shall be given to cuslomers on
submission of a respective Form duly filled and signed by the customer. KYC verification shall be done for
Cards on the basis of the form submitted by the customer as per the KYC & AML policy of the Bank.

ML & TF Risk Management Guidelines Page 52 of 153 All Rights Reserved ® The Premier Bank Ltd.



Premier Bm% The Premier B'anl'( Limited
o AML & CFT Division, Head Office, Dhaka

Chapter : 10

OBTAINING INTRODUCTION

104 Introduction of an Account

10.1.1  The Bank generally insists on “introduction” by a known person. Introduction is a process of ascertaining the
identity of a person and his acceptability for establishing business relationship and verifying the true identity
of the intending customer before opening an account.

10.2 Liahilities of the Introducer

10.21  Introduction should not be treated as a guarantee by the introducer of the account holder's transaction with
the Bank. It will be expected that the introducer is in a position to identifyltrace the account holder in case of
need. Therefore, the customers will be advised that they should not introduce any account unless they know
the prospective account holder well.

10.3 Who can be an [ntroducer
10.3.1  The following persons can introduce an account:

m  Any employee of The Premier Bank Ltd. will be allowed to introduce an applicant provided that they
have sufficient knowledge of the person introduced.

m  Any other account holder who maintains an account with The Premier Bank Ltd may introduce an
applicant.

x For non-residentlf-'oreign Currency accounts, introduction and authentication/verification of signatures
will be made by a Bank/Bangladesh Embassy/High Commission/Consulate/ Notary Public/persons
known to the branch,

10.4 Procedure for Introduction
1041 The introducer will introduce the applicant & attest photographs of the applicant.

10.4.2  The introducer will be required to sign in the place “introduced by* of the account opening form. The
signature should tally with his specimen signature recorded with the Bank. He will be required to mention the
followings:

¥ Name;

Account Number;
Branch Name;

Relation with Customer,;
Signature with date.

Y V ¥V V¥

104.3  The introducer will be normally required to visit the branch for introducing the account. However, this need
not be obligatory,
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Chapter: 11

VERIFICATION OF GENUINENESS OF DOCUMENTS

111 Verification of Identity

1141 Clause 25{1)(Ka) of the Money Laundering Prevention Acts, requires us to retain comrect and full information
used to identify customers during their account relationships.

1112 Clause 25(1)(Kha) of the Acts requires us to retain transaction related records for at least 5 {Five) years after
termination of relationships with the customers.

11.1.3  Unless satisfactory evidence of the identity of potential customers is obtained in good time, the business
relationship must not proceed.

1.2 Verification of Genuineness of Address

1121 In all instances of opening of new accounts a welcome letter (also known as Thanks Letter) will be sent by
the Branch through registered post at the recorded addresses to the customers with dual purpose, thanking
them for opening the account with the Bank and for verification of genuineness of address furnished by the
account holder. Undelivered envelopes in this regard will be followed up closely at per procedures mentioned
in Branch Operations guidelines.

11.2.2  The Branch may also contact the customer at the telephone number provided in the account opening form or
other documents to verify the address and other details.

11.3 Verification of National ldentity Card (NID) Smart ID

11.3.1  Branch General Banking Officer or In-Charges or BAMLCO of the Branch shall conduct front-end screening
with the National Election Commission Portal before opening an account so as to ensure that the NID/Smart
Card is genuine as per National Election Commission Record and preserve the same with the respective
account opening form.

114 Timing and Duration of Verification

1141 The best time to undertake verification is pricr to entry info the account relationship. Verification of identity
should, as soon as is reasonably practicable, be completed before any transaction is completed.

11.4.2  However, if it is necessary for sound business reasons to open an account or carry out a significant one-off
transaction before verification can be complefed, this should be subject to stringent control, which should
ensure that any fund received are not passed to third party. Alternatively, a senlor member of staff may give
appropriate authority.

1143  This authority should not be delegated, and should only be done in exceptional circumstances. Any such
decision should be recorded in writing.

11.4.4  Verification, once begun, should normally be pursued either fo a satisfactory conclusion or to the point of
refusal. If a prospective customer does not pursue an application, staff may (or may not) consider that this is
in itself suspicious.
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Chapter : 12

Customer Due Diligence {CDD) & Enhanced Due Diligence (EDD)

121 Legal Obligations of Customer Due Diligence (CDD)

1211 The Bank shall have to maintain complete and correct information with regard to the identity of its customers
during the operation of their accounts and provide with the information maintained under the clause to
Bangladesh Bank.

1212 Customer Due Diligence (CDD) combines the Know Your Customer {KYC) procedure, Transaction
Monitoring based on the information and data or documents collected from reliable and independent sources.

1213 The CDD obligations on Banks under legislation and regulation are designed to make it more difficult to
abuse the Banking industry for money laundering or terrorist financing. The CDD obligations compel Banks
to understand who their customers are to guard against the risk of committing offences under MLP Acts
including 'Predicate Offences’ and the relevant offences under AT Acts. Therefore, Banks should be able to
demonstrate to their supervisory authority to put in ptace, implement adequate CDD measures considering
the risks of money laundering and terrorist financing. Such risk sensitive CDD measures should be based on-

> Type of customers;

»  Business relationship with the customer;

> Type of Banking producis; and

¥ Transaction carried out by the customer,
12.2 Customer Due Diligence {CDD)

12.2.1  To protect our Bank from the risks of money laundering orfand terrorist financing by the willful or unwilling
activities of the customers, Customer Due Diligence (CDD}* must be conducted at different stages such as:

m  while establishing relationship with the customer.

m  while conducting financial transaction with the existing customer,

m  while suspecting that any transaction is related fo money laundering or terrorist financing;

s while there is reasonable ground to suspect about the adequacy or veracity of previously obtained
customer identification data.

122.2  For the purpose of ascertaining the customer's identity and underlying purpose of establishing relationship
with the Bank, the branch shall collect adequate information up to its satisfaction®4,

Explanation: “Satisfaction” means satisfaction of the appropriate authority that necessary due difigence has
been conducted considering the risks of the customers in the light of existing directions.

12.2.3  Power of Attomey or Mandate: If a person operates an account on behalf of the customer, the concemed
branch must satisfy itself that the person has due authorization to operate the same. Correct and complete
information of the person, operating the account, are to be coflected.

1224  Irustes and Professional intermediaries#: Legal status and accuracy of information of the operators are
to be ascertained in case of the accounts operated by trustee and professional intermediaries (such as
lawyers/law firm, chartered accountants, etc.).

1225  Non-Cooperating Countries and Territories (NCCT): While establishing and maintaining business
relationship and conducting fransaction with a persen (including legal representative, financial institufion or
any olher institution) of the countries and territories that do not meet intemational standard in combating
money laundering {such as the countries and feritories enlisted in Financial Action Task Force's Non-
Cooperating Countries and Territories list) enhanced due diligence shall have to be ensured.

1226  Beneficial Qwners of an Account!’”: The identity of the beneficial owner(s) of an account shall have to be
confirmed on the basis of the information obtained from reliable sources up to the satisfaction of the branch:

i. Complete and correct information of identity of the persons besides the customer, shall have to be

44 Ref.: Section 3.3.2 of BFIU Circular No.-19 dated 17-09-2017 of Bangladesh Financial Intelligance Unit {BFIU)
43 Ref: Seclion 3.2.4 of BFIU Circular No.-19 dated 17-09-2017 of Bangladesh Financial Intelligence Unit (BFILY)
46 Roi Section 3.12.2 of BFIU Gircular No.-19 dated 17-08-2017 of Bangladesh Finandial intefligenca Unit (BFiL)
47 Bef: Section 3.2.3 of BFIY Circular No.-19 dated 17-09-2017 of Bangladesh Financial Intelligenca Urit (BFIU)

43 Ref. Section 3.3 of BFIU Circtdar No.-19 dated 17-08-2017 of Bangladesh Finandial Intelligonce Urit (BFIU) M
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collected and preserved if a customer operafe an account on behalf of another person in hister own
name,

ii. The controller or the owner of the customer shall have to be identified.

ii. ~Complete and correct information of identity of the beneficial owners (as per the definition of BFIU
Circular No. 19) shall have fo be collected and preserved. For the purpose of this subsection a person
will be treated as a beneficial owner if;

»  s/he has controlling share of a company or/and
> sfhe holds controlling/ownership interest to that company.

iv. In case of carrying out the instruction mentioned above in iiii, if no Nafural Person is found, complete &
accurate information of the Managing Director should be taken and preserved.

12.3 In case where conducting the CDD Measure is not possible

123.1  If conducting the CDD measure becomes impossible because of the non-cooperating behavior of the
customer or if the collected information seemed to be unreliable, that is, Bank could not collect satisfactory
information on customer identification and could not verify that, Bank should take the following measuras:

> must not cany out a transaction with or for the customer through a Bank account;

> must not establish a business relationship or carry out an occasional fransaction with the customer;
¥ must terminate any existing business relationship with the customer;

> must consider whether it cught fo be making a report to the BFIU through an STR.

124 Ongoing CDD Measure/Review & Update the KYC

1241 Bank shall take necessary measures to review and update the KYC of the customer after a certain interval,
This procedure shall have to be conducted in every five years in case of low risk customers. Furthermore,
this procedure shall have to be conducted_every year in case of high risk customers. But, Bank shall
update the changes*® in any information on the KYC as soon as Bank gets to be informed. Moreover, Bank
should update KYC information anytime if there is any particular necessity realized. Depending on the
updated information, the risks associated with these accounts shall have to be assessed again withoul any
delay*. Bank should take more precautions for the customers receiving Privileged Banking Service by
them 50

124.2  Any subsequent change to the customer's name, address, or employment details of which the financial
institution becomes aware should be recorded as part of the CDD process. Generally this would be
undertaken as part of good business practice and due diligence but also serves for prevention of money
laundering and terrorist financing.

12,5 Enhanced CDD Measures

12.5.1  Bank shall conduct Enhanced CDD measures, when necessary, in addition to normal CDD measures. Bank
shall conduct Enhanced Due Diligence {EDD) under the following circumstances:

¥ Individuals or legal entities scored with high risk;

> Individuals who are identified as politically exposed persons (peps), infiuential persons (if considered
High Risk) and chief executives or top leve! officials of any international organization (if considered High
Risk);

> Transactions identified as unusual in regards to its pattem, volume and complexity which have no
apparent economic or lawful purposes;

> While establishing and maintaining business relationship and conducting transaction with a person
(including legal representative, financial institution or any other institution) of the countries and territories
that do not meet international standard in combating money laundering and terrorism financing (such as
the countries and territories enlisted as High —Risk and Non- Cooperative Jurisdictions in the Financial
Action Task Force's Public Statement).

3 Changes refer to change in customer's profession/ nature of business, change in ownership, changa In transaction pattern, media report elc.
49 Ref: Section 3.5.4 of BFIU Circular No.-19 dated 17-09-2017 of Bangladesh Financial Intelligence Unit (BFIU)
30 Ref: Section 3.12 of BFIL Circular No.-18 deted 17-09-2017 of Bangladesh Financial Intelligence Unit {BFI)
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12.5.2 Enhanced CDD Measures Includes:

> Obtaining additional information on the customer (occupation, volume of assets, information avaitable
through public databases, infernet, etc.) and updating more regularly the identification data of customer
and beneficial owner.

Obtaining additional information on the intended nature of the business relationship.
Obtaining information on the source of funds or source of wealth of the customer.
Obtaining information on the reasons for intended or performed transactions.

Obtaining the approval of CAMLCO to commence or conlinue the business relationship when
applicable.

Conducting regufar monitoring of the business relationship, by increasing the number and timing of
controls applied and selecting patterns of transactions that need further examination.

> Making aware the concerned Bank officlals about the risk level of the customer.

12.6 Politically Exposed Persons (PEPs)®

12,61 Bank shall assess and determine their all clients whether they are PEP's or Influential Persons (if
considered High Risk) or Chief Executives or Top Level Officials of any [ntemational Organization and
their Linked Entities (if considered High Risk) or their Close Family Members and Close Associates.
These customers pose a higher risk of money laundering, bribery, corruption and reputationai risk to the
Bank due to their current or former posiion of polifical power or influence, which makes them more
vulnerable to corruption. Relationships with these customers may increase the risk to the Bank due lo the
possibility of that individuals holding such positions may misuse their power and infiuence for personal gain
or advantage or for the persona! gain or advantage of their Close Family Members and Close Associates.
The person’s status (PEP's, Influential Persons and chief executives or top level officials of any international
organization) itself does not incriminate individuals or entities. It does, however, put a prospeclive or existing
Client into a higher risk category.

YV V Vv V¥V
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126.2  Politically Exposed Persons (PEPs) refer to individuals who are or have been entrusted with prominent
public functions in a foreign country, for example Heads of State or of government, senior politicians, senior
government, judicial or military officials, senior executives of slate owned corporalions, important political
party officials. The foliowing individuals of other foreign countries must always be classed as PEPs:

heads and deputy heads of stafe or government;

senior members of ruling party;

ministers, deputy ministers and assistant ministers;
members of parliament and/or national legislatures;
members of the governing bodies of major political parties;

members of supreme courts, constitutional courts or other high-level judicial bodies whose
decisions are not subject to further appeal, except in exceptional circumstances;

g. heads of the armed forces, other high ranking members of the armed forces and heads of the
intelligence services;

h. heads of state-owned enterprises.

12.7 Influential Persons ([Ps)%2

1271 Definition of Influential Persons refers to, “Individuals who are or have been entrusted with prominent
public functions, for example Heads of State or of government, senior politicians, senior government, judicial
or military officials, senior executives of state owned corporations, important political party officials.” The
following individuals must always be classed as Influential persons:

~ 0o a0 oW

a. heads and deputy heads of state or government;

b.  senior members of ruling party;

¢.  ministers, state ministers and deputy ministers;

d. members of parliament andfor national legislatures;

e. members of the governing bodies of major polifical parties;

f.  Secretary, Addificnal secretary, joint secretary in the ministries;

31 Rel.: Section 3.8 of BFIU Circular No.-19 dated 17-09-2017 of Bangladesh Financial Intelligence Unit (BFIL),
2 Ref.: Section 3.9 of BFIU Circular No.-19 dated 17-09-2017 of Bangladash Financial Infeligance Unit (BFIL),
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g. Judges of supreme courts, constitutional courts or other high-level judictal bodies whose decisions are
not subject to further appeal, except in exceptional circumstances;

h.  governors, deputy governors, executive directors and general managers of central Bank:

i. heads of the armed forces, other high ranking members of the armed forces and heads of the
intelligence services;

|- heads of state-owned enterprises;

k. members of the governing bodies of local political parties;

I.  ambassadors, chargés d'affaires or other senior diplomats;

m. city mayors or heads of municipalities who exercise genuine political or economic power;
n.  board members of state-owned enterprises of national political or economic importance.

12.8 Chief Executive of any International Organization or any Top Leve! Official5

12.81  Chief executive of any international organization or any top level official refers to, “Persons who are or
have been enlrusted with a prominent function by an international organization refers to members of senior
management, i.e. directors, deputy directors and members of the boards or equivalent functions.” The heads
of international organizations and agencies that exercise genuine political or economic influence (e.g. the
United Nations, the International Monetary Fund, the World Bank, the World Trade Organization, the
International Labor Organization) must always be classed as this category.

12.9 Family Members and close Associates of PEPs, IPs & Chief Executives or Top Level Officials of
International Organization

128.1  Family Members and close Associates of PEPs, IPs & Chief Executives or Top Level Officials of
International Organization refers to, “close family members and close associates of above categories
(Chapter 12.6-12.8) will also be classified as the same category”. Close Family Members include:

a. the PEP'sfinfluential personsfchief executiv of any infernational organization or any top level official's
spouse (or any person considered as equivalent to the spouse);

b. the PEF'sfinfiuential persons/chief executive of any international organization or any top level official's
children and their spouses (or persons considered as equivalent o the spouses); and

¢. the PEP'sfinfluential persons/chief executive of any international organization or any top level official’s
parents;

129.2  There may be exceptional circumstances where the individual should not be classified as a Close Family
Member of the PEP/Influential Person/Chief executive of any international organization or any lop level
official, such as estrangement, divorce efc. In such cases, the circumstances must be thoroughly
investigated, examined and caution exercised.

12.9.3  In addition, where other family members such as the siblings, cousins, relatives by marriage of the PEP/
Influential Person/Chief executive of any international organization or any top level official are deemed, by
virtug of the nature of the relationship, to have a close relationship with the PEP/ Influential Person/Chief
executive of any international organization or any top leve! official, they should also be classified as same
category.

1294 A Close Associate of a PEP/Infiuential Person/Chief executive of any intemational organization or any top
level official includes:

a. an individual who is known to have joint beneficial ownership or control of legal entities or legal
arrangements, or any other close business relations with the PEP/ Influential Person/Chief executive of
any international organization or any top level officiat; and

b. an individual who has sole beneficial ownership or control of a legal enfily or legal arrangement which is
known to have been set up for the benefit of the PEP/ Influential Person/Chief executive of any
international organization or any top leve! official.

12.98.5  In addition, it should include any person publicly or widely known to be a close business colleague of the
PEP, including personal advisors, consultants, lawyers, accountants, colleagues or the PEP's fellow
shareholders and any person(s} that could potentially be benefitted significantly from close business
associations with the PEP.

53 Ref Section 3.10 of BFIU Circular No.-18 dated 17-09-2017 of Bangladesh Financial intefligence Unl (BFTJ).
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1210  Existing Customers or Beneficial Owners who become PEPs, [Ps & Chisf Executives or Top Level

Officials of International Organization

12101 Existing Customers or Beneficial Qwners who become PEPs, IPs & Chief Executives or Top Level
Officials_of International Organization Lafer - The above instructions shall equally be applicable to
customers or beneficial owners who become PEPs, IPs & Chief Executives or Top Level Officials of
International Organization after business relationship have been established.

1211 Customer Due Diligence (CDD) measures for PEPs, {IPs (if considered High Rigk) / Chief Executives
or Top Level Officials of International Organization (if considered High Risk) and their Close Family
Members & Associates :

While identified that the customer is PEP /IP ({if considered High Risk)/ Chief Executive or Top Level Official
of international Organization (if considered High Risk) and their Close Family Members & Associates then
Bank shall apply Enhanced CDD measures that is set out in Chapter 12.5 of this guidelines. Moreover, they
need to perform the following-

1. Bank have to adopt the Risk Based Approach to determine whether a customer or the real beneficial
owner of an account is a PEP, /IP / Chief Executive or Top Level Official of International Organization
and their Close Family Members & Associates;

obtain CAMLCO's approval (where necessary) before establishing such business relationship;

take reasonable measures to establish the source of fund of a PEP, /IP / Chief Executive or Top Level
Official of Intemational Organization and their Close Family Members & Associates accounts;

monitor their transactions in a regular basis: and

all provisions of Foreign Exchange Regulation Act, 1947 and issued rules and regulations by
Bangladesh Bank under this act have to be complied accordingly.
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Chapter: 13
Wire Transfer

134 Definition

13.1.1  Wire transfer refers to such financial transactions that are carried out on behalf of an originator (person or
institution) through a financial institution by electronic means with a view to making an amount of funds
available to a beneficiary person at a beneficiary financial institution.

131.2 Cross-border transfer means any wire transfer where the originator and the beneficiary Bank or financial
institutions are located in different countries. It may include any chain of wire transfers that has at least one
cross-border element.

13.1.3  Domestic wire transfer means any wire transfer where the originator and receiver are focated in the same
country. It may also include a chain of wire transfers that takes place entirely within the borders of a single
country even though the system used to affect the wire transfer may be located in another country.

13.1.4  The Applicant/Originator is the account holder, or where there is no account, the person (natural or legal)
that places the request with the Bank to perform the wire transfer.

13.1.5  The Beneficiary means any individual or entity (account holder or non-account holder) who is the ultimate
beneficiary of wire transfer,

13.16  Complete refers to combination of all information for verifying the identity of the Applicant or Beneficiary. For
example: name and detail address of the Applicant or Beneficiary, Bank Account Number (if any),
Passport/National Identity Card/Birth Registration Certificate/acceptable ID card with photo, phone/ mobile
number etc.

13.1.7  Accurate refers to such complete information that has been verified for accuracy of the above (Chapter
13.1.6).

13.1.8  Meaningful means such type of information as stated above (Chapter 13.1.6) which is apparently correct in
consideration of logical view.

13.2 Cross-Border Wire Transfers

13.2.1  Under general or special consideration in case of threshald cross-border wire transfers of USD 1,000 (one
thousand} or above USD or equivalent foreign currency, Bank shall collect and preserve full and accurate
information of the originator and send the same to intermediary/ beneficiary Bank.

13.2.2  For cross-border wire transfers, below the threshold as mentioned above (Chapter 13.2.1), Bank shall collect
and preserve full and meaningful information of the originator.

13.23  For providing money of cross-border wire fransfers fo beneficiary, Bank shall collect and preserve full and
meaningful beneficiary information.

13.24  Where several individual cross-border wire transfers from a single originator are bundled in a batch file for
transmission to beneficiaries, the batch file has to contain required and accurate originator information, and
full beneficiary information. In addition, Bank should include the account number of the originator.

133 Domestic Wire Transfers

13.3.1  In case of threshold domestic wire transfers of at least 25,000/- (iwenty five thousands) BDT, Bank shall
collect and preserve full and accurate information of the originator and send the same to intermediary/
beneficiary Bank/Institution.

13.32  For domestic wire transfers, below the threshold as mentioned above (Chapter 13.3.1), Bank shall collect
and preserve full and meaningful information of the originator.

13.3.3  For providing money of domestic wire transfers to beneficiary, Bank shall collect and preserve full and
meaningful information of beneficiary.

13.34  In case of wire transfer by using debit or credit card (except buying goods and services), Bank shall preserve
the similar information as above {Chapter 13.3.1) in the payment related message/finstructions.

13.3.5  The above mentioned instruction is not mandatory for wire transfer in favor of Govt./Semi Govt/Autonomous
bodies.

13.3.6  InterBank transfers and sefflements where both the originator and beneficiary are Banks or finary
institutions would be exempted from the above {Chapter 13.3.1 & 13.3.2) requirements. ~

O{pMLE CF7

Q) Division
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134 Duties of Ordering, Intermediary and Beneficiary Bank in Case of Wire Transfer

13.4.1  PBL (ordering Bank) shall ensure that qualifying wire transfers contain required and accurate information of
originator, and required beneficiary information. These information should preserve minimum 5 {five) years.

134.2 For cross-border and domestic wire transfers, whers PBL working as an Intermediary Bank between
ordering Bank and beneficiary Bank, Bank should ensure that all originator and beneficiary information that
accompanies a wire transfer is retained. A record should be kept, for at least five years, by the Bank of all the
information received from the ordering Bank/financial institution {or as necessary another intermediary
financial institution).

134.3 PBL should have effective risk-based policles and procedures for determining reasonable measures to
identify wire transfers that lack required originator information or required beneficlary information such as
execution, rejection, or suspension of that wire transfer and the appropriate follow-up action. Such measures
should be consistent with straight-through processing.

13.4.4  As a Beneficiary Bank, PBL should have risk based procedure to identify wire transfers that lack required
originator or required beneficiary information. In case of insufficient originator information, Bank should
collect those information through mutual communication or using any other means. During the payment to
receiver/beneficiary, Bank should collect full and accurate information of receiver/beneficiary and preserve
the same for 5 {five) years.

13.45 As an Intermediary Bank, PBL should have effective risk-based policies and procedures for determining
reasonable measures to identify wire transfers that lack required originator information or required
beneficiary information such as execution, rejection, or suspension of that wire transfer and the appropriate
follow-up action. Such measures should be consistent with straight-through processing.

13.5 CDD for Beneficial Owners

13.51  Bank shall apply CDD obligations for the beneficial owners of the accounts before or during the course of
establishing & business relationship or conducting occasional transactions. In doing se, Bank should put in
place appropriate measures to identify beneficial owner. PBL, upon its own satisfaction ensure CDD of
beneficial ownership by collecting information and documents from independent and reliable sources that
includes publicly available information, information from customer or information from other reliable sources.
For companies, if no Natural Person(s) is found, Bank shall collect and preserve complete and accurate
information of the Managing Director.

13.5.2  Bank shall consider following aspects while identifying Beneficial Ownership includes:

> Any natural person operating accounts on behalf of customer;

> Any person {whether acting alone or together) who has controlling interest or ownership interest on a
customer who might be legal enfity or legal arrangements. Where there is any doubt idenfifying
controlling interest, the Bank should consider other means to determine controlling interest or ownership
of a legal entity or arrangements. In addition to that Bank should also consider reasonable measures to
verify the identity of the relevant natural person who hold senior management position;

> Any person or entity who has controlling or ownership interest® or shareholding within any or legal
entity.

> The settier(s), trustee(s), the protector, the beneficiaries or class of beneficiaries, or any other natural
person who exercises control over the trust.

> Any person in equivalent or similar position for trust (as mentioned above) should consider for other
types of legal arrangements. Where, a natural or legal persons who holds controlling interest, listed on a
stock exchange and subjects to disclosure requirements or majority owned subsidiaries of such listed
companies may exempted from identifying or verifying beneficial ownership requirements.

13.6 Reliance on Third Party

13.6.1  Bank could rely on the third parties to perform the CDD measures with the prior permission of Bangladesh
Bank which may include:

a. identify and verify customer identity;
b. identify the beneficial ownership and control structure; and
¢. identify the purpose and nature of the business relationship under the following criteria:

¥ Athird parly should immediately obtain necessary information related to as mentioned above
&c);

M conioliing ownership Interest depends on the ownership structure of the company. It may be based on & threshald, e.g. any person owning mara than a cerain
percentage of the cornpany (e.g. 20%)
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»  All necessary data and documents held with the third party must be available for the Bank without
any delay;

> Bank should satisfy that third party is regulated, supervised and monitored for, and has taken
appropriate measures in compliance with COD and record keéping requirements set out in this
Guidelines.

A Erere
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Chapter: 14

KNOW YOUR CUSTOMER (KYC) PROCEDURE

14.1 Know Your Customer (KYC) Procedure

14.1.1  Each Branch is required to perform due diligence on all prospective clients before opening an account. The
due diligence on KYC Procedure consists of the following 2 {two) parts:

{1) Identify all persons related with an account. viz. all accountholders, signatories, mandates, power of
aftorney holders, directors and beneficial owners holding controlling number of shares in a companyss:

(a) Information Required- fill-up all relevant fields of Individual Information Form®® for each person,
{b) Identification Documents: obtain each person's Photfographs and copies of National ID/ Smart
D/Passgon/B:rth Registration Certificate {details discussed in Chapter 9.2.2).
{c) Transaction Profile (TP)": signed by all signatories (For Transaction Accounts only),
(2} Risk Classification of accounts based on Activity/KYC Profile®: by KYC Profile Form (Annexure

Bf Annexure C), which is filled-up based on the information, identification documents and Transaction
Profile obtained from the customer(s).

14.1.2  Therefore, all branches must ensure the followings at the time of opening an account:

(1) Separate [ndividual Information Forms have been filled-up for all persons related with an account and
signed by the customer, The more the number of related persons in an account, the more the number of
Individua! Information Forms to be completed Branch Official must ensure that all refevant fislds have
been filled-in.

{2) ldentification Documents of all persons related with the account have been obtained.

Exception: A letter issued by a corporate customer as per Specimen given in Annexure E is acceptable
in lieu of Photo Identification Documents of their shareholders, directors and authorized signatories.

(3) AN relevant fields of the Transaction Profile (TP) have been filled-up properly and signed by all
signatories. Branch Official shall assist the customer to fill-up the TP and must ensure that the amount

of transaction declared in the TP commensurate (duly justified) with the nafure of business/source of

fund described in the ACF of the cusfomer.

Note: Transaction Profile is required for Transaction Accounts only (e.g., SB, CD, SND etc.). It is not
required for FDR/Special Scheme accounts.

(4) All relevant fieids of the KYC Profile Form have been filled-up properly based on the information
provided by the cusfomer in the AOF & TP and information obtained by the Branch Official from

interview of the customer. KYC Profile Form should be signed by the Branch Official and counter signed
by the Branch Manager.

For FDR/Special Scheme Accounts, a separate KYC Profile Form (Annexure B for Indiidualf Annexure
C for Non-Individual) is to be filled-in.

14.1.3  The KYC Profile information will also include the observations of the Bank's stafffofficers when they visit the
customer’s business place, like:

- the business place is owned or rented,
the type of clients visited,
by what method the client is paid (Cheque or cash) etc.
The stafffofficer will record his/her observations and sign the KYC Profile form.

55 Ref.: Section .3.3 of BFIU Circular No.19 dated 17-09-2017 of Bangladesh Finandial Intelligence Unit
5 Ret;: Annexure Ka of BFIU Circular No.19 dated 17-08-2017 of Bangladesh Finandial Inteligenco Unit
57 Ref,: Annexure Ka of BFU Circutar No.19 dated 17-09-2017 of Bangtadash Finarcial Intelfigenca Unit
38 Ref: Annexure Ka of BFIU Ciroular No.19 dated 17-09-2017 of Bangiadesh Financial Intsfigence Uit
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14.14  Once the identification procedure has been completed and the customer started financial transactions, the
branch should monitor transactions of the account to ensure that it is consistent with the nature of business
stated in the account opening form.

1415  The KYC Profile leads to Risk Classification of the Account as High or Low Risk:

Staff/Officer Assessmentor [ | KYC L | »{ Frequency of Monitoring
Customer Provided Information Profile Risk Classification and Review

14.1.6  Details discussed in Chapter 15 - Risk Management.
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Chapter: 15

RISK MANAGEMENT

15.1 Risk Categorization, Based on ActivityfKYC Profile

15,11 When opening accounts, the concerned stafffofficer must assess the risk that the accounts could be used for
"money laundering’, and must classify the accounts as either High Risk or Low Risk.

15.1.2  Risk Rating: The risk assessment may be made using the KYC Profile Form given in Annexure B for
Individual/ Annexure C for Non-Indvidual in which the following 7 risk categories are scored using a scale of
1 to 5, where scale 5 denotes High Risk, scale 3 denotes Medium Risk and scale 1-2 denotes Low Risk:

a. Occupation or nature of customer's business
Net worth/monthly income of the customer
Mode of opening the account

Expected value of monthly transactions
Expected number of monthly transactions
Expected value of monthly cash transactions
g. Expected number of monthly cash transactions

" e a0

15.1.3  Allocation of Higher Rating: Considering customer's Nature of Business or Profession, Business Area,
Size of Business, Actual Owner of the Account etc., higher Rating may be given in respect of Profession and
Rating mentioned in SI. No. 01-28.

15.1.3  Rigk Assessment: The risk scoring of less than 14 indicates Low Risk and 14 & more would indicate
High Risk. The risk assessment scores are to be documented in the KYC Profile Form (Annexure B/
Annexure C).

1514 Judgmental Risk Assessment: However, management may judgmentally override this automatic risk
assessment {o "High Risk" although Risk Rating may be less than 14, nevertheless the customer may be
classified as High Risk Customer depending on subjective judgment mentioning reasons.

15.1.5  Update of KYC and Transaction Profile: .

15.1.6  Politically Exposed Persons (PEPs): If the customer is a Politically Exposed Person as defined in
Chapter 12.6 of this Policy, then the account will automatically become a High Risk Account.

15.1.7  Branches should exercise the following Enhanced Due Diligence (EDD), for all high risk accounts:

w  Avisk management system shall have to be introduced to identify risks associated with the opening and
operation of high risk accounts.

m  Approval from the CAMLCO has to be obtained prior establishing business relationships with such
customers.

m  Reasonable measures to establish the source of wealth and source of funds have to be taken. The KYC
Form given in Annexure Bf Annexure C may be used in this purpose.

m  Transactions of these accounts have to be monitored on an ongoing basis.
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Chapter: 16

KNOW YOUR CUSTOMER (KYC) FOR CORRESPONDENTS

16.1 Definition of Correspondent Banking

16.1.1  Correspondent Banking/Cross Border Correspondent Banking is the provision of Banking services by one
Bank (the “correspondent Bank”) to another Bank (the ‘respondent Bank®). These services include credit,
deposit, collection, clearing, payment, and cash management, intemnational wire transfer, drawing
arrangement for demand draft or other similar services approved by Bangladesh Bank.

16.2 Essential Requirements for Correspondent Banking Relationships

16.2.1  While establishing and continuing correspondent Banking relationship following drill should be observed so
that Banking system cannot be abused for the purpose of money laundering5s;

16.2.1.1 CAMLCO Approval: Before providing Correspondent Banking Service, CAMLCO approval must be obtained
on being satisfied about the nature of the business of the respondent Bank through colfection of information
as per Annexure H.

16.2.1.2 Sufficient Information: The information to be collected should also include details about the respondent
Bank's management, major business activities, where it is located, its money laundering prevention efforts,
the system of Bank regulation and supervision in the respondent Bank's country, the purpose of the account
etc.

16.2.1.3 Effective Supervision by the Relevant Authority: Bank shall establish or continue a correspondent
relationship with a foreign Bank only if it is satisfied that the Bank is effectively supervised by the relevant
authority.

16.2.1.4 "Sheil Banks™ Correspondent Banking relationship with any shell Bank should not be established or
confinued.

16.2.1.5 Respondent Banks having relationships with Shell Banks: Correspondent Banking Relationship shall not
be established or continued with those respondent Banks that established correspondent Banking
relationship or maintain account with a shell Bank.

16.2.1.6 Non-Cooperating Countries and Territories (NCCT): Particular attention shall have to be paid while

maintaining correspondent Banking relationships with the Banks incorporated in a jurisdiction that do not
meet the international standards for prevention of maney laundering (such as the countries and territories
enlisted in Financial Action Task Force’s Non-Cooperating Countries and Territories list). Enhanced due
diligence shall be required in such cases. Detailed information on the beneficial ownership of such Banks
and extensive information about their policies and procedures to prevent money laundering shall have to be
obtained.

16.2.1.7 Payable Through Account: If any respondent Bank allow direct transactions by their customers to transact
business on their behalf (i.e. payable through account);

> the corresponding Bank must be sure about the appropriate CDD of the customer has done by the
respondent Bank.

> Moreover, it has to be ensured that collecting the information on CDD of the respective customer is
possible by the respondent Bank on request of the correspondent Bank.

Here, ‘Payable through accounts’ refers to “Correspondent accounts that are used directly by third parties to
transact business on their own behalf."60

16.2.1.8 Exlsting Correspondent Accounts: The above instructions shall also be applicable for the correspondent
Banking relationships already established.

5 Ref.: Section 3.11 of BFIU Circular No 19 daled 17-09-2017 af Bangladesh Financial Inteligence tnit.

60 Bgk: Section 3.11.6 of BFIU Circular No 19 dated 17-09-2017 of Bangladesh Financial Intelligence Unit
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Chapter : 17
AGENT BANKING
17. Agent Banking:
17.1 "Agent Banking" means the business of providing banking services through agent's network.5! The

purpose of Agent banking is providing limited scale banking services to the underserved population through engaged
agents under a valid agency agreement, rather than a teller/cashier.62

17.2 For operating Agent Banking activities concerned bank shall follow the below mentioned instruction:

¥

1. Along with the agent, Bank shall be equally responsible to comply with any & all instruction related to ML &
TF.

2. Unique Account Opening Form issued by BFIU, shall be used to open an account of agent and customer.
3. Bank shall be aware to identify and report any suspicious transaction/ activity (if any) of agent and customer.

4. Bank shall include the AML & CFT progrars to the banking compliance program of the agents and arrange
necessary lrainings, workshops etc.

5. Interms of selecting the agents and manitoring their activities, bank shall take below mentioned steps:

> Performing appropriate Screening Mechanism®? to complete and accurate KYC for choosing right
agents;

> Assessing Risk level (High, Medium, Low) of agents considering transaction number & amount,
geographical location, type of business & ownership and other related matters and upon
considering the rigk level bank shall supervise the transaction and the activity of agents;

> Bank shall assess the risk of agents on going basis.

> Verifying the status related to AML & CFT for agents;

»  Performing audi/ visit for High Risk Agents on yearly basis for verifying the status on AML & CFT
and send the report to AML Division;

»  Performing audit/ visit for Medium & Low Risk Agents in cerfain intervals
> Publish the updated list of agent list {January- June basis) in Bank's website;

» Publish the updated list of agents (January- June basis) } in Bank’s website with whom the
business relationship has been cancelled for different complaints or irregularity;

AML & CFT
Division

8! Ret; Section 2.2 of Part | of Prudential Guidelines for Agent Hanking Operation in Bangladesh, 2017 Issued by Bangiadesh Bank.
52 Ref: Section 4. of Part Il of Prudential Guidofines for Agent Barking Operation in Bangladash, 2017 Issued by Bangtadesh Bank.
5 Inthe Screening Mechanism, subjeci related to screening of personal and financial Information of a selacted employse for appointment and whether there is any

invelvement with any criminal activity of the same shall be included. / /
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Chapter : 18
MONITORING TRANSACTIONS

1841 Introduction

18.1.1  Continuous monitoring is an essential element of effective KYC procedures. Risk can be effectively
controlled and reduced only if an understanding of the normal and reasonable activity of the customer is
available to identify transactions that fall outside the regular pattern of activity. However, the extent of
monitoring shall depend on the risk sensitivity of the account. Special atiention shall be paid to all complex,
unusually targe transactions and all unusual patterns, which have no apparent economic or visible lawful
purpose,

18.1.2  Ongoing due diligence with respect to the business relationship with every client shall be exercised and the
transactions shall be examined closely in order to ensure that they are consistent with their knowledge of the
client, his business and risk profile and where necessary, the source of funds.

18.2 Transaction Monitoring

18.2.1  Bank shall monitor the fransactions of customer on a regular basis with

%  the complex transaction,
» the transactions with deviation from normal transaction and

> the transactions that does not have reasonable purpose or the transaction with unusual pattern shall
have to be mors emphasized during monitoring.

18.22 Bank shall develop an effective system to review the risk by maintaining a specific time interval; and
according to the review, Enhanced Due Diligence {EDD) has to be maintained for accounts that are in high
risk category. The Bank shall put in place various ways of transaction monitoring mechanism within their
branches that includes but not limited to the followings:

» Transactions in local currency;

Transactions in foreign currency;

Electronic Transactions;

Transactions above the designated threshold determined by the branch;
Cash transactions under CTR threshold to find out structuring;
Transactions related with international trade;

Transaction screening with local and UN Sanction list.

18.3 Transaction Profile (TP)

18.3.1  Transaction Profile (TP) is an important document for monitoring transactions and recognizing suspicious
transactions. The following steps and points should be noted while preparing transaction profiles:

YV V V ¥V ¥V Y

s Take interview with the customer and request himfer to fill in the Transaction Profile Form as
recommended by BFIU (Annexure A). The main features of the Form for both deposit and withdraw
would be:

- Various types of transactions
- No. of transactions (monthly)
- Maximum size (per transaction}
- Total value {(manthly)
m  Before fill in, it has to be ensured by the Branch Official that the customer's understanding is sufficient
to fill the required cells of Transaction Profile.

= Allrelevant fields of the TP must be filled-up properly and signed by all signatories.
Branch Official shall assist the customer to fill-up the TP if any complexity arises.

Branch Official must ensure that the amount of transaction declared in the TP commensurate with the
nature of business/source of fund (i. e. duly justified) described in the AOF of the customer,

18.4 Transaction Monitoring based on Customer Categories

18.4.1  Branches shall monitor customer transactions based on the use of "Customer Categories” established witin
the branch (e.g., jewelry, money changer, real estate agent etc.). The Customer Category is Wd‘ AL
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account inception and may be periodically revised and is documented on the Transaction Profile. The
Customer Categories are maintained in the manual ledgers or computer systems.

18.5 Transaction Monitoring based on Transaction Limits

18.5.1  Branches shall also monitor customer transactions based on the use of “Transaction Limits” established
within the branch (e.g., a threshold of Tk. 5 lacs per day for or Tk, 7 lacs per day etc. may be Introduced
based on business volume of the branch). The Transaction Limits are maintained in the manual ledgers or
computer systems.

18.6 Transaction Monitoring based on Transaction Profile

18.6.1  Daily Review of Account Transactions: The designated officer(s) shall review transactions in accounts for
the previous month(s) to identify changes or exceptions or inconsistencies with the customers' declared
Transaction Profile. Such review should be documented in a Daily Account Review Register (Enclosure A of
Annexure [) for future reference.

18.6.2 Points to Review: The following points should be reviewed:

No. of monthly deposits: Declared in TP vs. actual transaction,
Maximum amount per deposit: Declared in TP vs. Actual transaction,
Total monthly deposit: Declared in TP vs. actual fransaction,

No. of monthly withdrawals: Declared in TP vs. actual transaction,
Maximurn amount per withdrawal: Declared in TP vs. Actual transaction,
Total monthly withdrawal: Declared in TP vs, actual transaction,

g. Geographical origin/destination (e.g., issuing Bank, branch etc.).

-0 a0 o

18.6.3 Monthly TP Exception Report: If any of the above parameters exceeds a customer's declared Transaction
Profile (TP}, the same should be recorded in the Monthly Exception Report (Enclosure B of Annexure I).

18.6.4 Review & Maintaining of Monthly Exceptions Reporf; Monthly Exception Report shall be reviewed either
by the Branch AML. Compliance Officer (BAMLCO) or the Branch AML Compliance Committee (BAMLCC) in
its meeting. if necessary, they may discuss the issue with the customer or may assign someone fo collect
necessary information from the customer. If the customer can give reasonable justification then they will take
steps to update the TP of the customer. if they do not become satisfied with the customer's clarification then
the tssue should be reported as a Suspicious Transaction Report (STR) following the process mentioned in
Chapter 18.4 of this Policy.

18.7 Monitoring of Structuring Transactions

18.7.1  Definition of Structuring Transactions: If a person conducts or attempts to conduct a financial transaction
in a manner that will not be required lo report under the Money Laundering Prevention Act, 2012, then it is
called Structuring Transactions. This may be elaborated in the following example:

- Cash Deposit or withdrawal of Tk. 10 lac and more in an account in a day should be reported as CTR to
BFIU.

- Aperson structures transaction if hefshe conducts one or more transactions in cash in any amount, on
one or more days, in any manner, for the purpose of evading CTR reporting reguirements.

- Here, in any manner includes breaking down a single cash of TK. 10 Lac into smaller amounts that may
be conducted as a series of transactions below TK. 10 Lac.

18.7.2  Transaction Monitoring for Detection of Structuring: Generally slab-wise cash deposits and withdrawals
(especially between Tk. 7 lac to below Tk. 10 1ac) need to be reviewed to detect structuring.

18.7.3 Steps to be Taken if Structuring has been Defected: If it is suspected that a client is structuring his
transactions to avoid CTR reporting requirements, the concerned branch must report a Suspicious
Transaction Report {STR) following the process mentioned in Chapter 18.4.

18.8 Monitoring of Cash Transaction Report {CTR)

18.8.1  The branch shall examine previous month's daily transaction of every account whether any cash transaction
or equivalent Foreign Currency (Cash Deposit or withdrawal) of Tk.10 lac and above in an account in a da
with one or more cash transaction (any type of cash deposit or withdrawn including Online, ATM). If (e aEE—ailf N
Branch has such transaction, the branch should prepare a monthly cash transaction report and send }
AMLD in due time.

*.

ML & TF Risk Management Guidelines Page 69 of 153 All Rights Reserved ® The Premier Bank Ltd.




. The Premier Bank Limited
P Bank
remier 228 Q AWML & CFT Division, Head Office, Dhaka

18.8.2  If the branch has not any such transaction, the branch should report to the AMLD as ‘There s no reportable
CTR'. While submitting CTR to BFIU, AMLD should submit a list of branches which were submitted ‘There is
no reportable CTR'.

18.8.3  Before submitting the CTR to AMLD, for identifying suspicious transaction, the branch should review the
transactions of accounts which were reported as CTR. If any suspicious transaction is found, the branch
should submit a ‘Suspicious Transaction Report' to the AMLD as per specific format (Annexure K).

18.8.4  If no suspicious transaction is identified, branch should inform to the AMLD as ‘No suspicious ransaction has
been found' while reporting the CTR.

i8.8.5 Every branch should preserve Cash Transaction Report {CTR) and review of CTR in their branches on
monthly basis for § years started from the month of submission of the report to BFIU. If any Bank preserves
such reports centrally, Branch should have the access of those reports in special cases.b4

18.8.6  AMLD shall prepare the accumulated CTR received from their branches. The AMLD must ensure the
accuracy and timeliness while reporting to BFIU. Moreover, AMLD should review all the cash transaction
received from the branches and search for any suspicious transaction. If any suspicious fransaction is found,
submit a 'Suspicious Transaction Report’ to the BFIU.

18.8.7 If no suspicious transaction is identified, AMLD should send a Certificate to BFIU as ‘No suspicious
transaction has been found' along with monthly reporting of CTR.

18.8.8  AMLD has to inform BFIU through the message board of goAML web in case if no transaction is found to be
reported as CTR.

18.8.8  AMLD must ensure the preservation of information refated to cash transaction report up to 5 (five) years from
the month of submission to BFIU.

18.9 Maintain Secrecy

18.9.1  The above reviews are done as a part of the daily functions of the branch. It should be kept in mind that all
exceptions may not be suspicious. Also, branch officlals should be very much cautious in dealing with
customers. They should perform the job in a manner that do not make any panic and do not disclose any
information to any person.

64 Rel,: Section 6.5 of BFIU Circular No 19 dated 17-03-2017 of Bangladesh Financial Intelligence Unit,
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Chapter : 19

RECOGNITION AND REPORTING OF SUSPICIOUS TRANSACTIONS

19.1 Definition of Suspicious Transaction

1911  Section 2(Ja} of Money Laundering Prevention Act, 2012 defines Suspicious Transaction as follows:
“Suspicious Transaction” means any transaction -
{1) thatis inconsistent with the normal transaction pattern:
{2) about which fransaction it may be assumed that

- itis the property acquired through commencement of an offence,
- itis the financing of any terrorist act, or financing of any terrorist organization or any terrorist;

{3) such other transaction or altempt of transaction that Bangladesh Bank describes in its notification from
time to time for the purpose of the Act.

18.2 Statutory Obligation for Reporting of Suspicious Transactions

19.2.1  Clause 25(1){(Gha) of the MLP Act, 2012 obligates us fo send a Suspicious Transaction Report (STR) to the
Bangladesh Financial Intelligence Unit (BFIU} where we observe any suspicious transaction or attempt for
such transaction.

19.2.2  In this regard, all branches must ensure that,

m  each relevant employee knows to which person they should report suspicions, and

a there is a clear reporting chain under which those suspicions will be passed without delay to the Chief
Anti Money Laundering Compliance Officer.

19.2.3  Once employees have reported their suspicions to the appropriate person in accordance with the proper
internal reporting procedure, they have fully satisfied their statutory obligations.

19.3 How to Recognize Suspicious Transactions (ST)Y/Suspicious Activities (SA)

19.3.1  As there are unlimited types of transactions that @ money launderer or a terrorist financier may use, it is
difficult to define a suspicious transaction and suspicious activities. However, in most of the cases, a
suspicious transaction will be one that is inconsistent with a customer's known, legitimate business or
personal activities.

19.3.2  Identification of STR/SAR may be started identifying unusual transaction and activity. Such unusual
transaction may be unusual in ferms of complexity of transaction, nature of transaction, volume of
transaction, lime of transaction etc. Generally the detection of something unusual may be sourced as foilows:

¥ Comparing the KYC profile, if any inconsistency is found and there is no reasonable explanation;
¥ By monitoring customer transactions;
¥ By using red flag indicator (Annexure F & G)

19.3.3  To determine if a customer's transaction is suspicious, a branch must consider the followings:

Is the size of the transaction consistent with the normal activities of the customer?
Is the transaction rational in the context of the customer's business or personal activities?
Has the pattern of transactions conducted by the customer changed?

Where the fransaction is international in nature, does the customer have any obvious reason for
conducting business with the cther country involved?

19.34 A fransaction which appears unusual is not necessarily suspicious. Even customers with a stable and
predictable transaclions profite will have periodic transactions that are unusual for them. Many customers
will, for perfectly good reasons, have an erratic pattern of ransactions or account activity. So the unusual is,
in the first instance, only a basis for further enquiry, which may in turn require judgment as to whether it is
suspicious. A transaction or activity may not be suspicious at the time, but if suspicions are raised later, an
obligation lo report then arises. Some examples of possible suspicious transactions and activities are given
in Annexure F & G. These are not intended to be exhaustive and only provide examples of the most basi
way by which money may be laundered. However, if any of these types of transactions are identified in 3
account, the branch should prompt to further investigation.

19.3.6  All suspicions reported to the AMLD and closed at Branch level should be documented, or recolded
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19.4
19.4.1

194.2

19.4.3

19.4.4

18.4.5

1946

19.4.7

19.4.8

statement as possible of the information giving rise to the suspicion. All internal enquiries made in relation to
the report should also be documented. This information may be required to supplement the initial report or as
evidence of good practice and best endeavors if, at some future date, there is an investigation and the
suspicions are confirmed or disproved. The following chart shows the graphical presentation of idenification
of ST/SA:

h 4

i i . i ided in AOF
e
» KYC Profile

= Qther relevant documents

Inconsistent Consistent

Unusual
Transaction

Normal/Expected
Transaction

Procedure for Reporting of Suspicious Transactions

Every Business and individual has normally certain kind of fransactions in fine with their business/ individual
needs, which is declared in the Transaction Profile (TP) of the customer. Transactions inconsistent with the
declared TP will be considered unusual.

All officials of the Bank must be alert fo transactions that are inconsistent with the customer's KYC
information. If any unusual transaction is found and the issue appears reportable, then the concerned staff
will immediately prepare a report as per Annexure J and then submit it to the BAMLCO. BAMLCO should
acknowledge receipt of the report.

BAMLCO will analyze the reported incident (ST/SA reported by staff) properly in the light of all other relevant
information and record. To determine whether 2 ST should be filed or not, BAMLCO shall follow the following
procedures:

3> Review the Account Opening form, KYC documentation, Transaction Profile etc.

> Check to see if the subject has been reported praviously for suspicious activity.

>  Seekinformation about the subject of the investigation from other people, if necessary.
>

Review account statement and transaction records of the customer who is the subject of the
investigation. At least tast 12 months' review of account activity should be done.

If the reported issue does not appear to be connected with money laundering, then BAMLCO will close the
issue at his end after putting his comments on the STR/SAR form. If the reported issue appears to be
connected with money laundering or terrorist financing, then BAMLCO will send immediately the details of
the incident in Annexure K to the CAMLCO of Head Office.

Documents to be enclosed with the STR: At the time of forwarding an STR/SAR to the AMLD, BAMLCO
should enclose the following documents with the STR/SAR Form:

> Attested photocopies of Account Opening Form along with submitted documents.
»  Attested photocopies of KYC Profile, Transaction Profile.

» Statement of the Account for at [east last 1 {One) year.

> Aftested photocopies of supporting vouchersfcheques and correspondence.

STR Register: All investigation issues must be documented in a register. The register should include the
investigation issue and the rationale for the disposition of the case. In addition, any unusual activity for which
declsion was taken not to file a STR/SAR should also be documented in the register.

AMLD shall check the sufficiency of the required documents and examine/analyse the reporis received from
BAMLCO and record its observations on the above form and if the reported issue does not appear to be
connected with money laundering, then AMLD will close the issue at their end after putting comments on the
STR/SAR form. If they consider the incident to be reportable, then they will immediately submit the same to
the General Manager, Bangladesh Financial Intelligence Unit (BFIU) through goAML web.

If any transaction or activities is not considered as suspicious at branch level but any transaction or activities
is considered as suspicious by AMLD, then they should submit ‘Suspicious Transaction Report’ to the BF
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19.4.9 At the time of deciding whether or not a report should be submitted to BFIU, all other relevant information
available within the Bank concerning the person or business should be considered, This may include a
review of the followings:

¥ cother transaction patterns and volumes through the account or accounts in the same name,
¥ the length of the relationship, and
> referral to identification records held.

18.4.10 Care should be taken to guard against a report being submitted to BFIU as a matter of routine without
undertaking reasonable internal enquiries to determine that all available information has been taken into
account,

19.411 However, if staff continues to encounter suspicious activities on an account which they have reported
previously, they should continue to make reports whenever a further suspicious transaction oceurs.

19.5 Requirements for Documentation

19.5.1  All suspicious Activity Reports should be kept in custody for the following tenures:

¥ Records of suspicions, which were raised internally with the BAMLCO but not disclosed to CAMLCO,
should be retained for 5 (Five) years from the date of the transaction.

> Records of suspicions, which were raised intemally with the CAMLCO but not disclosed to BFIU, should
be retained for & (Five) years from the date of the transaction.

3 Records of suspicions which the BFIU has advised are of no interest should be retained for a similar
period.

» Records of suspicions that assist with investigations should be retained until The Premier Bank Utd Is
informed by BFIU that they are no longer needed.

19.6 Flow Chart for STR or SAR
19.6.1  The fiow chart of reporting STR/SAR is shown as under:

Detect Unusual Evaluate by Not Suspicious
[ Transaction/Activity ]"' *| Bamco | * ‘__" v
l Close with Proper

Comments & Records

Check the Suspicious
Sufficiency of v
Report 10 BFIV | 4— ency o Arrengy) Proper
Send 1o CCU/AML

19.7 Maintain Secrecy/ Tipping Off

19.7.1  Bank officials should consider the confidentiality of the reporting of STR/SAR. They should not make any
behavior or performance that could tip-off the customer and the customer could be cautious. If there remains
any chance of Tipping off while doing CDD for a suspicious client, ST/SA shall be reported without doing
CDD of the same.
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Chapter : 20

SELF ASSESSMENT & INDEPENDENT TESTING PROCEDURES SYSTEM

20.1 Self Assessment Process (SAR)

20.1.1 Al branches should establish self assessment process that will assess how effectively the branch's anti
money laundering procedures enable management to identify areas of risk or to assess the need for
additional control mechanisms. Branches shall follow the following three steps to assess itself in a quarterly
basis:

m  Prepare Self Assessment Report. Branches shall assess themselves and prepare a Report on the
basis of Self Assessment Checklist (Annexure L) on a half yearly basis. ‘

m  Arange Meeting to Discuss Self Assessment Report Before submitting the self assessment, the
branch shall arrange a meeting of the Branch AML Compliance Committee (BAMLCC) and fo be
presided over by the Branch Manager. The meeting shall -

» discuss the branch’s draft self assessment report,
> identify areas of risk/problem, if any,
» find out ways or recommendations to mitigate the risk/problem areas, and
¥ maintain minutes (as per format given in Annexure M).
Next meetings shall 2lso discuss -
» theissued discussed in the previous meeting,
¥ assigned responsibilities and
. » theirimplementation status.

= Send Self Assessment Report and Meeting Minutes to Head Office: Every branch shall prepare 2
{Two} sets of Self Assessment Report and send along with minutes of the BAMLCC meetings to

»> Internal Control & Compliance Division (ICCD) and

> Anti-Money Laundering Division of Head Office within the 15% day of the next month after
completion of each half.

20.2 Review of Self Assessment Reports

20.2.1  Internal Control & Compliance Division (ICCD) shall perform the following duties:

= Monitoring Unit. Monitoring Wing shall review the Se!f Assessment Reports received from branches on
a half yearly basis. If any area of risk has been identified in the review, then Monitoring wing shall
request Audit & Inspection Wing to conduct a special inspection on the concemed branch instantly.

= Audit & Inspection Unit Audit & Inspection Wing shall conduct a special inspection on the concerned
branch instantly and submit their report to the concemned authority for necessary action.

m  Compliance Unit Compliance Wing, as part of their compliance function, shall ensure branch
compliance (if applicable) to the observations/recommendations made by Audit & Inspection Wing in
their special inspection reports.

203 Independent Testing Procedures System (ITP)

2031 Internal Contro! & Compliance Division (ICCD) shall perform the following duties:

m  Audit & Inspection Department As part of its own yearly Comprehensive Branch Audit Plan, Audit &
Inspection Wing shall check the anti-money laundering performance of thebranches at the time of
performing yearly comprehensive branch audit as per Checklist of Annexure N. Audit & Inspection
Team shall also check AML & CFT Compliance Status of the Branch in addition of their yearly Audit
Plan. Based on their findings, they shall include a separate Para/Chapter on Anti Money Laundering in
their Comprehensive Branch Audit Report containing (a) Branch Score, (b) Observations/Lapses and (c)
Recommendations (if any).

m  Compliance Unit Compliance Wing shall ensure branch compliance to the aforementioned
observations/lapses/recommendations as part of their compliance function of Comprehensive Branch
Audit Report,

= Monitoring Unit: Monitoring Wing shall forward a copy of the Anti Money Laundering Para/Chapte
the Audit Reports to Anti-Money Laundering Division on a Half Yearly basis within the 15t day of,

r ‘4' '\6‘ B a’?,{-

next month after completion of each half year.
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20.4 Duties of AML and ICC Division in_respect of SAP & ITP:

m  AMLD shall examine the Self Assessment Procedure Reports received from branches, prepare an
overall Assessment Report and submit it to the Managing Director & CEQ with comments and
recommendations on a half-yearly basis.

m  AMLD shalf prepare a checklist based Assessment Report (ITP) of the branches inspected in a half year
on the basis of inspection reports submitted by ICCD after inspecting branches, Such report should be
submitted to the Managing Director & CEQ with comments and recommendations. Comments also
should be added taking into consideration of the Self Assessment Procedure Report submitted by the
branches.

= AMLD shalt review the Self Assessment Reports received from branches and if found any risky area,
AMLD should immediately inform the same to the concemed authority and arrange inspection of the
branch through ICCD.

m  AMLD shall submit the Evaluation report of self assessment and submitted inspection/audit reports by
the Intemal Audit Depariment or ICCD along with comments and recommendations of Managing
Director & CEO to the Board of Directors on half yearly basis.

m  AMLD shall submit a report on the above to the Bangladesh Financial Intelligence Unit (BFIV), Head
Office, Dhaka on a half-yearly basis within 60 days after completion of the concerned half year.

204.1  Inthe above report, beside other topics, the following topics must be included:

a) Total number of branch and number of self assessment report received from the branches;

b) The number of branches inspected/audited by the Internal Audit Department at the time of reporting and
the status of the branches (branch wise achieved number);

¢) Same kinds of irregularities that have been seen in maximum number of branches according to the
received self assessment report and measures taken by the AMLD fo prevent those irregularities;

d) The general and special irregulariies mentioned in the report submitted by the Internal Audit
Department and the measures taken by the AMLD to prevent those irregularities;

€} Measures to improve the ratings by ensuring the compliance activiies of the branches that are
evaluated as ‘unsatisfactory’ and ‘marginal’ in the received report.

204.2  Duties and Responsibilities of ICC Division regarding SAP & ITP are discussed in Chapter 6.14.
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Chapter: 21

RECRUITMENT, TRAINING AND AWARENESS

211 Regulatory Requirements for Recruitment ‘

2111 To mitigate the risk of money laundering, terrorist financing and proliferation of weapons of mass destruction,
Bank should follow proper Screening Mechanism in case of recruitment and ensure proper training for their
offictals®s. Details discussed in Chapter 6.16 of this palicy (HR Initiatives}).

21.2 Statutory Requirements for Training

21.21  Clause 23(1)(Cha) of the Money Laundering Prevention Act, requires to provide training and arrange
meeting, seminar etc. for the officers and staffs of the reporting organizations or any other organizations or
institutions as Bangladesh Financial Intelligence Unit (BFIU) may consider appropriate for the purpose of
proper implementation of the Acts.

2122 Since Banks have responsibilities under the Acts in relation to identification, reporting and retention of
records, The Premier Bank Ltd. must ensure that its staffs are adequately trained to discharge their
responsibilities.

21.3 Training and Awareness

2131  Training for Employee: Every employee of the Bank shall have at least basic AML & CFT training that
should cover all the aspects of AML & CFT measures in Bangladesh. Basic AML & CFT training should be at
least Day Long Model having evaluation module of the trainees. Relevant provision of Acts, rules and
circulars, guidelines, regulatory requirements, Suspicious Transaction or Activity Reporting (STR & SAR)
should be covered in basic AML & CFT fraining course. To keep the employees updated about AML & CFT
measures, Bank shall require imparting refreshment training programs of its employees on a regular basis.
Bank shall arrange required traning sessions and/for professional certification course to improve the efficiency
of the CAMLCO & D-CAMLCO or any other concerned official®®. AML & CFT basic training should cover at
least the followings:

> anoverview of AML & CFT initiatives;

relevant provisions of MLPA & ATA and the rules there on;

regulatory requirements as per BFIU circular, circular letters and guidelines;
STR/SAR reporting procedure;

ongoing monitoring and sanction screening mechanism;

V V V V¥V V¥

trade based money laundering training for the trade professional, employees who deal with foreign or
domestic trade;

UNSCR screening related training UNSCR screening related training for all employees who deal with
international fransactions, customer relations and account opening;

> credit fraud and ML related training for all the employees who deal with advance and credit of the Bank;

> customer due diligence and ongoing monitoring of transaction related training for the employees who
conduct transaction of customers.

214 The Need for Staff Awareness

2141  The effectiveness of this Policy depends on the extent to which The Premier Bank Lid. staffs appreciate the
serious nature of the background against which the legislation has been enacted.

v

2142  Itthis context, The PBL shall introduce comprehensive measures to ensure that all staffs are

w  fully aware of their own responsibilities and statutory obligations.
m  aware that they can be personally liable for failure to report in accordance with internal procedures.
m trained in a manner that they cooperate fully and provide prompt reports of suspicious transaction.

21.5 Education and Training Programs

21.5.1  All'relevant staff of the Bank should be educated in “KYC requirements”, covering the followings:
m the need to know the true identity of the customer, and

85 Ref.: Section 11.1 of BFIU Circular No. 19 dated 17-03-2017 of Bangladesh Financial Intelligence Uni (BFIL)
88 Ref.: Section 11.1.2 of BFIU Circular No. 19 dated 17-09-2017 of Bangladesh Financial Intelligence Uit (8FIL)
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= the need to know about the type of business activifies expected in relation to that customer at the oulset
to understand what might constitute a suspicious activity.

216 New Employees

218.1 Al new employees, irrespective of the level of seniority shall be trained on background to money laundering
and the subsequent need for reporting any suspicious fransactions to the Anti Money Laundering
Compliance Officer.

2162  They should be made aware of the importance placed on the reporting of suspicions by the Bank, that there
is a legal requirement to report, and that there is a personal statutory obligation to do so.

217 Customer Service/Tellers/Foreign Exchange Dealers

2171 Members of staff who deal directly with the public are the first point of contact with potential money
launderers. So their efforts are vital to the Bank's anti-money laundering procedures.

21.7.2  These staff must be made aware of
s their legal responsibilities,
m factors that may give rise to suspicions, and
= the procedures to be adopted when a transaction is deemed to be suspicions.

2173  Itis vital that 'front-line’ staffs are made aware of the Bank's policy for dealing with non-regular {walk-in)
customers particularly where large transactions are involved, and the need for exira vigilance in these cases.

2174 Training on Trade-based Money Laundering: To deter siphoning of legally or illegally earned money
abroad, training on “trade based money laundering” along with anti money laundering and anti-terrorism
financing related training programs shall also be arranged for the officials dealing in foreign exchange
transactions®”.

21.8 Processing (Back Office Operations) Staff

21.8.1  Members of staff who are in a position to deal with account opening, or to accept new customers, or to
receive Pay Order/DD/TT/FDR application forms and cheques for deposit into customer's account or other
investments must receive appropriate training on the processing and verification procedures.

21.8.2 In addition, these staff must understand and be trained on:

m the need to verify the identity of the customer,
u the Bank's account opening and customer/client verification procedurss.

21.8.3  Such staff should be aware that:

m the offer of suspicious funds or the request fo undertake a suspicious transaction need to be reported to
the BAMLCO, whether or not the funds are accepted or the transactions proceeded, and
w  must know what procedures to follow in these circumstances.
219 Branch Mznagers

21.8.1  Persons responsible for supervising or managing staff should be provided with a higher level of instruction
covering all aspects of money laundering procedures and also highlight the followings:

a the offences and penalties arising from MLP Acts for non-reporting and assisting money launderers,
m internal reporting procedures, and
= the requirements for verification of identity and the retention of records.

2110  Branch Anti-Money Laundering Compliance Officer (BAMLCO}
21.10.1 BAMLCOs should receive in-depth training on:

> all aspects of the money laundering legislation,

»  Bangladesh Financial Intefligence Unit IBFIU) directives & internal policies,
> validation and reporting of suspicious transactions, and

> new trends and patterns of criminal activity.

5 Ref,: Section 8.4 of ML, & TF Risk Management guidelines of BFIU.
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21.11  Refresher Trainin

21.11.1 In addiion to the above refatively standard requirements, training should be tailored to the needs of
specialized areas of the Bank's business. Contents of training programs should be kept under review and
updated when necessary.

21.11.2  To ensure that staff does not forget thelr responsibilities, Leaming and Talent Develoment Center (LTDC) of
PBL should arrange refresher training at regular intervals, e.g. in alternate years, for all staff of the Bank.

2112  Resource Persons for AML Training Programs

21121 Trainers within The Premier Bank Ltd: A group of trainers within the Bank shall have to be properly trained
up to conduct internal AML training programs as resource persons. If required, guidance/help may be sought
from Bangladesh Financial Intelligence Unit (BFIU) of Bangladesh Bankss.

21.12.2 External Experts as Trainers: External experts from Bangladesh Bank or BIBM or any other local or foreign
agencies may be hired to conduct AML training programs for The Premier Bank Ltd's employees. However,
any personal request/communication for this purpose with any Bangladesh Bank official is prohibited. If it
becomes necessary to engage Bangladesh Bank official(s) to conduct workshopitraining programs for The
Premier Bank Ltd’s employees, request has to be sent to Bangladesh Institute of Bank Management (BIBM)
or Bangladesh Bank Training Academy (BBTA). On request of BIBM/BBTA, the Senior Management of
Bangladesh Bank shall decide to nominate expert lecturerfirainer. Honorarium of the nominated
lectureritrainer shall be payable at the rate applicable for guest lecturers of BIBM/BBTAS,

2113 Posters and Leaflets on AML Awareness: Branches shall ime-to-time distribute leaflets among customers
to make them aware about money laundering and terrorist financing and also arrange to stick posters in
every branch at a visible place. Every Bank shall have to amange public awareness programs like
advertisements through Billboard, poster, leaflet etc™.

21.13.1  Awareness for Mass People/Customer Awareness: Prevention of ML & TF largely depends on awareness
at all level. Public or mass people awareness on AML & CFT measures provides synergies to Banks in
implementing the regulatory requirement. For this, BFIU, Bangladesh Bank, other regulators as well as the
govemment sometimes arrange public awareness programs on AML & CFT issues. Bank should participate
with those initiatives. Bank should also arrange public awareness programs like advertisements through
billboard, poster, festoon and mass media, distribution of handbills, leaflet and so on.

2114  Awareness for Senior Management

21.14.1  For effective implementation of AML & CFT measures in the Bank, PBL shall arrange, at least once in a year,
an awareness program for all the members of its board of directors and people engaged with policy making
of the Bank.

®  Ref. Agenda-12 of Annual CAMLCO Conference-2012 organized by Bangtadesh Bank in Khulna on March 02-04, 2012.
% Ref,: BRPD Circular Mo.-6 dated 31-05-2012 of Banking Regulation & Policy Department of Bangladesh Bank.

7 Ref. Section 11.3 of BFIU Circular No. 19 detad 17-08-2017 of Bangfadesh Financial Intefigence Unit (BFIL)
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Chapter : 22

KEEPING OF RECORDS

221 Statutory Requirements

2211 Clause 25(1){Ka} of the-Money Laundering Prevention Acts, requires to retain correct and full information
used to identify customers during their account relationships.

221.2  Clause 25{(1){Kha) of the Acts requires to retain transaction related records for at least 5 (Five) years after
termination of relationships with the customers.

221.3 The records prepared and maintained by Branches and Head Office on its customer relationships and
transactions should be such that:

> requirements of legislation and BFIU directives are fully met;

» competent third parties wilf be able to assess the Bank's observance of money laundering policies and
procedures;

any fransactions effected via the Bank can be reconstructed;
¥ any customer can be properly identified and located;

> all suspicious reports received internally and those made to Bangladesh Financial Intelligence Unit
{BFIU) can be identified; and

» the Bank can satisfy within a reasonable time any enquiries or court orders from the appropriate
authorities as to disclosure of infarmation.

> all report from the Branch/BAMLCO to AMLD and AMLD or CAMLCO to the concerned authorities
including BFIU are fully covered;

A4

> all training information and the effectiveness of training are fully recorded.

22.2 Racords refating to Customer [nformation

22.21  In relation to the evidence of a customer's identity, Bank shall keep a copy of evidence of the customer's
identity including the references obtained during the application of CDD measures.

222.2  Bank shall keep copy of confirmation of identity certificate; this certificate will be the evidence of identity of
customer that must be kept.

22.2.3  Bank shall hold additional information in respect of a customer obtained for the purposes of enhanced
customer due diligence (EDD) or ongoing monitoring.

2224  Records of identification evidence should be kept for a period of at least five years after the relationship with
the customer has ended. The date when the relationship with the customer ends is the date;

v

an occasional transaction, or the last in a serfies of linked transactions, is carried out; or
> the business relationship ended, i.e. the closing of the account or accounts.

223 Records relating to Transactions

2231 Details of Personal Identity, including the names and addresses, etc. as prescribed by Bangladesh
Financial intelligence Unit (BFIU) Circufar No. 19 dated 17-09-2017 and subsequent directives pertaining to:

1}  the customer;

2) the beneficial owner of the account or product;

3) the non-account holder conducting any one-off transaction;
4)  any counter-party;

223.2  Details of transaction including:

1) the nature of such transactions;

2) customer's instruction(s) and authority (ies);
3) source(s) and volume of funds;

4)  destination(s) of funds;

5) book entries;

6) custody of documentation;

ML & TF Risk Management Guldalines Page 79 of 153 All Rights Reserved ® The Premier Bank Ltd.



. The Premier Bank Limited
Bank
Premier Berk AML & CFT Division, Head Office, Dhaka

2233
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226.2
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7) the date of the transaction;
8) the form (credit/debit slips, cheques) in which funds are offered and paid out.

These records of identity must be kept for at least 5 (Five) years from the date when the relationship with the
customer has been terminated. This is the date of:

i. the carrying out of the one-off transaction, or the last transaction in a series of linked one-off
transactions; or

fi. the ending of the business relationship; or
iil. ~ the commencement of proceedings to recover debts payable on insolvency.

Records relating to Internal and External Reports
Bank should make and retain:

¥ Records of actions taken under the internal and extemal reporting requirements; and

> When the nominated officer has considered information or other material concerning possible money
laundering but has not made a report to BFIU, a record of the other material that was considered.

% In addition, copies of any STRs made to the BFIU should be retained for five years.

» Records of all internal and external reports should be retained for five years from the date the report
was made.

Records relating to Wire Transfer Transactions

Investigations of major money {aundering cases have shown that criminals make exlensive use of
telegraphic transfers (TT) and electronic payment and message systems because of the complexity of cross-
border investigations. Investigations become more difficult if the identity of the original ordering customer or
the ultimate beneficfary is not clearly shown in a TT and electronic payment message instruction.

In such a situation, all branches must include accurate and meaningful information of the followings on all
outgoing funds transfers:

> the originator (name, account number, and where possible address),
¥ the beneficiary {account name and/or account number} and
> the related messages that are sent.

All these information should remain with the transfer or related message throughout the payment chain.
Records of electronic payments and messages must be kept for at least 5 (Five) years.

Records relating to Investigations

The only valid role that a Bank plays in assisling law enforcement agencies, investigating a money
laundering case, is a provider of relevant information, particularly where the money launderer has used a
complex web of transactions specifically for the purpose of confusing the audit trail.

Where The Premier Bank Ltd. has submitted a report of suspicious activity to BFIU or where the branch
knows that a client or transaction is under investigation, the Branches shall not destroy any relevant records
without the agreement of the BFIU even though the § (Five) years limit may has been reached.

The Branches and AMLD at Head Office shall maintain a register or tabular records of all investigations
related to anti-money laundeting made to it by the BFIU and all disclosures to the BFIU. The register should
contain at a minimum the following details:

i) the date and nature of the enquiry,
ify detalls of the account(s) involved; and
iy be maintained for a period of at least 5 years.

Records relating to Training and Compliance

Bank shall keep the records and related documents of any training, seminar, workshop, audit, visit and
special visit related to ML & TF for § ysars™. Leaming & Talend Development Center {Training Institute of
The Premier Bank Ltd.) will conduct training courses on anti money laundering & terrorist financing 3
maintain records of the followings:

i) details of the confent of the fraining programs provided,

7L Ref: Section 12.2 of BFIU Cireular No. 19 dated 17-00-2017 of Bangladesh Financial Intelligence Unit (BFIU)
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fiy the names of staff, who have received the training,
iy the date on which the training was delivered,

iv) the resuits of any festing caried out to measure staff understanding of the money laundering
requirements, and

v)  an on-going training plan.
vi) reports by the officials to senior management; and
vii) records of consideration of those reports and any action taken as a consequence,

22.8 Formats and Retrieval of Records

22.8.1  Records may be retained in any of the following formats:
> documents can be retained in their original hard copy form, or
> the Bank may establish reliable procedures for holding records in microfiche or electronic form.
Whatever the format may be, all records should be capable of retrieval without undue delay.

22.8.2 Record requirements are the same regardless of the format in which they are kept or whether the
transaction was undertaken by paper or electronic mears. Documents held centrally must be capable of

> distinguishing between the transactions relating to different customers, and
¥ identifying where the transaction took place and in what form.
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Chapter : 23
PROCESS FLOW CHART

231 Process Flow Chart

Customer Acceptance Criteria
Background, Education, Lifestyle, Occupation, Criminal Records ete.

Customer ldentification
Information Needs: Name, Parents, Date of Birth, Address, Occupation etc.
Documentary Requirement: Photograph, Passport, Nafional IDf Smart ID, Birth Certificate etc.
Verify Address: Wiity Bill, Thanks Letter efc.

Know Your Customer (KYC) Procedure
Risk Assessment
Risk Classification of Customer: High Rick and Low Risk

Monitoring Transactions
Daily Review of Accounts
Monthly KYC Exceptions Report
Summary Review of Monthly Exceptions Report

Review of Monthly Exceptions Report
Discuss in Monthly Meeting

If required, discuss with the customer
If not satisfies with customer's answer, file an STR

Suspicious Transaction Reporting {STR}
Any Officer may report to BAMLCO
After proper analysis and investigation, BAMLCO may forward the STR/SAR to CAMLCO
After proper analysis and investigation, CAMLCO may forward the STR/SAR to BFIU
STR Register should be maintained.

Self Assessment by Branch
Half Yearly Assessment: Report sent to ICCD and CCU/AML

+

Independent Testing Procedure by ICCD
ICCD shall analyze Self Assessment Report and inspect branch if feels necessary
ICCD shall include separate chapter on AML in their branch audit report
CCU/AML shall report on a Half year basis to MD & CEOQ, Board of Directors and BFIU

Keeping of Records
All records must be kept for at least 5 years after relationship is closed.

Files under investigation must be kept until the case is closed/ instructed by BFIU.

Training and Awareness
Yearly Training Plan.
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Chapter : 24

TERRORIST FINANCING & PROLIFERATION FINANCING POLICY

Definitions under Anti-Terrorism Act’

Section 7 of the Anti-Terrorism (Amendment) Act, 2013 defines the offence of terrorist financing as follows:

“Terrorist Financing’ means -

If any person or enfity willfully provides, receives, collects or makes arrangements for money, service or any
other property, whether from legitimate or illegitimate source, by any means, directly or indirectly, with the
intention that, it would, in full or in part, be used -

(a)  to carry out terrorist activity; or

b) by a terrorist person or entity for any purpose, or is in the knowledge that it may be used by a terrorist
person or entity the said person or entity shall be deemed to have committed the offence of terrorist
financing.

Moreover, conviction for terrorist financing shall not depend on any requirement that the fund, service
or any other property was actually used to carry out or direct or attempt to carry out a temorist act or
be linked to a specific terrorist act.

Obligations of Re'gorting Banks

Obligations under ATA, 2009: Every Bank should take necessary measures, with appropriate caution and
responsibility, to prevent and identify financial transactions through which it is connected to any offence
under ATA, 2009 and if any suspicious transaction is identified, the agency shall spontaneously report it to
Bangladesh Bank without any delay. The Board of Directors, or in the absence of the Board of Directors, the
Chief Executive, by whatever name called, of each Bank should approve and issue directions regarding the
duties of its officers, and shall ascertain whether the directions issued by Bangladesh Bank under section 15
of ATA, 2009; which are applicable to the Bank, have been complied with or not,

Obligations under BFIU Circular-19, dated 17/09/2017: Every Bank shall establish a procedure by
approval of Board of Directors for detection and prevention of financing of terrorism and financing of
proliferation of weapons of mass destruction, shall issue instructions about the duties of Bank officials, review
those instruction time to time and ensure that they are complying with the instructions issued by BFIU. Before
any international business transaction, every Bank will review the transaction to identify whether the
concerned parties of those transactions are individual or entity of the listed individual or entity of any
resolution of United Nation Security Council or listed or proscribed by Bangladesh government. Immediately
after the identification of any account of any listed individual or entity concerned Bank will stop that
transaction and inform BFIU the detail information at the following working day.

Why We Must Combat Financing of Terrorism?

Financing of terrorism was criminalized under United Nations International Convention for the Suppression of
the Financing of Terrorism in 1899. To reinforce the 1999 convention, United Nations adopted UNSC
Resolutions 1373 and 1390 directing member states to criminalize Financing of Terrorism and adopt
regulatory regimes to detect, deter and freeze terrorists’ assets. The resolutions oblige all states to deny
financing, support and safe harbor for terrorists.

Bangladesh has actively involved in multinational and international institutions. Its international relationship
and business, Banking business in particular are regulated by some domestic and international regulations.
So it is mandatory to abide by those regulations. Financial Action Task Force (FATF), the international
standard setter, adopted Special Eight Recommendations on Terrorist Financing. So PBL must be Involved
in international effort to combat Financing of Terrorism.

Itis increasingly evident that terrorists and their organizations need to raise significant amounts of cash for a
wide variety of purposes for recruitment, training, travel and materials as well as payment for safe heaven
protection. So to root up terrorism, we must stop the flow of funds that keep them in business.

The consequences of allowing the financial system to facilitate the movement of terrorist money are So
horrendous that every effort must be made to prevent this from happening. So combating money launderipa
and financing of terrorism are not only a regulatory requirement but also an act of self interest.
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Chapter: 25

NECESSITY, SOURCE & MOVEMENT OF FUNDS FOR TERRORIST

254 Necessity of Funds by Terrorist

25.1 Terrorist organizations need money to operate. Weapons and ammunition are expensive. Major international
operations require substantial investments for personnel, training, fravel and logistics. Organizations must
have substantial fundraising operations as well as mechanisms for moving funds to the organization and later
to terrorist operators. These functions entail considerable risk of detection by authorities but also pose major
challenges to both the terrorists and intelligence agencies.

25.2 Sources /Raising of Fund

2521  In general, terrorist organizations may raise funds through legitimate sources including through abuse of
charitable entities or legitimate businesses and self-financing, criminal activity, state sponsors and activities
in failed states and other safe havens.

253 Movement of Terrorist Fund
2531 There are three main methods to move money or transfer value. These are:

1. the use of the financial system,
2. the physical movement of money for example through the use of cash couriers and
3. the International trade system.

2532 Often terrorist organizations will abuse altemative remittance systems (ARS), charities, or other captive
entities to disguise their use of these three methods to fransfer value. Terrorist organizations use all three
methods to maintain ongoing operation of the terrorist organization and undertake specific terrorist activities.

25.3.3 Formal Financiat Sector

25.3.3.1 Financial institutions and other regulated financial service providers' services and products available through
the formal financial sector serve as vehicles for moving funds that support terrorist organizations and fund
acts of terrorism. The speed and ease with which funds can be moved within the international financial
system allow terrorists to move funds efficiently and effectively and often without detection between and
within jurisdictions.

25.3.3.2 Combined with other mechanisms such as offshore corporate entities, formal financial institutions can
provide terrorists with the cover they need to conduct transactions and launder proceeds of crime when such
activity goes undetected.

25.3.4 Cash Couriers

25.3.4.1 The physical movement of cash is one way terrarists can move funds without encountering the AML/CFT
safeguards established in financial institutions. It has been suggested that some groups have converted cash
into high-value and hard-to-trace commodities such as gold or precious stones in order to move assets
outside of the financial system. The movement of cash across the borders is prevalent in the cash based
economy and where the electronic Banking system remains embryonic or is little used by the populace.

2534.2 Moving money using cash couriers may be expensive relative to wire transfers. As legitimate financial
institufions tighten their due diligence practices it has become an atiractive method of transferring funds
without leaving an audit trail. When cross border remittance of cash is inferdicted, the origin and the end use
of cash can be unclear. Cash raised and moved for terrorist purposes can be at very low levels - making
detection and interdiction difficult.

253.5 Use of Alternative Remittance Systems (ARS)

25.3.5.1 Alternative remittance systems (ARS) are used by terrorist organizations for convenience and access. ARS
have the additional attraction of weaker and/or less opaque record-keeping and in many locations may be
subject to generally less stringent regulatory oversight. Although FATF standards call for significantly
strengthened controls over such service providers, the level of anonymity and the rapidity that such systems
offer have served to make them a favored mechanism for terrorists,

254 Use of Charities and Non-Profit Organizations

254.1  Charilies are attractive to terrorist networks as a means to move funds. Many thousands of legitimd
charitable organizations exist all over the world that serve the interests of all societies, and often tragkf
funds to and from highly distressed parts of the globe. Terrorist abuses of the charitable sector have incl
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exploitation of the charitable sector by charities affiliated with terrorist organizations. The sheer volume of
funds and other assets held by the charitable sector means that the diversion of even a very small
percentage of these funds to support terrorism constitutes a grave problem.

255 Trade Sector

2551 The intemational frade system is subject fo a wide range of risks and vulnerabilities which provide terrorist
organizations the opportunity to transfer value and goods through seemingly legitimate trade flows. To exploit
the trade system for terrorist financing purposes could assist in the development of measures to identify and
combat such activity.

256 Targeted Financial Sanctions (TFS)

256.1 In recent years, the concept and strategy of targeted sanctions imposed by the United Nations Security
Council under Chapter VII of the Charter of the United Nations have been receiving increased attention. The
targeted financial sanctions represent a potential refinement of the sanctions tool that could be used in
conjunction with other coercive efforts, such as travel bans, to minimize the unintended effecls of
comprehensive sanctions and achieve greater effectiveness,

2562 To implement TFS in Bangladesh, a separate section has been included in AT Act, 2009 through
amendment of AT Act 2013. Section 20{Ka) of AT Act, 2013 covers all the requirements under UNSCR's tool
were taken and will be taken under chapter Vil of the charter of UN.

25.6.3  For effective implementation of TFS relating to TF & PF Bank shoul have automated screening mechanism
that could prohibit any listed individuals or entities to enter into the Banking channel. The Bank should
operate in such system whether they could detect any listed individuals or entities prior to establish any
refationship with them. In particular, Bank need to emphasize on account opening and any kind of foreign
exchange transaction through an automated screening mechanism so that any listed individuals or entities
could not use the formal financial channel,

2564  Inaword, Bank shall ensure that screening has done before -

¥ any international relationship or fransaction;

> opening any account or establishing relationship domestically.
256.5  For proper implementation of UN sanction list, Bank officials must have enough knowledge about -
legal obligation and consequences of non-compliance;
sources of information;
what to do and how to do with sanction list;
transactional review;
how to deal with *false positives';
tow to deal with actual match;
how to deal with ‘aggrieved person or entity’;

how to exercise "exemption’ requirements;

V ¥V V V VvV V V V¥V V¥V

listing & de-listing process.
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Chapter ; 26

REQUIREMENTS OF THE LAW

261 Reguirements of the Anti-Terrorism Acts

26.1.1  The legisiation specifically relating to financing of terrorism is contained in the Anfi-Terrorism Act, 2009 {Act
No. 16 of 2009) [as amended vide Anti-Terrorism {Amendment) Act, 2012 (Act No. 6 of 2012) and
{Amendment) Act, 2013 (Act No. 16 of 2013)], the provisions of which supersedes whatever may contain in
any other Act in force in Bangladesh.

26.1.2  Sofar as Banks are concerned, the Act:

m defines the circumstances, which consfitute the offence of terrorist act and the offence of terrorist
financing [Sections 6(1), 7(1), 8, 8(1), 8(2), 10, 11, 12, 13, and 14(1)];

m provides penalties for the commission of the offences [Sections 6(2), 6(3), 6{4), 7(3). 7(4), 8, 9(3), 10,
11,12, 13 and 14(1));

m defines the powers and authorities of Bangladesh Bank for the purpose of combating financing of
terrorism [Section 15, and

w defines the responsibilities of reporting organizations for the purpose of combating financing of terrorism
[Section 16].

26.2 Responsibilities of the Reporting Organizations under the AT Acts

26.2.1  The Act defines the responsibilities of reporting organizations for the purpose of combating financing of
terrorism in Sections 16(1) and 16(2) as follows:

(iy System Development: To develop necessary procedures, with caution and responsibility, to prevent
and detect any financial transaction that may be connected with the offence of terrorist financing under
this Act [Section 16(1)];

(i) STR Reporting: To report to Bangladesh Bank, without delay, on detection of any suspicious
transaction [Section 16(1)];

(iii) Fixing up of Responsibility: The Board of Directors, or Managing Director & CEQ in case of absence
of the Board of Directors, to approve and issue instructions regarding the responsibilities of the Bank's
officials [Section 16(2)]; and

(iv) Ensure Compfiance: To ensure compliance of Bangladesh Bank instructions issued under Section 15
of the Act [Section 16(2)].

26.3 Role of PBL in Preventing TF & PF
26.3.1  In preventing Terrorist Financing & Proliferation Financing, PBL perform the following roles:

> PBL shall establish a procedure by the approval of Board of Directors for detection and prevention of
financing of terrorism and financing in proliferation of weapons of mass destruction, shall issue
instructions about the duties of Bank officials, review those instruction time to time and ensure that they
are complying with the instructions issued by BFIU,

> Bank shall take necessary measures, with appropriate caution and responsibility, to prevent and identify
financial transactions through which it is connecled to any offence under AT Acts and if any suspicious
transaction is identified, the Bank shall spontaneously report it to Bangladesh Bank without any delay.

> If any news of activities of financing of terrorism and financing of proliferation of weapons of mass
destruction are published in any mass media, Bank shall send the details of the accounts {if any is found
with them) of any persons who are engaged in those activities to BFIU immediately.

> Bank shall maintain and update the listed individuals and entities in electronic form and regularly run a
check at the website of United Nations for updated list. They should run regular check on the given
parameters, including transactional review, to verify whelher individuals or entities listed by the
respective UNSCR Committee are holding any funds, financial assets or economic resources or related
services or having any form of relationship with them,

> Bank shall run a check on the given parameters, including transactional review, to verify whether
individuals or entifies listed or scheduled under the AT Acts; individuals or entities owned or controlled
directly or indirectly by such persons or entities, as well as persons and entities acting on behalf of, or 37
the direction of, individuals or entities listed or scheduled under the Acts are holding any funds, fina &
assets or economic resources or related services or having any form of relationship with them.
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26.4 Powers and Responsibilities of Bangladesh Bank under AT Acts

2641 The Act gives Bangladesh Bank broad responsibility for prevention and detection of any transaction that
facilitates financing of terrorism and wide-ranging powers to take adequate measures to prevent such
transactions, facilitate its detection, monitor its incidence and enforce rules under the Act. The powers and
responsibilities of Bangladesh Bank are [Section 15);

{i) to collect suspicious transaction from reporting agency, analyze or review the same and to collect
additional information relating thereto for the purpose of analyzing or reviewing the same and
maintain record or database of them and, as the case may be, provide with the said information or
report to the police or other concerned law enforcement agencies for taking necessary actions.

(i) if there is reasonable ground to suspect that a transaction is connected to terrorist activities, to issue
a written order fo the respective reporting agency to suspend or freeze transactions of that relevant
account for a period not exceeding 30 (thirty) days and, if it appears necessary to reveal comect
information relating to transactions of the said account, such suspension or freezing order may be
extended for an additional term not exceeding 6 (six) months by 30 (thirty) days at a time.

(i)  to monitor and supervise activities of the reporting organizations.

(iv)  to give directions to the reporting agencies to fake preventive steps to prevent financing of terrorist
activities and proliferation of weapons of mass destructions (WMD).

{v)  to monitor the compliance of the reporting agencies and to carry oul on-site inspection of the
reporting agencies for carrying out any purpose of this Act.

{vi) to provide training to the officers and employees of the reporting agencies for the purpose of
identification of suspicious transactions and prevention of financing of terrorist activities.

(viij  Bangladesh Bank, on identification of a reporting agency or any of its customers as being involved in
a suspicious transaction connected o financing of terrorist activities, shall inform the same to the
police or the appropriate law enforcement agency and provide all necessary cooperation to facilitate
their inquiries and investigations into the matter.

(viii)  1f the offence is committed in another country or the frial of an offence is pending in another country,
Bangladesh Bank shall take steps to seize the accounts of any person or entity upon request of the
foreign state or pursuant to any intemational, regional or bilateral agreement, United Nations
conventions ratified by the Govemment of Bangladesh or respective resolutions adopted by the
United Nations Security Council,

{ix)  The fund seized under Section 15(3) shall be subject to disposal by the concemed court or pursuant
to the concerned agreements, conventions or resolutions adopted by the United Nations Security
Council,

(x}  The power and responsibiliies of Bangladesh Bank under the provisions of this Act shall be
exercised by Bangladesh Financial Intelligence Unit (BFIU), and if Bangladesh Financial Intelligence
Unit requests to provide with any information under this Act, all the governmental, semi-governmental
or autonomous bodies, or any other relevant institutions or organizations shall, on such request.or, as
the case may be, spontaneously provide it with such information.

{xi)  Bangladesh Financial Intelligence Unit shall, on request or, as the cases may be, spontaneously
provide the financial intelligence units of other countries or any other similar foreign counterparts with
any information relating to terrorist activities or financing of terrorist activities.

(xii) ~ For the interest of investigation relating to financing of terrorist activities, the law enforcement

agencies shall have the right to access any document or file of any Bank under the foliowing
conditions:

(a) according to an order passed by a competent court or special tribunal: or
(b} with the approval of the Bangladesh Bank.
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26.5 Penalties for Non-Compliance to AT Acts and Directives of Bangladesh Bank

265.1 The Act provides penalties in Sections 16(3) and 16{(4) for failure to comply with Bangladesh Bank
instructions, or for providing erroneous information or false information or statement as follows:

(i) Cash Penalty. If any reporting organization fails to comply with any instruction given by Bangladesh
Bank under Section 15 of the Act, or willfully provides any erroneous information or provides any false
information or statement, then Bangladesh Bank may impose cash penaity of not exceeding Tk. 25
(twenty five) lac upon that reporting organization [Section 15 (8) & 16(3)];

(i) Cancellation of Permission or License: In addition to the above-mentioned cash penalty, Bangladesh
Bank may suspend the regisiration or license with intent to stop operation of the said agency or any of
its branches, service centers, booths or agents within Bangladesh or, as the case may be, shall inform
the registering or licensing authority about the subject matter to take appropriate action against the
agency [Section 15 {8) & 16(3));

{ii)y Cash Penalty for Higher Management: If the Board of Directors, or in the absence of the Board of
Directors, the Chief Executive Officer, by whatever name called, of any reporting organization fails to
comply with the provision of Section 16(2), the Chairman of the Board of Directors, or the Chief
Executive Officer, as the case may be, shall be liable to pay a fine, determined and directed by
Bangladesh Bank, not exceeding taka 25 (twenty five) lac, and Bangladesh Bank may remove the said
person from his office or, as the case may be, shall inform the competent authority about the subject
matter to take appropriate action against the person;

(iv) Realization of Penalty by Bangfadesh Bank: If the reporting agency fails to pay or does not pay any
fine imposed by Bangladesh Bank according to Section 15(8), Bangladesh Bank may recover the
amount from the reporting agency by debiting its accounts maintained in any other Bank or financial
institution or in Bangladesh Bank and in case of any unrealized or unpaid amount, Bangladesh Bank
may, if necessary, apply before the concerned court for recovery;

(v} Realization of Penalty from Higher Management by Bangladesh Bank: If the reporting agency fails
to pay or does not pay any fine imposed by Bangladesh Bank under Section 16(3), or if the Chairman of
the Board of Directors, or the Chief Executive Officer, by whatever name called, fails to pay or does not
pay any fine imposed by Bangladesh Bank under Section 16(4), Bangladesh Bank may recover the
amount from the reporting agency or from the account of the concemed person by debiting any account
maintained by him in any Bank or financial institution or in Bangladesh Bank, and in case of any
unrealized or unpaid amount, Bangladesh Bank may, if necessary, apply before the concemed court for
recovery[Section 16{4)].

26.6 Offence related to Terrorist Activity and Terrorist Financing

266.1 Offences related fo terrorist activity and terrorist financing, as defined under the Act, are, in summary:

The Act of Terrorism [Section 6].
Financing of Terrorism [Section 7.

Membershin of a Banned Organization [Section 8).

Support to a Banned Organization [Section 9).
Criminal Conspiracy to Commit an Offence [Section 10].

Attempt to Commit an Offence [Section 11].
Aid or Abetment to Commit an Offence [Section 12].

Instigation to the Act of Terrorism [Section 13].

Sheitering the Criminal [Section 14).

26.7 Penalties for Offence related to Terrorist Activity and Terrorist Financing

All offences under the Act are cognizable and non-bailable [Section 38}, All penalties for commencement of
the offences have prison terms and/or cash penalties as prescribed in the Act. Penaities for commencement
of the offences of terrorist financing as prescribed in the Act are as follows:

26.7.1  Punishment and Penalty of Terrorism; Any parson or foreigner commits any offence under Section 6
person shall be punished with death or imprisonment for life or minimum 4 (four) and maximum 14 (fou

years of imprisonment and in addition to that a fine may also be imposed [Section 6 2)]. M
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26.7.2  Penalty for Offence of Terrotist Financing: Any person engaged in terrorist financing shall be punishable
with rigorous imprisonment for a term not exceeding 20 (twenty) years but not less than 4 (four) years, and in
addition to that, a fine equivalent to twice the value of the property involved with the offence or taka 10{ten}
lac, whichever is greater, may be imposed [Section 7(3)).

2673  Penalty for the Offence Committed by an Entity: If any entity has been engaged in terrorist financing
offence, then such entity may be banned under Section 18 of the Act, and in addition to this, cash penalty of
thrice the value of the property involved with the offence or Tk. 50 (Fifty) lac, whichever is higher may be
imposed [Section 7{4)(Ka)).

26.74  Additional Penalty for the Chief of the Entity: The chief of that entity, who may be called as Chairman,
Managing Director, Chief Executive or in any other name, shall be punishable with imprisonment for a term of
minimum 4 (Four} years up to maximum 20 {Twenty) years, and in addition to this, shall be fined with twice
the value of the property involved with the offence or Tk. 20 (Twenty) lac, whichever is higher, unless he/she
can prove that such offence was committed without histher knowledge or that hefshe has tried to the best of
hisfher ability to prevent the same [Section 7{4)(Kha}].

26.7.5 Penalty for Membership of a Banned Organization: If any person is or claims to be a member of a
prohibited entity under section 18, he shall commit an offence and be punished with imprisonment for a term
not exceeding 6 (six) months, or a fine, or with both [Section 8].

26.7.6  Penalty for Support to a Banned Organization: If any person is convicted of any of the offences under
Sections 9(1) or 9(2), he shall be punished with imprisonment for a term not exceeding 7 (seven) years but
not less than 2 (two) years, and in addition to that a fine may be imposed [Section 9(3)].

26.7.7  Penaity for Criminal Conspiracy: If any person does criminal conspiracy for committing an offence under
the Act, he shall be deemed to have committed an offence and be punished with imprisonment for a term not
exceeding two thirds of the maximum punishment prescribed for that offence, or a fine, or with both; and if
the offence is punishable with death, the punishment for the offence shall be imprisonment for life or
imprisonment for a term not exceeding 14 (fourteen) years, but not less than 4 (four) years [Section 10).

26.7.8  Penalty for Atfempt to Commit an Offence: If any person or entity attempts to commit an offence under
the Act, the person or entity shall be deemed to have committed an offence, and the person or the head of
the entity, whether he is designated as Chairman, Managing Director, Chief Executive or any other name,
shall be punished with imprisonment for a term not exceeding two thirds of the maximum punishment
prescribed for that offence, or a fine, or with both; and if the offence Is punishable with death, the punishment
for the offence shall be imprisonment for life or rigorous imprisonment for a term not exceeding 14 (fourteen)
years, but not less than 4 (four) years; and in addition to that actions may be taken under Section 18 [Secion
1].

26.7.9  Penalty for Aid or Abetment to Commit_an Offence: If any person or entity, to commit any offence
punishable under the Act -

{a) aids or abets; or

{b) participates as an accomplice; or
{c) organizes or directs others; or
{d) contributes,

the person or entity shall be deemed to have committed an offence, and the person or the head of the entity,
whether he Is designated as Chairman, Managing Director, Chief Executive or any other name, shall be
punished with imprisonment for a term not exceeding two thirds of the maximum punishment prescribed for
that offence, or a fine, or with both; and if the offence is punishable with death, the punishment for the
offence shall be imprisonment for life o rigorous imprisonment for a term not exceeding 14 (fourteen) years,
but not less 4 (four) years; and in addition to that actions may be taken under section 18 against the relevant
entity (Section 12).

26.7.10 Penalty for Instigation to the Act of Terrorism: If any person, by his activities or participation, prepares or
distributes any document, or by transmitting any information through any print or electronic or any other
media, or through any apparatus, assistance or technology or training, assists any person or entity knowing
that the said document, apparatus, assistance or technology or training shall be used in committing any
offence under the Act or any such person or entity shall use the same for committing similar offences, he
shall be deemed to have instigated terrorist activities; and he shall be punished with imprisonment for a te
not exceeding two thirds of the maximum punishment prescribed for that offence, or a fine, or with both; an
if the offence is punishable with death, the punishment for the offence shafl be imprisonment for life
imprisonment for a term not exceeding 14 (fourteen) years, but not less than 4 (four) years (Section 13).
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26.7.11 Penalty for Sheltering the Criminal:

{1) If any person harbors or conceals a person whom he knows or has reason fo believe to be the offender, with the
intention of screening him from legal punishment, he shall, -

(a) if the offence is punishable with death, be punished with an imprisonment for a term not exceeding 5 (five)
years, and in addition to that a fine may also be imposed; or

(by if the offence is punishable with imprisonment for life or with imprisonment for any other term, be punished
with imprisonment for a term not exceeding 3 (three) years, and in addition 1o that a fine may also be imposed.

{2) The provisions of Section 14(1) shall not extend to any case in which the offence of harbor or concealment is
committed by the husband, wife, son, daughter, father or mother of the offender.

{3) Where the offence of harbor or concealment is committed by any entity, the provisions of Section 14(1) shall apply
to the person who is in the charge of the entity as the Chairman, Managing Director, Chief Executive or in any other
designation unless he is able to prove that the said offence was committed without his knowledge or he had tried his
best to prevent the commission of such offence.
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Chapter : 27
ANTI-TERRORIST FINANCING PROCEDURES

Procedures

The Premier Bank Ltd. {PBL) believes that strict adherence to our Anti-Money Laundering Policy and Know
Your Customer (KYC) Policy provide the basic AML controls which also serve as primary controls for
detection and prevention of terrorist financing. Therefore, in addition fo the existing AML poticy, the following
extra due diligence and vigilance must be exercised to detect and prevent financing of terrorism.

Tools for Anti-Terrorist Financing

The following two policies will be the tools for the Bank to combat against financing of terrarism:

m  Basic Tool: Anti-Money Laundering Policy of the Bank.
= Supporting Tool: Customer Acceptance Policy and Know Your Customer (KYC) Policy of the Bank.

General Procedures for Customer Due Diligence (CDDYKnow Your Customer (KYC)

The uniform Account Opening Forms including Transaction Profile and CDD/KYC Profiles provided by
Bangladesh Financia! Intelligence Unit (BFIU) will be the integral part for establishing account relationship.
They are mandatory and a vital reference point to all account relationship.

With regard to CDD/KYC, Transaction Profite, Customers Risk Assessment, Record Keeping and Suspicious
Transaction Reporting, branches will foliow the procedure as detailed in the Anti-Money Laundering Policy,
Customer Acceptance Policy and Know Your Customer (KYC) Policy of the Bank.

While COD/KYC is an important component of the AML/CFT process, the ongoing monitoring of individual
transactions on customer accounts is critical to improve our ability to detect criminal activity.

The IT Division will be responsible for developing automated systems and processes for classifying
customers on the basis of risk matrix provided by Bangladesh Financial Intelligence Unit (BFIU) and
monitoring transactions with the transaction profile provided by the customers. These systems will improve
our ability to detect unusual transactions, help the authorities to identify and respond to the money laundering
and ferrorist financing techniques. PBL will continue to enhance the use of automated systems to monitor
account activities and, in conjunction with the relevant authorities, to respond to new and more sophisticated
trends and techniques adopted by criminals.

Branch Managers and/or BAMLCOs will monitor customers transactions regularly in order to identify
suspicious transaction/activities (ST/SA) relates to both money laundering and terrorist financing. They wil
also oversee the day-to-day activities at the branch and confirm compliance of the instructions of concemed
authorities,

Politically Exposed Persons {(PEPs), Influential Persons (IPs), Chief Executive of any International
Organization or any Top Level Official and their close Family Members & Assoclates

Enhanced due diligence must be exercised for opening accounts of Politically Exposed Persons (PEPs),
Influential Persons (IPs) (if considered High Risk), Chief Executive of any Intemational Organization or any
Top Level Official (if considered High Risk) and their close Family Members & Associates in line with
Chapter 12.5 of this Policy.

The account activity of the PEPs, IPs (if considered High Risk), Chief Executive of any International
Organization or any Top Level Official (if considered High Risk) and their close Family Members &
Associales accounts must be monitored to so that any changes may be detected, and consideration can be
given as to whether such change suggests corruption or misuse of public assets. This includes close scrutiny
of receipts of large sums not consistent with the occupation or business of before mentioned PEPs, IPs,
Chief Executive of any Intemational Organization or any Top Level Official and their close Family Members &
Associates.

Trade Sector/Correspondent Banking Relationships

The international trade system s subject to a wide range of risks and vulnerabllities which provide terrorist
organizations the opportunity fo transfer value and goods through seemingly legitimate trade flows. To exploit
the trade system for terrorist financing purposes could assist in the development of measures to identify aps
combat such activity. Corespondent Banking relationships create a risk that the other Bank's customers g8

be using that Bank to launder funds or finance terrorism. !t is not necessarily possible to conduct{fld

diligence on that Bank's customer base and as such, these relationships require additional care and attef
to guard against becoming unwilling participants in this activity. The essential requirements for establis g

e

v
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and continuing correspondent Banking relationship as mentioned in Chapter 16 of this Policy must be strictly
complied with,

27.6 Automated Screening Mechanism of UNSCRs

276.1  For effective implementation of TFS relating to TF&PF, The Premier Bank Ltd. is using an international
recognized software name the nSCREEN & nSMARTLite. Furthermore, IT Division of PBL is developing
software for screening of UN and Local Sanction Lists. This software enables our Bank to set up and
manage a 'watch list'. The list enables Bank to check customers when they are added or maintained and also
to identify Individuals, companies or other entitles that on the watch list when they are making or receiving
payments in order to comply with International and regional regulations. This software permits intelligent
matching of the text of an inward or outward payment message or the name and address of a customer,
against a list of proscribed entities provided by a national or intemational agency. After a decision has been
made on the case, the transaction in Equation that prompted the case is then either cancelled or released.

27.7 Non-Profit & NGO Sector

27.71  Accounts of Charities, Non-Profit Organizations (NPO), Non-Government Organizations (NGO to be freated
as high risk accounts by default and Enhanced Due Diligence (EDD) must be performed for opening and
operating such accounts in relation to combat financing of terrorism.

27.8 Domestic Wire Transfer

27.81  Information accompanying all domestic wire transfers must include complete originator information i.e.
Name, Address, Contact No., Source of Fund/Purpose of Transaction etc. Details discussed in Chapter 13.3
of this policy.

fr

279 Cross Border Wire Transfer

27.9.1 Al cross border wire transfers must be accompanied by accurate and meaningful information. Details
discussed in Chapter 13.2 of this policy.

27.10  Reporting of Suspicious Transactions

27101 If any transaction or any attempt of transaction of a customer creates reasonable ground to believe that the
fund or transaction may be connected with financing of terrorism as defined under Anti-Terrorism Act, 2009,
AT (Amendment) Act, 2012 & 2013], then BAMLCO will send a Suspicious Transaction Report (Annexure K)
with his/her comments immediately to the AML Division of Head Office.

27.10.2 AMLD will examine and analyse the reports received and record its observations on the above form and if
they consider the incident to be reportabls, then they will submit the same directly to the General Manager,
Bangladesh Financial Intelligence Unit (BFIU), Bangladesh Bank immediately and maintain confidentiality.

27.10.3 This process has been described in detaiis in Chapter 19.4 of this policy.
2141 Self Assessment Procedure

27111 This policy requires that appropriate and timely self assessments, tests, audits and evaluations be conducted
to ensure that The Premier Bank Ltd. is in full compliance with the regulations. Each and every branch must
assess their performance half-yearly as per the process mentioned in Chapter 19. The short comings
identfied must be overcome and complied within the next half year.

2712  Independent Testing Procedure

27.12.1 Testing on Anti-Money Laundering compliance is to be conducted on the Branches by ICCD. While
conducting the same, they should also look into, whether the directives of Anti-Terrorism Act, 2009, AT
(Amendment) Act, 2012 & 2013] and BFIU's directives issued from time-to-fime in this respect are followed
meticulously by the Branches.

2713  Record Keeping
27.13.1 This process has been described in details in Chapter 22 of this policy.
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Chapter : 28

INTERNATIONAL TRADE & TRADE-BASED MONEY LAUNDERING AND FINANCING OF TERRORISM

28.1
2811

28.1.2

2813

28.2

Introduction

Trade Based Money Laundering is defined as the process of disguising the proceeds of crime and moving
value through the use of trade transaction in attempt to legitimize their illicit origin. In other words: Trade
base money laundering is the process by which criminals use a legitimate trade to disguise their criminal
process from their unscrupulous sources. For the intemational trade transaction hundreds of billions dollars
are laundered annually by the way of trade based Money laundering. It is one of the most sophisticated
methods of cleaning dirty money as it is very difficult to detect.

In practice, this can be achieving through the misrepresentation of price, quantity or quality of imports or
exports. In many cases this Trade Based Money Laundering (TBML) can also involve abuse of the financial
system through fraudulent fransactions involving a range of money transmission instrument, such as Wire
Transfer. The Basic Techniques of Trade Based Money Laundering (TBML) include;

»  Over and Under invoicing of goods and services.
»  Over and Under shipments of goods and services.
» Falsely described goods and services.

¥ Muitiple invoicing of goods and services.

Trade Based Money Laundering may occur in all their stages of Money Laundering.

At Placement Stage - The offender transforms illicit proceeds into a transferrable asset (e.g. purchasing
goods).

At Layering Stage - The offender attempls obscure the link between the illicit proceeds and their criminal
source. (e.g. by trading goods across the borders).

At Integration Stage - The ofiender reintroduces the illicit proceeds into the legitimate economy (e.g.
through resale of goods) As the burden goes to serving / compliance officer, hef/ she must take precautionary
measures so that any of the said process can be amested at the very initia! stage. In this process, he / she
can use recent technology or take help of renowned organization or third party.

Red flags indicating Trade Based Money Laundering

> Significant discrepancies between the description of the goods on the bill of lading and the invoice.

> Significant discrepancies between the description of the goods on the bill of lading or invoice and the
actual goods shipped.

> Significant discrepancies between the value of the goods reported on the invoice and the fair market
value of the goods.

Documentation showing a higher or lower value or cost of merchandise than that declared to customs or
paid by the importer.

Shipment locations, shipping terms, or description of goods not consistent with letter of credit,
Customer significantly deviates from regular business activities.
Customer conducts business in or ships items through high-risk jurisdictions.

Customer engages in potentially high-risk activities, e.g., trade in defense articles or services,
chemicals, sensitive technical data, and crude oil.

Commodity being shipped is among those designated as “high risk” for money laundering activities, e.g.,
high-value, low-volume goods with high tumover rates that present valuation difficulties.

Commodity is shipped to (or from) a jurisdiclion designated as *high risk® for money laundering
activities.

vV V VY \4

v

A4

Commodity is fransshipped through one or more jurisdictions for no apparent economic reason,
Commodity being shipped appears inconsistent with the customer’s regular business activities.
Size of the shipment appears inconsistent with the scale of the customer's regular business activities.

Shipment does not make economic sense, e.g., the use of an oversized container for a small volume,
goods.

Method of payment appears inconsistent with the risk characteristics of the transaction, e.g., the
an advance payment for a shipment from a new supplier in a high-risk country.

Y ¥V V V

v
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> Receipt of cash {or other payments) from third-party entities that have no apparent connection with the
transaction.

¥ Request to pay proceeds to unrelated third-party entities that have no apparent connection with the
transaction,

¥ Use of repeatedly amended or frequently extended letters of credit.
¥ Use of front (or sheli} companiss.
¥ Transaction structure appears unnecessarily convoluted,

28.2.1  With a view to overcome money laundering activities in frade finance and international trade, we have taken
initiatives to include some directives for frade finance and international trade transaction in respect of
prevention of Trade Based Meney Laundering and Combating Financing to Terrorist (TBML & CFT).

28.3 Import

> Itis mandatory to obtain updatedirenewed copy of Trade License, Import Registration Certificate (IRC),
etc. from respective authority for all corporate customers and individual for new approval, renewal,
enhancement etc. Bank also shall take KYC of all its customers at a regular interval.

»  For facilitating/ serving Foreign Exchange /Trade related customers through LC or other mechanism,
Bank check whether the nature of business support with the transaction under reference. If there is any
conflict, the transaction/service must not be done.

> No walking customers are entertained in Trade Finance Business.

> Bank's official will also regularly visit the corporate customers’ factory/premises to observe the work in
process / business operation, relating to the trade finance business.

> Import shall be made at the most competitive price and it is obligatory for importer at any time to submit
documents to import control authority regarding price paid or to be paid on time.

> Commodity price must be verified through international commodity market and from different suppliers/
sources before establishing any LC.

> PBL will closely monitor the transactions with same suppliers to prevent false pricing.

> Bank must check whether the goods to be imported are permissible by the [aw of the land as per lmport
Policy Order (2012-15} in force.

»  Bank will be confirmed, whether proper H.S. Code is being followed as per First Schedule of Customs
Act 1969 based on harmonized commodity description and coding.

> Bank must not issue LC Authorization form (LCAF) to open LC without valid H.S. Code.

> Before opening LC against indent, it is required to be confirmed by the bank whether the Indenting
License has been updated/ renewed.

»  Bank must check whether LC value commensurate with the LCAF value.

> Bank must check whether LC is issued within the validity of LCAF or special permission has been taken
from Statutory Authority in this regard.

»  Bank must check whether the validity of shipment of goods is as per IPO in force.

> Import can be done without LC through LCAF for the goods and amount as permitted by import policy
order in force.

> Bank must check all relevant papers of C&F Agents in case of their permissionfrenewal as enlisted
agent of the bank.

> For deferred payment LC, Bank must follow the Guideline for Foreign Exchange Transaction 2009 and
also Circulars issued by Bangladesh Bank from time to time.

¥ Proper INCOTERMs must be inserted in LC Application and LC.

> The LC clauses must be in accordance with Uniform Customs Practice for Documentary Credit
{UCPDC-600} Publication no.600 and local law.

»  Bank must not allow importing restricted goods.
> Bank can insert pre-shipment clause if applicable and requested by the applicant.

> Country of Origin must be mentioned in all cases of Import and reflection of the same must be in the
package and container with exceptions as per IPQ,

> Importers Name, address and TIN must be inserted in LC application except few exception mentione
Import Policy Order (IPO) in force.

> Bank must check whether proper documents are presented as per LC terms. M
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»  Import excess over limit set by Chief controller of Import and Export (CCI&E) must not be allowed.

» Before passing any L.C through SWIFT, Bank must screen all the outgoing messages with UN, OFAC,
and EU sanction list. A guaranteed report in this regard to be preserved.

> Each and every ocutward remittance also 1o be screened by the bank to check the true match with UN,
OFAC, and EU sanction lists.

> Bank must ensure timely reporting to Bangladesh Bank.
284 Export

» Bank shall assess genuineness of ERC, VAT, TIN, and Trade License and their updated / renewed
copies.

»  Bank shall verify the genuineness of Export LC/Centracts and their adverse clauses.

» Bank shall ask the beneficiary fo make amendments of adverse clauses, if there is any, before
facilitating against them.

» Before entering to any financial relationship bank must verify the creditworthiness of the buyer by
obtaining Credit Report through Head Office.

Bank shall assess credentials of Partners/Directors of the company.

> Before allowing BTB LC, bank must assess factory condition, production capacity business reputation
and market credibility of customer.

> Bank shall check whether the Export LC (ELC) has been transferred properly, if it is transferrable LC.

v

>  Bank shall check whether the First Beneficiary is a Buying House. If so, must check whether the Buying
House has been established as per guideline of Bangladesh Bank.

Bank shall check shipment schedule of ELC before opening BTB LC.

> Being satisfied with the credibleness of the buyer, PBL will allow BTB LC within the permissible limit
against export LC,

Bank shall open BTB LC by assessing lead (shipment validity coverage the production or process) time.

Bank shall ensure timely shipment of each consignment and ask customer to submit shipping
documents timely, so that the presentation of documents be made on time.

Bank must scrutinize the shipping documents before presentation for coflection of funds.
Bank must monitor timely repatriation of export bills.

Bank shall not negotiate the discrepant documents.

Bank shall arrange surprise visit to factory to observe production process.

Bank must assess at regular interval whether the exporter has got any cases of short shipment and
short realization and find out the reason behind it,

> Bank shall ensure Timely reporting to Bangladesh Bank.

28.5 Remittance execution procedure complying AMLICFT guidelines

28.5.1  Wilh a view to monitoring the remittance transactions in compliance with Anti-Money Laundering Act 2012
(amendments 2015, Anti-Terrorism Act 2009 (amendments 2012, 2013), PBL shall develop a software for
execution of wage earners remittances. The software shall be fully compliant with Anti-Money Laundering
Law, i.e. different sanction lists such as UNSCR, OFAC and IRGC are incorporated in the software. The
software includes the followings:

v

v V¥V

¥V VYV VvV V¥

»  The sanction screening system will be avaltable at all the branches of PBL as well as Head Office (HO) and the
branches/HO shall screen all the remitlances at the branch level before making payment fo the
beneficiaries/beneficiary owners.

» The concerned branch officials shall collect KYC of the beneficiaries or beneficiary owners along with valid photo
1D for payment over the counter,

¢ Remittances received through SWIFT will also be screened in screening system available at Head Office.
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Chapter : 29
ML & TF Risk Based ach

29.1 Introduction

2911 Recommendation 1 of Financial Action Task Force (FATF), the international standard setter on antf money
laundering (AML) and Combating Terrorist Financing (CTF) states that countries should require Financial
Institutions and Designated Non-Financial Businesses and Professions (DNFBPs) fo identify, assess and
take effective action to mitigate their money laundering and terrorist financing risks.

291.2 In this regard BFIU has issued a guidelines fitled ‘Money Laundering and Termorist Financing Risk
Assessment Guidelines for Banking Sector in January, 2015 for providing the basic ideas of identifying,
assessing and mitigating ML & TF risks that banks may encounter in doing their businesses. Banks were
instructed to assess their own ML & TF risk considering their customers, products, delivery channels and
geographical positions and upon the vetting of BFIU, the mentioned guidelines would be used to mitigate the
risk. BFIU were also instructed to assess regulatory risk i.e. risk arises from non-compliance of AML & CFT
measures.

29.1.3  To comply with the BFIU instruction Bank has submitted ML & TF Risk Assessment Guidelines including
= Risk Register. The Money Laundering and Terrorist Financing Risk Register of PBL are shown in
Annexure O, for meticulous compliance of the same by the Branches and Divisions/Departments/Units at

Head Office to reduce the risks of the bank.
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Annexure A

Premier Iémankﬂ\\

The Premier Bank Limited

Branch

Account Opening Form: Transaction Profile
Indivitua & Non-tndhvidual Account

DAl e, Accoit Noo
Lnigue Cusfomer 1D Code:
{For Bank use onty)

3. Monihy Estimated Tumeover {ior Orgentzation):

Exnead Ealimatad folst | Bammam
omarpe v | e | i

Dspastt;
Cash (Ortine and ATM)

TransferDeposh by Instrument

Ferehgn inward Reemiitance
Expoet Pracerds
DepositTransfer from BO Accound
Otters (Spectcaily}
Total: I
Exniad #artor of | Exhroted lokt | Masimass Wibarwsd
Deecription Borfhdy Vosne of In 2 clgie
ez Woaihly Wthemmal Taasaakion
Withrawal:
Cash (Oreine and ATM)
TransferPayment by Mstnament
Forefgn Qutward Remittance

Settement of Impoit Expenses
Depos!tTranster froen BO Account
Ofhees (Speceiaily)

Totzt
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KYC Profile Form
{Application for Individual Accourt Opening)

Account No:

Unique Customer ID Code: ..noooroeooeoooeo .

{For Bank Use Only)
1 Account Name: .o

2. Nature of the Account;

3. Profession of the Account Holder (in details): eemt e e e vare et renn e

4. Monthly Estimated Income of the Customer:

5. Sourca(s} of Fund (in details):

6. Documents collected for ensuring the sowrces of funds:

whether the collected documents are verified ornot?:[] Yes [J Mo

7. How does the address{es} of the Account Helder isfare verified {in details):

..............................................................

8. Does the Benefidal Owner of the accoumts setornot? [ Yes [ No

[ Mot applicable

{11 the ercwer is yes, the information shout the rezt Berefice) Owner will be coiectzd according to the annewre £ (2]

9. Identity Card: Copy Taken Verified fv)
a) Passport Number: - O [0 (When applicable)
b} National 1Dz oo, a O (When apphicable)
£} Birth Certificate No. ......... O O {When applicable)
d} Electronics Tax ID {E-TIN) No. .. | [J {When applicable}
e} Driving License No. [ O (When applicable)
f} Other (mention particularly): .. O O (When applicable)

10. Purpose of Account opening by the Non-Resident or Foreigner:

a} Nature of the Visa: ... Expiration Date:

b} Are the necessary approval from the concern authority and letter of work permit collectad for

the work permit holder to open bank account? []Yes [INo

(Pessport copy fur Non-Resident Rungladestiis and VISA & Passport copies for Rareigners masst be colfected)

Annexure B
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11, Whether or rot the Clstomer is politically expased personal (PEP)/ Inflyentiad Person (IF)/ Head of say
International Organitation or its kigh ranked official or family membesr of them or clase associates?[] Yes [ No
If the answier is yes:
a) Has the necessary approval taken from Senior Management? Yes[] No[]
b} Has the face to face interview taken with the Customer? Yes [ No[]

12. Based on the dominant Laws, Regulations and Circulars, with due verifications whether the
customer’s name has any similarity with the name of any person or entity who is blacklisted by
the several resolutions of UN Security Coundil with a suspection that he or she is engaged in

terrorism or terrorist financing or spread of Mass Destruction Weapons {MDW). Moreover,
whether the customer’s name has any similarity with the name of any person or entity that is

tlacklisted and banned by the Bangladesh Government. Yes[] No[]
a) If the answer is yes, describe the actions taken:

13. Risk Grading:
a) In which profession the Custormer is involved?
5L, No Category Risk Scale
1 Jewelry/Gold Business/Gems Business 5
2 toney Changer/Courier Service/Mobile Banking Agent [
3 Real Estate DeveloperfAgant o 5
4 Construction Project Promoter/ Contractor 5
5 ArtistfAntique’s 5
6 Restaurant/Bar/Night Ciub/ Residential Hotelf Parlor Business 5
7 ImportfExport 5
8 Manpower Export Business 5
9 Arms Business 5
10 Garments Business/Garments Accessories/Buying House 5
11 | Pilot/Fiight Attendant I 5
12 Trust 5
13 Sharef Stock Business Investor L
14 Software Business/ Information and Technology Business 5
15 Expatriate {Foreigner worked in Bangladesh) 5
16 Travel Agent 4
17 Financing Business for 1 aore per year 4
18 Freight/Shipping/Carzo Agent 4
19 Auto Business {New/Recondition Car) 4
20 Business {Leather and Leather Goods) 4
21 House Construction Business 4
22 Professional {Journatist, Lawyer, Doctor, Engineer, Chartard Accountant) 4
23 Director (Private/Public Company Limited) 4
24 Higher Officer of the Multi National Company q
25 Housewife 4
26 Service in information-tachnology 4
27 Player/ Media Celebrity/Producer 4
S l®)
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SL. No. Category
28 Freelance Software Developer
25 Business Agent

a0 Government Service
31 House Ownar
32 Cotton Businessman

33 Transport Operator

34 Tobaooo 2nd Cigarette Business

a5 Emtertaining Firmy/Park

36 Motor PartsfWorkshop Business

37 Private Service Managerial

38 Teacher |{Government/Privatef/Voluntary Educational Firm)
39 | Service {Private)

40 Small Business (annual turnover below 50 Yac)
41 Seif Entreprenesr

Computer/ Dealer of the Mobile Phone
Manufacturer (without arms)

Student

Retired Person

Farmerf Worker/ Fisher Man

Other {Mention specifically)

(D€l InSamation reameing Mpmmwmmmmmummmawmwmmmsmm
the nomre of business, fumf Bmdy, orcerof daleg Buakresy, sle of thr Sectitess, reaf Seoefiiory Owner of the beafiess noef stfier spacial oczas Sk B
eansflares it coor af elvegfying e Qvsramer ia Wgh ki orode or Bwr fal Jiocde, When b gritfession B senwi, stnBr SSed of deradl informarian
cegwaling the prafeician, speciafy the tanre of the seviee and che resprnshiBitles shasks Ry Amiyred of e Cestovorr’ £k grode detovmbvrnn
Consifesing e oiperes, Aol oon ameedly tha seore ghaen in sexkal number 15 o 46 inckgloe betutd sov g0 nnre of tha catoner

b) Monthly Income of the Customer:

ARG B8R

mﬂumummmunwwwwwwwwwkﬁ
1]

Amount (Taia) Risk Scale

Upto 1 lac taka o

> From 1to 3 lac taka 1

Above 3 lactzka 3

) Accotmt Opened by:

Category Risk Scale

By Relationship Managementf Wing c

By Direct Sales Agent 3

Internet/Non Face to Face 3

Walk (n / Willfully 3

d) Volume of Estimated Monzhly Transaction of the Client:

Transaction Amoont of the Qameat Account (in o taka) | TransacSon Anomet of the Sevings Accow {in b taka] | Risk Scale
0-10 05 0
>10-20 >5-10 1
>20 =10 3
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e} Number of Vionthly Transettion of the Client:
Transaction Numbet of the Current Atcount | Trantacthon Humber of the Savings Account | Risk Scale

0-15 0-10 0
16-25 11-20 1
>25 >20 3

f] Volume of Monthly Cash Transaction of the Client:
Transaction Amaunt of the Crent Acoount {2 ke taka) [Transacon Amoant of the Savings Account (in b taka) | Risk Scale

05 02 0
»5-10 2.5 1
>10 >5 3

g} Number of Monthly Cash Transaction of the Client:
Transaction Number of the Current Account | Transaction Number of the Savings Actount | Risk Scale

0-10 05 0
1120 6-10 i
>20 >0 3

14. Overall Risk/ Risk Rating Assessment {total of risk scale froma to g):

Total of risk scale Overall risk rating
> =14 High
<14 Low
Comment:
{Inzpite orhondnz s ower (xR ade han 14, the Customer© rEight be cateporized in higfrrisk gmow if the Bensficel Dwner of the
scoourk bears B hgh 7isk in such cases Bank OMcal witt anaty higfher subjective juceiments and sperify the rewson. )
Maker: Verifying and Authorizing Officer:
{Account Opening Officer/ (Branch Anti Money Laundering
Relationship Manager) Compliance Officer)
Signature {with seal} Signature {with seal) ..
Name: ... — MNamae:
Date: - Bate:

(Higher Autheaity’s confimmation for Account Opening of any PEP/IP/Seniar Offkial of Internatioral Organization}

15. Last review & update information of the Customer and Accoumnt-
Verifying and Updating Officer:

Signature (with seal)
MName: ...ovcevveeeren
Date: ...

ML & TF Risk Management Guidelines Page 102 of 153 All Rights Reserved ® The Premier Bank Ltd.




Annexure C

Premier ]_Bmankﬁ \\
Branch

KYC Profile Form

(Appiication for Mon-indivkiual Accoant Opening)

Accourtt Mo
Unique Cusiomer 1D Code:
{Far BanX use oaly)

1. ADCOUNT Name:

2. Nafure of the Account

3. Nawre of the Orgarfzation (In delalls):
4_ Net worth of the Organtzation;

5. Souscefs)of FOnd {in detallsy . e,
£, Documents cofacted for ensming Me sources of funas:

1. -

2.

3.

Whether the coilectad documents are verfled ornod? [JYes [ No
7. How des the adtress{es) of the Ongantzation &/are vefied fn detatsy

B. Does e Beneficial Owner of e Accounts sstornot? [Jyes [ Mo
(If'&eml&muﬁmmmammemMm%mmwﬁumgmﬂamﬂm

hcaseufmmw.debislﬁmxﬂmmmmﬁﬂu&rWMMammmmnmmn
per annerure YA and mast be conducted X0,

Copyfaten VedSag (v)

8. E-TINNUMDRL .o _ O ] (When appitcabie)
10. VAT Registration Numer: ..., 0O [0 (wnen mppicabie)
11. Busness Registration Mamber: 0 [0 (when appicasie)
12. Other Document (mention particularty); O [0 (when appitcatie)

13. Purpae of Account Opening by the Foreign Comgiany/Organtzation {If applicabis)

3) Name of the Confroling Atthonfy: ...

b} information seganding Cettication of Commesncament
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1. ‘wnemernt not the Customer Organization has any engagement with a Polfically Exposed Person (PEPY
nfiuentia Pegson {IPyHead of any infemational Organization of 5 tigh fanked officlal or famBy member of hem

ar close associales? [ yes [ ND

[fihe anexer Is yes

a) Has ine necessary approval faken from Sensor Managament? [] Yes [JNo
b} Has {he face In face Inferviesy 2ken @il e Customer? Oves (Ono

15. Based onthe Dominant Laws, Regoiations and Circulars, with dise vestications whether e Cuslomer's pame has
any simisly with e nama of any person o entity who Is bisckiisizd by the severa] resolitions of UN Secunly
Councl with a suspection that he of she 1s engagad I terodsm or tesrodist tnancng orspread of Mass Destruction
Wezpans {(MDVIL Moseoyer, wheiler he CUSIMErS Name Nas a1y simetaty with the pame of any person o ity

i3 |5 blackhsted and banned by Me Bangadesh Government. (JYes [INo
a) if the enswer (s yes, desaibe the actons takemn

16. Risk Grading;
) Type of Busness,

o
e

Category Risk Scals
JewelryiGok BishessiGems Busliness
Money ChangerfConrer Senice/Mobtlie Banking Agent
Real Esta’e Develper/Agent
Construcion Project Pronoted! ConYactor
Artlstiantique’s
RestaurantBanNight Ciidy Residentia Hobel! Parfor uskess
ImpostfExpart or s Agent
Ganments Business/Ganments Acoessorfes/Buying House
Share/ SIn Business Imyesiar / Broker! Porffaio Managers Merchant Banmker
NGOMNPO
Manpawes Expord Businass
Muste Proguction Omantzation
Amms Business
Matilie Phone Opesatorf internet or Cable TV cperator
Landfouse BuyingiSeling Brolel [nstitional)
SankiezngFinanca Corporalion
Transpartalan Bushess
nzlFance/Brokerage Agancy
Relglous (nsthsion
Trust
BuEinass {Pelrot pump/CNG siation)
TobaccolCigaratte Bushness
Software Dusiness
Ship Sreaking Business
Buslnass {clearngonrarding agent)
Business {dederftsmbutoragent)
Buslness {indanting)

Olea|~|eh|n | | 0| e

=3
f=1

-k
-

-~
(%]

-k
(3N}

ol
f -

ey
th

—h
oh

-
-]

b
=]

-l
w

hlalkiaionlo|an|enin|en|mn|eenfenjenfn|a|w|m|o|a]|en]|en|ecn{en]|en]enjen

SRR AR I LA
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Calegory Risk Scalp

-9

Buziness {Crtsourcing)
Event Managemant

Chartered Accouniant

Comporte Customer

Law fm, Engmnearing Fir, Consgtancy Fim
Petmlenm and Electricfly produciion Company
PintElectronic Medla

Travel AgentyTounsm Coenpany

Auto Dealer {recanditioned car)
Freight/Shippin@Cargo AgertiCNFE Agent

Auha Primary {new car) Busihess

HouEe Bartiding Business

Buslness {leather and leather oented product)
Telecommuzicalions Company ”
Chain StarerShopping Mat

Texiie!Spiming

Park

Motor parts! Warkshop Brsiness
Bueiness-Aget

Buslness {(Medicine producar and sefled)

CoM Siorage '

Buslress (frogen Toots)

Business (Hadware)

BiEinass (Adverisament)

Service Provtder

CompdenMe: Phone Degler
PouliniDairy/Fishing Fim

Agro Busness! Rice MIll Bushess/Beverage
Producer {except amms)

Shop {relall business)

Othars (menTon speciically) -5

(Flwtults itiorreation caga=ing s priiessiers of e Crmtoones Should b anemed kor Coptorns's e caluteioey Tt S prainasio:: i By, txn Pe b
o Bamirunms, loref Bt aras o ooy Moo, wiw ol i lates, real ety cu er of th busizaes st s apecisl sheke shaek? b eootiersd ¥ coeeof

clucafiving Hm Comfrrrm: b ot oy fowr stk Viltw thw professicn s mwrvics, stas: iind of datels inkrrastion mourfing npacially
more phin fn pacll russher 1680 &8 Inchitys bismed on tae swt-rs o Bw coarderar)

AL R LR

RIRIRBMN U@ el w|lwa|sa|albla|biab|slalbe| &

AR E AR AR B R B R R E3 R AR R L

RIX Scale
-1 crore o
> 1 giore - 3 croee 1
> 3 Ccrore 3
€) Account Opened by: Catsgory Ri=K Scale
By Relalonship Manzagemeri/Wing D
By Dinact Sales Agant 3
imtemel/Mon Face to Fage 3
walk In ¢ ViIINGy 3
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) Volene of Sie EsSmated Moaitky Transaciion of e Cienk
Transsciion Amoant of [Re Current Aceoust {in ke faka] | Traneachon Amoessd of ihe Saminge Accomnd e ixky] | Rt Scrle

010 a5 [

>10-50 =520 1

&0 2D k.

e} ¥umber of Monthly Transsclon of e Chent:
Trmanciicn Runbar of fis Cerant Acooumnt Treesaciion Sembar of ihe Savings keanund Rix Scal

0-100 0-20 a

101-250 2150 1

*»250 25{) 3

Tj Vatme of Morthdy Cash Transaction of the Cient:
Transaction Axoud of &a Carrant Account {in ke faka) | Taaaction Amcist of the Ssvings Account [nlac lska] | Al Scsn
¢-10 02 0
*>18-25 227 i
*»25 =7 K|

g) Number of Monthly Cash Transachion of the Chent

Traasciion Nuaber of e Cument Account Tramanchinn lambsr of s Savings Accomd Ak Scals
15 05 4]
16-3D 510 1
>0 >10 3
17. Overdl nskf fsk raiing assessment (total of nek sele fram a o g
Totad of risk acale Overali sk raiing
>=1d High
<14 Low

Comment:

nmam-wmmmu,mmmmmmnw fisk grads ¥ he Bensdcin? Ownar of the
So0oeTt bears 8 Bigh sk I such roses Bank Ot wet apgly ismmar scbjinyive Jgmems and sposly the neasen.)

Mzker: VEiffying and Authortrng Offcer:

{Account Cperning OcenRekstionship Manager) {Branch Antl Money Launtenny Comgpitance OMoe)
Signature (wih ceal): Sipruire (with sex)

Name . Name

Data: Daie:

(Higher Authonty's confralton for Account Opening of any PEPERSentor Ofical of Jniemational Organzatiin)

8. L2351 review & update Eformation of e Customer ang Accotnt
Vetying and Updating Offcar:

Signature (with saaly
Name:
Date:
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Annexure D

The Premier Bank Limited Name of Branch

KNOW YOUR CUSTOMER (KYC) PROFILE FORM
(To be used for Walk-in / One-off / Floaling Customers for, DD, TT, PO efc, and for Online Transactions)
Source: Para 3.3-3.4 of BRIl Circular No. 19 dated 17-09-2017 of Bangladesh Finencial Intelligence Unt.

Dear Customer,
The BFIU Circular No. 19 requires us to ebtain satisfactory evidence of identification of applicants who do not maintain accounts with us for conducting ane-off transactions.
You are therefore kindly requested to provide the fullowing details, together with appropriate documentary evidence, before this transaction may proceed.
Thank you for your co-operation.
AILS OF PPL T:

| 01, Name of tha Applicant :

Q2. Father's Name :

|03. Mother's Name :

| 05. Nationality :

| 06. Address (detals)

Iﬂ. Profession ;
[ 08. Bank A/C Number {if any) ;

LOQ. Reason of Transaction ;

—. J L Jt J_J _JL 1L JL_J°L |

Lm. Source of Funds :

11, Mentification Document {any 1 should be submitted) :
Passport No. : Pholocopy Subimitted? Yes / No (if Applicable)
National ID Card No.: Photocopy Submitled? Yes / No {if Applicable)
Birth Registration Cerlificate (BRCY); Photocopy Submitted? Yes / No {If Appikcable)
1D Card with photo in case of BRC Photocopy Submitted? Yes / No (if Applicabls)

| 12._PhoneMobile Number |

VALUE OF TRANSACTION :
L13. In Figure I
14, InWords :

Signature :
Date :

ML & TF Risk Management Guidelines Page 107 of 153




exiyre

Identification of Partners/ Directors & Authorized Signatories
Source: Annexure £ of Guidance Notes on Prevention of Money Laundering of Bangladash Bank.

(Company Letterhead}

Manager Date:
The Premier Bank Limited

Subject : ldentification of Partners/ Directors & Authorized Signatories

Dear Sir,

This is to introduce the following directors of the company & authorized signatories of the account(s) of the company maintained with your bank,

Date of Birth
Name & Father's Name .
~ Designation Mother's Name Nat?l?damy Present Address Permanent Address

We certify that Information provided above is true and correct. Please treat this letter together with duly attested photographs of the above individuals attached
herewith on separate sheet, as Photo Identification document.

Sincerely,

: {Company Stamp)
Chairman/Secretary {Name & Seal)

%;
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Annexure £

Red Flags pointing to Money L.aundering

Branches may wish to make additional enguiries in the following circumstances:

.,
...

*
o

)
L

*
0..

.
x]

-

>
L x4

-
L <

-
*»

The client cannot provide satisfactory evidence of identity.
Situations where it is very difficult to verify customer information.
Situations where the source of funds cannot be easily verified.

Transactions in countries in which the parties are non-residents and thelr only purpose is a capital Investment (they are not interested in
fiving at the property they are buying).

Frequent change of ownership of same property in unusuaily short time periods with no apparent business, economic or other legitimate
reason and between related persons.

Client wants to re-sell Property shortly after purchase at a significantly different purchase price, without corresponding changes in
market values in the same area.

Client wishes to form or purchase a company whose corporate objective is irelevant to the client's normal profession or activities,
without a reasonable explanation.

The client sets up shell companies with nominee shareholders andlor directors.
Client repeatedly changes Attorneys within a short period of time without any reasonable explanation.

Client purchases property in names of other persons or uses different names on offers to purchase, closing documents and deposit
receipts.

Client deposits a large amount of cash with you to make payments which are outside of the client's profile. 0

Client negotiates a purchase but wants lo record a lower value on documents, paying the difference “under the table”, {(inadequate
consideration),

Client's documents such as identification, statement of income or employment details are provided by an intermediary who has no
apparent reason to be involved, (the intermediary may be the real client).

Transaction involves legal entities and there is no relationship seen between the transaction and the business activity of the buying
company, or the company has no business activity.

Client requests the firm to act as his agent in obtaining high sum bankers' drafts, cashiers’ cheques and other cash equivalent or near
cash monetary instruments or in making wire transfers to and from other banks or financial institutions, {anonymity).

Divergence from the type, volume or frequency of transactions expected in the course of the business relationship.
Client gives power of attorney to a non-relative to conduct large transactions (same as above).

Use of letters of credit to move money between those countries, where such trade would not normally occur and / or is not consistent
with the customer’s usual business activity. A Letter of credit is generally resorted to so as to accord more legitimacy to the transaction
in order to conceal the real facts.

The method of payment requested by the client appears inconsistent with the risk characteristics of the transaction. For example receipt
of an advance payment for a shipment from a new seller in a high-risk jurisdiction.

The transaction involves the use of repeatedly amended or frequently extended letlers of credit without reasonable justification or that
includes changes in regard to the beneficiary or location of payment without any apparent reason.

Inward remittances in multiple accounts and payments made from multiple accounts for trade transaction of same business entity are
indicators for TBML. In this regard the study of foreign exchange remittances may help detect the offence.

The commodity is shipped to or from a jurisdiction designated as 'high risk’ for ML activities or sensitive / non co-operative jurisdictions.
The commodity is transshipped through one or more such high risk / sensitive jurisdictions for no apparent econdmic reason.

Transaction involves shipment of goods inconsistent with normal geographic trade patterns of the jurisdiction i.e. frade in goods other
than goods which are normally exported/ imported by a jurisdiction or which does not make any economic sense.

Significant discrepancies appear between the value of the commodity reported on the invoice and the commodity's fair market value.

Consignment size or type of commodity being shipped appears inconsistent with the scale or capacity of the exporter or importer’s
having regard o their regular business activities or the shipment does not make economic sense i.e. there is no reasonable explanation
for the client’s financial investment into the shipment.

Trade transaction reveals links between representatives of companies exchanging goods i.e, same owners or man
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Annexure G
Red Flags Pointing to Financing of Terrorism

Behavioral Indicators:

be

!

e

*

.
L

e

*

)

'

-
e

+
L

»
Lxd

The parties to the transaction (owner, beneficiary, efc.) are from countries known to support terrorist activities and organizations.
Use of false corporations, including shell-companies.
Inclusion of the individual or entity in the United Nations 1267 Sanclions list.

- Media reports that the account holder is linked to known terrorist organizations or is engaged in terrorist activities.

Beneficial owner of the account not properly identified.

Use of nominees, trusts, family members or third party accounts.
Use of false identification.

Abuse of non-profit organization.

Indicators linked to the financial transactions:

The use of funds by the non-profit organization is not consistent with the purpose for which it was established.
The fransaction is not economically justified considering the account holder’s business or profession.

A series of complicated transfers of funds from one person to another as a means to hide the source and intended use of the funds.
Transactions which are inconsistent with the account's normal activity.

Deposits were structured below the reporting requirements to avoid detection.

Multiple cash deposits and withdrawals with suspicious references.

Frequent domestic and international ATM activity.

No business rationale or economic justification for the transaction.

Unusual cash activity in foreign bank accounts.

Muttiple cash deposits in small amounts in an account followed by a large wire transfer to another country.
Use of multiple, foreign bank accounts.

= Q

g
* Ia) by a\t'a \ -
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The Premier Bank Limited

Apnexure H

ANTI-MONEY LAUNDERING & COMBATING FINANCING of TERRORISM
QUESTIONNAIRE FOR CORESPFONDENT RELATIONSHIP

A.  BASICINFORMATION

1 Name of Inshiuticn:

2 Regstered Address: .

3 Website Address:

4 Principal Business Activities:
3. Repulatory Authority:

6. Opearational Status;

*  Does your Bank maintain a physical presence i the licensing country?[ ] Yes/[ | No

B.  OWNERSHIP/MANAGFMENT
7.k yow institution Listed on any stock exchange? []Yes/ [ No
If s0, which stock exchange?

8. K “No” to Q7, please provide a list of the mzjor shameholders
holding myove than 10% shares in your institution.

C. ANTI-MONFY LAUNDERING AND TERRORIST FINANCING CONTROLS
Hmm%”bmmmﬁmadﬁﬁmﬂhfmﬁmcmbesum&dﬁ&euﬂof&emﬁmﬁe.
L Genera]l AML&CFT Policies, Practices and Procednres:
9. Does your institution have in place policies and procedures approved [JYes/ [ No
by your institution’s board or senior management to prevent Money
Lzundering and Cewbat Financing of Terrorism?

10. Does your institution have a legal and regulstory compliance [ |Yes/ [ |No
program that includes a destgnated officer that is responsible for

coordmating and overseeing the AML/CFT framewaork?

H. Has your institution developed wriiten policies docmmenting the DY&! DNO
mﬂ:ztﬂgyhz&e in place to prevent, defect and report
suspicious transactions? I:, D

12 Does your insfitution have a policy prohibiting accounfs/relzti onships Yes/ No
with shell banks? {4 shell bank is defined as a bank incorporaisd in a
Jurisdiction in which it has wo plysicnl presence and wiich is
wnqffiliated with a regulated financial group }

13, Does your mstitution permmt the opening of anonymous or munberad
accouts by customers?

14, Does your institution have policies to reasonably ensute that they will
not conduect transactions with or on behalf of shell banks tirough any
of its zocounts or products?

ML & TF Risk Management Guidetines Page 111 of 153 All Rights Reserved ® The Premieiad '




15.

16.

Does your mstifution have policies covermny relationships with
Politically Exposed Persons (PEP’s), them famly and close
associaes?

Does your institufton bave policies and procedmres that require
keeping all the records related to customer ideptification and therr
fransachions?

If*"Yes", for how long?

I Risk Assessment

17.

18.

Daes your mstitetion have 2 nsk-based assessment of ifs customer
base and their transactions?

Does your inctitubion determine the appropeiate level of enhanced
due diligence mecessary for those categones of customers and
trensactions that the FI has reason to believe pose a beightened nisk
of ilhicit activities 2t or throngh the FI?

IH. Know Your Customer, Due Dilizence and Enhanced Due Dilizence

19.

20.

21

22,

23,

Has your instifution implemented processes for the idenfification of
those customers on whose behalf it maintzins or operates accounts or
conducts transactions?

Does your inshtution have a requirement to collect information
regzrding its customers’ business activities?

Does your imsfitufion have a process o review and, where
appropriate, update customer information relating to high risk chent
infaration?

Does your mstitution have procedures o establish a recard for each

new customer noting therr respective identification docmEnents and
‘Know Your Customer” information?

Does your institution complete a risk-based assessment to understand
the normal and expected transactions of its customers?

TV. Reporiable Transactions for Prevention and Detection of ML/TF

24

25,

26.

Doas your institufion have policies or practices for the identification
and reparfing of transactions that are required fo be reposted to the
authorthies?

Where cash transaction reporting is mandatory, does your mstitution
kave procedures fo identify tramsactions stctmed to zvoid such
obligations?

Does your institution screen customers and transactions against Ksts
of persons, entities or countries issued by government{competent
authorities or under the UN security Council Resolution?

Yes/ No

[ Yest [JNo

[JYest [ No
[ JYes/ [ JNo

DY&! |:|No

[¥es/ [ ]No
[ ]Yes/ [ INo

[]Yes/ [ ]No

[]Yes/ [ JNo

[ ]Yes/ [ ]No

[]Yes/ [ No
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27. Does your institution bave policies to reasonably ensore that it ooly [ | Yes/ [ |No

operates with correspondent banks that possess beenses to operate m
their countries of origin?

IV. Transaction Monitoring
28. Does your mstitufion have a monitoring program for wnusual and EIYI DNO
potentially sespictons activity that covers fimds trapsfas and
monetary mestrments such as travelers checks, monay orders, efe?

V. AML Training
29. Does your institution provide AML& CFT training to relevant [ _|Yes/ [ No
employees of your crganisation?

30. Does your imstifufion commmmicate new AML related laws or [ _|Yes/[ |No
changes to existing AML related policies or practices to relevant
employees?

31. Does youwr institution provide AML training to relevant third parties [ | Yes/ [ |No
if they are employed to canry out some of the fimetions of your
crganisation?

Space for additional information:

v B L T .

32. Does the responses provided in this Declaration applies to the []Yes/ [ ]No
following entities:

Head Offtce and all domestic branches

Overseas branches

Domestic subsidias

Overseas sbsidianes

fthe response to any of the above is “"No”, please provide a Kst of the beanches and for sohsidiaries that
re exchided, inchuding the mame of the iostitwtion, location and contact detzils.

Lthemdmigmimnﬁm&ibeb&tofmthw!edgeﬂutﬂnhﬁumﬁmpwﬁbdhtﬁs

mmamgmmmammﬁ-mmmmm

financing policies and procednres fhat are establishad in my institution

lalso mnﬁmthatlmmthmimdtocump!mﬁﬁsquesﬁmmmbeha!fcfmyim&mﬁm
Signahure:
Name:
Designation:
Data:
Contact No:
Email;
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Premier Bank “

Annexure |
MONTHLY EXCEPTIONS REPORT
The Premier Bank Limlited Enclosure: A
Branch
Daily Account Review Register
Reporting Month:
Total Geographic Initial of
Declared TP)| MNo. of | Transaction | Transaction Origin/
Date Account No. (Dr. & Cr) |Dr.&Cr. Type Amount Destination Remarks jo;:u::g
{Dr.& Cr.) | (Bank/Branch etc)
The Premier Bank Limited Enclosure; B
Branch
Monthly Exception Report
Reporting Month:
Declared Total Amount .
Sl. No. Account No. Account Title Transaction Exgl:‘t?;ns of Actual Reasonr‘,f:;"g:ckc:ptlonsl
Limit (TP) P Transaclion
Prepared by Raviewed by
The Premier Bank Limited Enclosure: C
Branch
Review of Monthly Exception Report

Reporting Month:

S1. Description No. of AICs

1. [ No. of AICs reviewed in the monthly meeting of BAMLCC

2. | No. of A/Cs where the Committee decided to discuss with the customer

3. | No. of AICs where the Committee decided to updale the TP

4. | No. of A/Cs where the Committee decided 1o prepare STR

5. | No.of AICs where the Committee decided not to take any action
Prepared by BAMLCO
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The Premier Bank Limited

Branch

Annexure J

Suspicious Transaction Report (STR)
(For Internal Use Only)

- {To be Filled in b

the Reparting Cfficer} -

A, Report Details :

Date of Reporting: ]

B.  Suspect Account Details :

Account Number: [

Title of the Account: [

C.  Account Holder Details :

Account Holder's Name: |

Address:

Professian: [

D.  Suspicious Transaction Information :

Amount of Transaction: Il

Dats of Transaction: |

Type of Transaction: ]

E.  Brief Description / Reasons for Considering the Transaction(s) as Unusual/Suspicious :

F.  Comments of BAMLCO :

G. | Action Taken: [ To report as STR to CAMLCO, or
[ Not to report as STR to CAMLCO.

Financial Intelligence Unit (BFI),

Note : For reporting as STR to the CAMLCO, please fill up Annexure-Ga' of BFIU Circular No.

10 dated 28-12-2014 of Bangladesh

Signature of BAMLCO:

Name
Designation

AML & CFT
Division
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Premier E*.aﬂ.lﬁ \\

The Premier Bank Limited
Branch

Suspicious Transaction Report (STR)
{For Reporting to CAMLCO)

Annexure K

Source: Annexure-'Ga’ of BFIU Circtifar No. 10 dafed 28-12-2014 of Bangladesh Financial infelligence Unit {(BFIU).

Reporting Institution :

1. Name of the Bank;

2. Name of the Branch:

Details of Report :

1. Date of Sending Report:

2. 1s this the addition of an earlier report?

| Yes |

3. If Yes, Mention the Date of Previous
Report:

Suspect Account Details :

1. Account Number:

2. Name of the Account:

3. Nature of the Account:

[Current/SavingsiLoan/Other, (Pls. Specify)]

4. Nature of Ownership:

[Individual/Proprietorship/Partnership/Company/Qther, (Pls. Specify)]

5. Date of Opening:

6. Address:

Account Holder Details ;

1. Name of the Account Holder:

2. Address:

3. Profession:

4. Nafionality: B

5. Other Account(s) Number {if any):

6. Other Business:

7, Father's Name:

8. Mother's Name:

9. Date of Birth:
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10. Place of Birth

11. Passport No.

12. National [dentification No.

13. Birth Registration No.

14, TIN:

1. Name of the Account Holder:

2. Relation with the Account Holder
Mentioned in Si. No. D1:

3. Address.

4. Profession:

5. Nationality:

6. Other Account(s) Number {if any):

7. Other Business:

8. Father's Name:

9. Mother's Name:

10. Date of Birth:

11, Place of Birth:

12. Passport No:

13. National Identification No:

14, Birth Registration No:

16, TIN;

Introducer Details :

1. Name of Introducer:

2. Account Number:

3. Relation with the Account Holder:
4. Address:

5. Date of Opening:

6. Whether Introducer is Maintaining
Good Relation with Bank:
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Reasons for Considering the Transaction(s) as Suspicious :

F.
] . (Mention summery of suspicion and consequence of events}
a. [ Idendity of Clients {To be filed by the BAMLCO]
b. [J Activity In Account
¢. [ Background of Client
d. [ Multiple Accounts
e. [ Nalure of Transaction
f. [ Value of Transaction
g. [ Other Reason (Pls. Specify)
G.  Suspicious Activity Information :
Summery Characlerization of Suspicious Activity:
a. O Coruption and Bribery k£ O Murder, grievous physical inury  v. O :mﬂi;;" or financing In terrorist
- . Adulteration ot the manufacture of
b. [0 Counterfeiling Currency . O Traffickingofwomenand children v. [ goads through Infringement of tile
Counterfaiting deeds & . Offences relating to the
¢« O documents m. [ Black marketing w. O environment
" Smuggling of domestic and .
d. [0 Extortion n [ forsign curmency O Sexual exploltation
. Insider trading and market
e. [0 Fraud o. [J Human trafficking y. O manipulation
. Organized crime, and participation
L D Forgey p. L] Human treflicking 2 0O in organlzed criminal groups
g. [0 (egal Trads of Firearms o O dowry aa. [ Racketeering
llegal Trade in Narcotic Drugs, "
h. [0 Psychotropic substances and r iﬂ?g{ggngngngxgg?ﬁeflam to bb. [  Other (pls. specify}
substances causing intexication. O
L0 gl;eg;: trade in stolen and other [0 Taxrelated offences
O Kidnapping, legal restrain and L O Infringement of intellectual property
- hostage taking ' rights
H.  Transaction/Attempted Transaction Detalls :
S1. No, Date Amount Type*
“Cash/Transfer/Clearing/TT/etc.
Add Paper if Necessary.
l. _ Counter Part’s Details :
SI. No. Date Bank Branch Account No. Amount
b
DRa%e
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Has the suspicious transaction/activity had a material impact on or otherwise

affected the financial soundness of the bank? Yes No

K. Has the bank taken any action in this context? If yes, give details.

L.  Documents to be enclosed:
1. Account opening form alang with submitted documents
2. KYC Profile, Transaction Profile
3. Account statement for last one year
4. Supporiing Voucher/comespondence mention in Si. No. H
5. Others

Signature
(CAMLCO or Authorized Officer of CAMLCO's Office)
Name
Designation
Phone
Date
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Annexure L

Self-Assessment Report
Source: Annexure-Kha of BFIU Circular No. 19 dated 17-09-2017 of Bangladesh Financial Intelligence Unit.

{Branch shall prepare Self-Assessment Report by answering the fotiowing questions as per instructions laid down under Section 8.6 of ML and TF Risk Management Guidefinas of
Bangiadesh Bank and consideting the bank’s own and national AML policies and procedures)

Premier %%I%kr \\

The Premier Bank Limited
SELF ASSESSMENT PROCEDURE
on Anti-Money Laundering/Anti-Terrorist Financing for the Half Year ended DD/ MM/ YYYY
Of e Branch (Branch opened on . J../20..)

Source: Annexure-Kha of BFIU Circular No.-19 dated 17-69-2017 of Bangladesh Bank.
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Premier gmaqug \\

The Premier Bank Limited

Minutes of BAMLCC Meetin

ANNEXURE M

.-Meating” Meeting of Branch AML Compliance Committes (BAMLCC), — - e o -
Venue Manager's Chamber
Members Present 1. Mr./Ms.
2. Mr/Ms,
3, MrMs,
4, Mr.fMs.
Introduction.. ~ - Discussion on previous BAMLCC meeting agendas
Discussion ”

“Agenda No. 01

Discussion [n details on AML & CTF Act & Bangladesh Guidelines

~Discussion
Decision .
"Responsibility. Mr./Ms.
S -
Agenda No.02 - Discussion In details on Bangladesh Bank's Girculars & Circular Letters
- Discussiqn - h
Decision o .
Responsibility ... ~ Mr/Ms.
‘Agenda No. 10 - Detail discussion on Know Your Customer (KYC)
Discussion . -
Decision .
Responsibility Mr.fMs.
AgsndaNo:03 ~ "7 Detail discussion on Transaction Monitoring
Discussion,
Decision ]
Responsibility ="~ Mr./Ms.
Agenda No, 04 +| Detail discussion on identlfy the STR and Structuring and Reporting Procedure
Discusslan R
Dacision | L
Responsibility T MrMs.
_Agenda No.05 ~ Discuss & Identify areas of risk/problem based on Self-Assessmeant Procedure
Discusslon .
Decislon
Responsibility Mr/Ms. N
EJ
Agenda No. 06 Find out ways/recommendations to mitigate the riskiproblem areas
Discussion
Decision
"Responsibility Mr/Ms.
Agenda No. 07 Details discussion on File maintenance
_Discussion
Dacision )
Responsibility © Mr./Ms.
"Agenda No. 08 Training & Awareness Creation including Examination
Discussion "
Decislon ” SR
‘Responsibility |, . Mr./Ms. Her
[a 8
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Agenda No, 09 § Identification of PEP’s, Domestic Influential Person’s & High Officlal of Intemational Organization

Discussion b
Decislon
Responsibliity Mr./Ms.
Signature of All Members:
AML &CFT 12
Division /O
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Independent Testing Procedures Report
Source: Annexure- Ga of BFIU Clrcular No. 19 dafed 17-09-2017 of Bangladesh Financial Infelligence Unit.

Annexure N

{Internal Control & Compliance Division shall assess lhe AML performance of the branch based on this questionnaire {supported by documents} as per instructions laid down under
Section 8.8 of ML and TF Risk Assessment Guidelines of Bangladesh Bank. ICCD shall include their findings with recommendations in a separate Chapler on Anli Monay Laundering
. in their Annual Branch Audit Report.
Means of Verification: If Fully Complied - Full Score, If Partially Complied - Partial Score, If Not Complied - Zero Score)

i ok Premier Bank \\
71-90 Satlsfactory
10 e Anti-Money Laundering Division Inspection Date:
- Apina . N
408 Below Unsatistatory Head Office, Banani, Dhaka

“INDEPENDENT TESTING PROCEDURE REPORT (ITP)”
On Anti-Money Laundering & Anti-Terrorist Financing Performance of
Branch (Branch opened on )

Independent Testing Rating: .
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Table 1 :

ML & TF Risk Register for Customer

Annexure- 0

Sl.

Risk

Likeli-
hood

Impact

Risk
Score

Treatment/Action

Retail Banking Customer

A new customer

Unlikely

Low

L1

Transagtion Menitoring
KYC review every 5 years
Standard ID Check

Walk-in customer (beneficiary is
gavernment/semi
govemment/autonomous body/bank &
NBFI}

Unlikely

Low

L1

Transaction Monitoring
KYC review every 5 years
Standard ID Check

Walk-in customer (beneficiary is other
than government/semi
government/autonomous bodyibank &
NBF1)

Likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AQOF duly filled in

Standard ID -

Non-resident customer (Bangladeshi)

Likely

Moderate

M2

EDD/SDD based on risk rating of the customer
himMerself afso on high risk or low risk country
Transaction Monitoring

KYC review every year for high risk customer/
customer from high risk country.

KYC review for every 5 years for low risk
customer

AQF duly filled in

Standard ID

A new customer who wants to carry out a
large transaction (.. transaction ahove
CTR thresheld or below the threshold)

Likely

Moderate

M2

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

Standard 1D Check

Appropriate Risk Rafing in terms of Nature of
Business, Net Worth, Type of Account and
through which the account is being opened,
Monthly transaction permitted by the customer,
Monthly transaction declared by the customer
AQF — (complete and accurate information)

A customer making series of transactions
to the same individual or entity

Un likely

Moderate

L1

a & & &[0

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every § years for low risk
customer .

AOF duly filled In (complete and accurate
information)

Standard ID

Customer involved in outsourcing
business

Likely

Moderate

M2

Income Corroborating Document

Transaction Monitoring

KYC review every year for high risk customer
KYC review every 5 years for low risk customer
Standard 1D Check

AQOF duly flled in (complete and accurate
information)

Customer appears to do structuring to
avoid reporting threshold

Likely

Moderate

M2

* & 2 @

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AQF duly filled

in-{complete
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information)
Standard ID

Cuslomers appears to have accounls
with several banks in the same area

likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled in-(complete & accurale
infarmation)

Standard ID

10

Customer who shows curiosity about
intenal systems, controls and policies on
internal and regulatory reporting

Un likely

Moderate

L1

EDD/SBD based on risk rating

Transaction Menitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled
information)
Standard ID

in-{complete & accurate

11

Customer is the subject of a Money
Laundering or Financing of Terrorism
investigation by the order of the court

Un likely

Major

M2

Will not open any new account with the
customer

12

Negative news about the customers’
activities/ business in media or from other
reliable sources

Un likely

Moderate

L1

Will not open any new account with the
cuslomer

-

13

Customer is secretive and reluctant to
meet in person

Likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filed in-(complete & accurate
information)

Standard ID

14

Customer is a mandate who is operating
account of behalf of another person/
compary.

likely

Mederate

M2

EDD/SDD based on risk rating

Transaction Monitering

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled in-{complete & accurate
information)

Standard ID

13

Large deposit in the account of customer
with low income

Un likely (if this is
one of cases)f
likely(in case of
regular
transaction)

Moderate

L1 M2

5DD based on risk rating

Transaction Monitoring- TP review and revised
In case of regular occurrences and if the income
has increased.

KYC review for every 5 years for low risk
customer

AOF  duly filed in-{complete & accurate
information)
Standard ID
STR raise if it is a regular case in this static
situation and that too after thorough
examination.

-

16

Customers about whom BFIU seeks
information (individual)

likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AQF duly filled in-(complete & accurate
information)

KYC will be reviewed again afler enquired by
BF(U for safety purposes

Standard 1D

i7

A customer whose identification is
difficult to check

likely

Moderate

M2

EDD/SDD based on risk rating

S
N

Transaction Monitoring
KYC review every year for high i m
<
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KYC review for every 5 years for low risk
customer

AOF duly filled in-(complete & accurate
information)

Standard ID

18

Significant and unexplained geographic
distance between the bank and the
location of the customer

likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled in-(complele & accurate
information)

Standard ID

19

Customer is a foreigner

Likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filed in-(complete & accurate
information)

Standard ID

20

Customer is a minor

Likely

Minor

L1

SDD based on risk rating

Transaction Monitoring .

KYC review for every 5 years for low risk
customer

AOF duly filled in{complete & accurate
information)

School Banking Pracedure

21

Customer is housewife

Likely

Moderate

M2

SDD based on risk rating

Transaction Monitoring

KYC review for every & years for low risk
customer

AQF duly filed in-{complete & accurate
information})

Check the source of income of the spouse

22

Customer that are politically exposed
persons (PEPs) or influential persons
(IPs) or chiefisenior officials of
international organizations and their
family members and close associates.

Very Likely

Moderate

H3

Income Corroborating Document
Transaclion Monitoring

KYC review every year
Standard ID Check

23

Customer opens account in the name of
hister family member who intends to
credit large amount of deposits.

Likely

Moderate

M2

SDD based on risk rating

Transaction Monitoring

KYC review for every 5 years for low risk
customer

AOF duly filed in{complete & accurate
information)

Standard ID

Raise STR if identified after TP monitoring and
evatualion of all relevant documents.

24

Customers doing significant volume of
transactions with higher-risk geographic
locations

Likely

Moderate

M2

EDD/SDD based on risk rating of the customer
himherself also on high risk or low risk country
Transaction Monitoring

KYC review every year for high risk
customer/eustomer from high risk country

KYC review for every 5 years for low risk
customer

AQF duly filled in

Standard |D

25

A customer who brings in large amounts
of used notes and/ or smal}
denominations

Likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly flled In-{complete & accurate
information)
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Standard ID

26

Customer dealing in high value or
precious goods (e.g. jewel, gem and
precious metals dealers, art and antique
dealers and auction houses, estate
agents and real estate brokers)

Likely

Moderate

M2

EDD/ SDD as per the risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AQF duly flled in{complete & accurate
information}

Standard ID

27

Cuslomer is a money changer/ courier
service agent/ ravel agent

Un likely/ Likely

Moderate

L1/ M2

EDD/SDD based on risk rating

Transaction Moniforing

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled
information)
Standard ID

in{complete & accurate

28

Cuslomer is involved in business defined
as high risk in KYC profile by BFIU, but
not mentioned above

Likely

Moderate

M2

EDDY SDD based on the risk rating

Transaction Monitoring

KYC raview every year for high risk customer
KYC review for every 5 years for low risk
customer .

AOF duly filled in-(complete & accurate
information)

Standard ID

29

Customer is involved in Manpower
Export Business

Un likely

Moderate

L1

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled
information)
Standard 1D

in-{complete & accurate

30

Customer has been refused to provide
banking facilities by another bank

Unlikely

Low

U

Transaction Monitoring
KYG review every 5 years
Standard ID Check

31

Accounts opened before 30 April, 2002

Unlikely

Low

L1

These accounts are dormant accounts.

Credit transaction can be done

Debit transaction can be done only after the
KYC is updated.

32

Customers with complex accounting and
huge transaction

Un likely/ Likely

Moderate

L1/ M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every § years for low risk
customer .

AOF duly filed in-{complete & accurate
information}

Standard ID

33

Receipt of donor fund, fund from foreign
source by micro finance institute (MFI)

Un likely/ Likely

Moderate

L1/M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

ACF duly filed in-(complete & accurate
information)

Standard ID

34

Customer which is reporting organization
under MLP Act 2012 appears not
complying with the reporting
requirements (MFI) as per reliable source

Un iikely

Moderate

L1

EDD/SDD based on risk rating

Transaction Monitoring

KYC review evaty year for high risk customer
KYC review for every 5 years for low risk
customer

ML & TF Risk Management Guidelines

Page 137 of 153




AQF duly filled in-(complete & accurate
information)
Standard ID

Wholesale Banking Custorner

Entity customer having operations in
multiple locations

Un likely Moderate

L1

EDD/SDD based on fisk rating

Transaction Monitoring

KYC review every year for high risk entily
cuslomer

KYC review for every 5 years for low risk entity
customer

AOF duly filled in-(complete & accurate
information)

Standard ID

Customers about whom BF U seeks
information (large corporate)

likely Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AQF duly filled in{complele & accurate
information)

KYC will be reviewed again after enquired by
BFIU for safety purposes

Standard ID -

Owner of the entity that are influential
persons {IPs} and their family members
and close associates

Very Likely Moderale

H3

Income Comroberating Document
Transaction Monitoring

KYG review every year
Standard ID Check

A new customer who wants to carry outa
large transaction. (i.e. transaction
amounting 10 million or above)

Likely/ Un likely Moderate

M211

EDD/SDD based on risk rating |
Transaction Monitoring |
KYC review every year for high risk customer |
KYC review for every 5 years for low risk
customer

AOF duly filled in-(complete & accurate
information)

Standard ID

CTR Raised if the transaction is done in cash
STR raised if the transaction appear to be
suspicious.

A customer or a group of customers
making lots of transactions to the same
individual or group (wholesale)

Un fikely Moderate

L1

EDD/SDD based on risk rating |
Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled in-{complele & accurate
information}

Standard ID

A customer whose identification is
difficult to check

likely Moderate

M2

EDD/SDD based on risk rating .
Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low rigk
customer

AOF duly filed in-(complete & accurate
information)

Standard ID

Owner of the entity that are Pafitically
Exposed Persons (PEPs) or chieff senior
officials of Intemational Organizations
and their family members and close
associales

Very Likely Moderate

H3

Income Comoborating Document .
Transaction Monitoring I
KYC review every year
Standard ID Check

Charities or NPOs {especially operating
in less privileged areas).

likely Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer
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AQF duly filled in-(complele & accurate
information}
Standard ID

Credit Card Customer

Customer who changes static data
frequently

likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled in{complele & accurate
information)

Standard ID

KYC review every time the data is changed

10

Credit Card Customer

Un likely

Moderate

L1

EDD/SDD based on risk rating

Transaction Monitoting

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AQF duly filed in-(complete & accurate
information)

Standard ID

11

Customer doing frequent transaction
through card (Prepaid & Credit card) and
making quick adjustments

Un likely

Moderate

L1

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AQF duly filled in{complete & accurate
information)

Standard ID

12

Prepald Card customer

International Trade Customer

A new customer {Outward remittance
through SWIFT)

Un likefy

Moderate

L1

EDL/SDD based on risk rating

Transaction Monitoring

KYG review every year for high risk customer
KYC review for every § years for low risk
customer

AOF duly filled in-{complete & accurate
information)

Standard ID

A new customer (Import/Export)

likely

Moderate

M2

EDO/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AQOF duly filed In{complete & accurate
information)

Standard ID

A new customer (Inward remitiance
through SWIFT)

Un likely

Moderate

L1

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filed in-{complete & accurate
information)

Standard ID

4

A new customer who wants to catry out a
large transaction (Inward/Qutward
remittance)

likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
custemer

AQOF duly filled in-(complete & accurate
information)

Standard ID
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A customer wanls to conduct business
beyond its line of business (import/
export/ remittance)

likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitering

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AQF duly filed in-(complete & accurate
information)

Standard ID

Ownerf Director/ Shareholder of the
customer is influential person(s) or their
family members or close associates

iikely

Moderate

M2

* 9 & 9

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AQF duly filled in-{complete & accurate
information)

Standard ID

Correspondent Banks

Un likely

Low

L1

Standard Diligencs

Money services businesses (remittance
houses, exchange houses)

likely

Moderate

M2

Standard Diligence
Monitor Transaclions

A?ent Banking

A new customer

Unlikely

Low

L1

Transaction Monitoring
KYC review every 5 years
Standard 1D Check

A customer making series of transactions to
the same individuat or entity

Unfikely

Moderate

L1

EDDISDD based on risk raling

Transaction Monitofing

KYC review every year for high risk customer

KYC review for every 5 years for low risk customer
AQF duly filled in (complete and accurate information)
Standard ID

Customers appsars 1o have accounts with
several banks in the same area

likely

Moderate

M2

EDD/SDD based an risk rating

Transaction Monitoring

KYC review every year for high risk customer

KYC review for every 5 years for low risk customer
AQF duly filled in-{complete & accurate Information}
Standard ID

Customer who shows curiosity about intemal
systems, controls and policies on intemal and
regulatory reporting

Un likely

Moderate

L1

® & & & & 5|0 " 2 s s s e B e e a]le e e

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer

KYC review for every 5 years for low risk customer
AQF duly filled in-{complets & accurate information)

Standard ID

Customer is the subject of a Maney
Laundering or Financing of Terrorism
investigation by the onder of the court

Un likely

M2

Will not open any new account with the customer

Negative news about the customers’ activities/
business in media or from other reliabla
sources

Un likely

Moderate

L1

Will not open any new account with the customer

Customer is secrefive and reluctant to meet in
person

Likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Manitoring

KYC review every year for high risk customer

KYC review for every 5 years for fow risk customer
AOF duty filled in-(complete & accurate information)
Standard ID

Customers about whom BFiU seeks
information {individual)

Likely

Moderate

M2

e & & & & o9 » & & v »

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer

KYG review for every 5 years for low risk customer
AGF duly filled in-{complete & accurate information)
KYC will be reviewed again after enquired by BFIU for
safely purposes

Standard ID

A customer whase identification is difficult to
check

Likely

Moderate

M2

EDD/SDD based on risk raling

Transaction Monitoring

KYC review every year for high risk customer

KYG review for avary 5 years for low risk customer
AQF duly filled in-{complete & accurate information)
Standard ID

10

Customer is housewife

Likely

Moderate

M2

? S0 4 + 2 v 0|

SDD based on risk rating
Transaction Monforing
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KYG review for every § years for low risk customer
AQF duly filled in-(complete & accurate information)
Check the source of income of the spouse

11 Customer that are politically exposed person
(PEPs) or influential persons (IPs) or
chieffsenior officials of intemational
organizations and thelr family members and
close associates.

Very Likely

Moderate

H3

" % & &0 @

Income Corroborating Document
Transaction Monltoring

KYC review every year
Standard 1D Check

12 Customer dealing in high vatue or precious
goods (e.g. jewel, gem and precious metals
dealers, art and antique dealers and auction

houses, estate agents and rea) estate brokers)

Likely

Maderate

M2

EODD/ SDD as per tha risk rating

Transaction Manitoring

KYC review every year for high risk customer

KYC review for every 5 years for low risk customer
AQF duly filled in-{complete & accurate information)
Standard |D

13 Customer Is Involved in business defined as
high risk in KYC profile by BFIU, but not
mentioned above

Likely

Moderate

EDD/ SDD based on the risk rating

Transaction Monitering

KYC review every year for high rlsk customer

KYC review for every 5 years for low risk customer
AQF duty filled

14 Customer is involved in Manpower Export
Business

Un likely

Modarate

L1

EDD/SDD based on risk rating

Transaction Monitoring

KYG review every year for high risk customer

KYC review for every 5 years for low risk customer
AOF duly filled in-(complete & accurate Information)
Standard ID

15 Customer has been refused to provide
banking faciliies by another bank

Un likely

Low

L1

Transaction Monitoring -
KYC review every 5 years
Standard D Check

16 Customers with complex accounting and huge
transaction

Un likely! Likely

Moderate

L1/m2

® @& & & 8 B0 O B |6 4 & 8 e|8 e e @ |8 & e " s

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer

KYG raview for every 5 years for low risk customer
AQF duly filled in-(complate & accurate information)
Standard ID

2. Risk Register for Products & Services

Retail Banking Produét

1 Accounts for students where large
amount of fransaclions are made
(student file)

likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filed In-{complete & accurate
information)

Standard ID

2" Gift Cheque

Currently Do not have the product

3 Locker Service

likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled in-{complete & accurate
information}

Standard ID

4 Foreign currency endorsement in
passport

Un likely

Moderate

L1

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled in-(complete & accurate
information)
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Standard ID

Large currency endorsement in Passport

Un likely

Moderate

L1

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled in{complete & accurate
information)

Standard ID

Maintain Travel quota

FDOR (less than 2 million)

likaly

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk custorner
KYC review for every 5 years for low risk
cuslomer

AOF duly filled in-{complete & accurale
information)

Standard 1D

CTR to be preduced if the FDR Is done in cash
and above the threshold limit,

FOR {2 million and above)

likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monjtoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled in{complets & accurate
information}

Standard 1D

CTR lo be produced if the FCR Is done in cash.

Speclal scheme deposit accounts
opened with big installment and small
tenure.

Un likely

Moderate

L1

We do not have any such deposit scheme

Multiple deposit scheme aceounts
opened by same customer in a branch

Un likely

Moderate

L1

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AQOF duly flled in-{complete & accurate
information)

Standard ID

Check UCIC

10

Open DPS in the name of family member
or Installments paid from the account
other than the customer's account

ltkely

Moderate

M2

We do not have any such deposit scheme with
the Bank

11

Stand-alone DPS

likely

Moderate

M2

We do not have any such deposit scheme with
the Bank

12

Early encashment of FDR, special
scheme etc,

Un likely

Moderate

L1

EDD/SDD based on risk rating

Transaction Menitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filed in-{complete & accurate
information)

Standard ID

Produce SAR if that occurs frequently

13

Non face to face business relationship /
transaction

likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Monitoring

KYC review avery year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filed in-{complete & accurate
information)

Standard ID

14

Payment recelved from unrelated/ un-
associated third parties

likety

Moderale

M2

EDD/SDD based on risk rating
Transaction Monitoring
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KYC review every year for high risk customer
KYC review for every 5 years for fow risk
customer

AOF duly filled in<{complete & accurate
information)

Standard ID

Retail Privilege Facilities

Pre-Approved Credit Card with BDT
J00K limit

Un likely

Moderate

L1

We do not issue Credit Card without approval.

Enhanced ATM cash withdrawal Limit
BOT 100K

Un likely

Moderate

L1

We do not have such benefit

SME Banking Product

Want to open FOR where source of fund
is not clear

likely

Moderate

M2

EDD/SDD based on risk rating

Transaction Moniloring

KYC review every year for high risk customer
KYC review for every § years for low risk
customer

AQOF duly filled in{complete & accurale
information)

Standard ID =

Early encashment of FOR

Un likely

Moderate

L1

EDD/SDD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

ACF duly filled in-{complete & accurate
information)

Standard ID

Produce SAR if that occurs fraquently.

Repayment of loan EMI from source that
is nof clear

Un likely

Moderate

L1

EDL/SDD based on risk rating

Transaction Monitoring

KYG review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filed in-(complste & accurate
information)

Standard 1D

Repayment of full loan amount before
maturity

likely

Moderate

M2

* & & & |»

EDD/SOD based on risk rating

Transaction Monitoring

KYC review every year for high risk customer
KYC review for every 5 years for low risk
customer

AOF duly filled In-{complele & accurate
information)

Standard [D

Loan amount ulilized in sector other than
the sector specified during availing the
loan

Un likely

Moderate

L1

Thoroughly and critically examined all required
document before sanction of loan

In case of fixed asset financing, sale of
assel purchased immediately after
repayment of full loan amount,

Thoroughly and critically examined all required
document before sanction of loan

Source of fund used as security not clear
at the time of availing long

Un likely

Moderate

L1

Thoroughly and critically examined all required
document before sanction of loan
Take undertaking

Wholesale Banking Product

Development of new product & service of
bank

Un likely

Moderate

L1

Check the Money Laundering Risks by
conducting Applicable due diligence while
onboarding a customer and monitor the
transactions,
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2 Payment received from unrelated third Likely Moderate M2 +  EDD/SDD based on risk rating
parties =  Transaclion Monitoring
s KYC review every year for high risk customer
o  KYC review for every 5 years for low risk
customer
e AOF duly filled in{complele & accurate
information)
Standard ID
3 High value FDR Unlikely Moderate L1 «  EDD/SDD based on risk rating
e  Transaction Monitoring
o KYC review every year for high risk customer
o KYC review for every 5 years for low risk
customer
e AQF duly filed in-(complete & accurate
information}
e Standard ID
4 Term loan, SOD (FQO}, SOD (G-work Unlikely Moderate L1 »  EDD/SDD based on risk rating
order), SOD (Garment), SOD (PO), Loan e Standard ID
General, Lease finance, Packing Credit,
BTB LC
5 BG (bid bond), BG (PG), BG (APG} »  EDD/SDD based on risk rating
e Standard ID
6 L/C subsequent term loan, OP L/C «  EDD/SDD based on risk rating
- +  Standard ID -
7 C. C(H), SOD (G-Business), STL »  EDD/SDD based on risk rating
+  Standard ID
8 Syndication Financing o  EDD/SDD based on risk rating
o Standard 1D
Credit Card
9 Supplementary Credit Card Issue Unlikely Moderate L1 o  EDD/SDD based an risk rating
o  Transaction Monitoring
»  KYC review every year for high risk customer
e KYC review for every 5 years for low risk
customer
s AOF duly filed in{complele & accurate
information)
Standard ID
10 Frequent use of Card Cheque We currently do not have the product
11 | BEFTN cheque or pay order as mode of Unlikely Moderale L1 Conduct applicable Diligence while onboarding
payment instead of account opening at a customer.
bank {Merchant)
12 | Credit card issuance against ERQ and e  Appropriate Risk Rating
RFCD accounts »  Transaction Monitoring
e Standard Id
International Trade
1 Line of business mismatch Likely Moderate M2 »  Check the documents to ascertain the line
(import/exportiremittance) of business.
s i different, decline the transaction
2 Under/ Over invoicing Likely Moderate M2 o Check the documents to ascertain proper
{import/exportiremittance) amount
o lfdifferent, decling the transaction
3 Retirement of import bills in cash e Check the documents to ascerain proper
{importfexport/remittance) amount
« _lidifferent, decline the transaction
4 Wire Transfer Unlikely Moderate L1 e  Check the source and purpose.
+  Above USD 5000 conduct full KYC
5 Relationship between the remitter and Likely Moderate M2 » Check the documents 1o ascertain proper
beneficiary and purpose of remittance purpose
mismatch {outward/inward remittance) __Ifdifferent, deciing the transaction
N
IO
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1.

Risk Register for Business practices/ delivery methods or channels

receiving remittance through SWIFT
under single customer credit transfer (fin
-103)

i Onling {multiple small transaction through Likely Moderate Home Branches check transaction monitoring
different branches) report regularly.
If Suspicious, raise STR
2 BEFTN Likely Moderate M2 Home Branches check transaction monitoring
report regularly.
o If Suspicious, raise STR
3 BACH Likely Moderate Mz » Home Branches check transaction monitoring
report regularly.
e |f Suspicious, raise STR
4 IDBP
5 Mobile Banking +  We do not have mobile banking services
6 Third party agent or broker »  Retail Banking Divisien check transaction monitoring
report regularly.
If Suspicious, ralse STR
Credit Card
1 New Merchant sign up Likely Low M2 e Conduct applicable Diigence while onboarding
a cuslomer
2 High volume transaction through POS Likely Low M2 e Monitoring Transaction
Alternate Delivery Channe!
1 Large amount withdrawn from ATMs UnLikely Low L1 e ATM transaction is limited in terms of money
value and in number of transaction in a day.
+  Transaction Monitoring, if they are big enough to
be reported
2 Larger amount transaction from different UnLikely Low L1 e  ATM transaction is limited in terms of money
location and different time{mid night) value and in number of fransaction in a day.
through ATM »  Transaction Monitoring, if they are big enough to
be reported.
3 Large amount of cash deposit in COM «  We do not offer this service.
4 Huge fund transfer through internet » We do not offer this service to third parties
5 Transaction profile is updated through »  We do not have such facility
Intemet-Banking
6 Customer to business transaction-Online »  Home Branches check transaction monitoring
Payment Gateway - Intemet Banking report regularly.
s |f Suspicious, raise STR
international Trade
i Customer sending remittance through e Check the documenis to ascertain proper
- | SWIFT under single customer credit purpose
transfer (fin- 103) e If Suspicious, raise STR
2 Existing customer / other bank customer + Check the documents to ascertain proper

purpose
If Suspicious, raise STR

4. Risk Register for Country! Jurisdiction

Imporl and export form / to sanction
country

UN does not mention of any sanction country

2 Transshipments, container, flag vesse! e  Check Sanctions
efc. under global sanction
3 Establishing correspondent relationship

Check Sanctions
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with sanction bank and/ or country

4 Establishing correspondent relationship Mark them as EDD and conduct appropriate Oiligence
with poor AML & CFT practice country.
5 Customer belongs to high-risk Mark them as EDD and conduct appropriate
geographic locations such as High Ditigence
Intensity Financial Crime Areas
] Customer belongs to counlies or Mark them as EDD and conduct appropriate
geographic areas Kentified by credible Diligence
sources as providing funding or support
for terrorist activities, or that have
designated  terrorist  organizations
operating within their country.
7 Customer belongs to High Risk ranking Mark them as EDD and conduct appropriate
countries of the Basel AML index. Diligence
8 Customer belongs to the countries Mark them as EDD and conduct appropriate
identified by the bank as higher-risk Diligence
because of its prior experiences or other
factors.
9 Any country identified by FATF or FSRBs Mark them as EDD and conduct appropriate
- (FATF style Regiona! Body) as not Diligence
having adequate AML & CFT systems
10 | Any bank that provide service to ‘Shell Not permitted
Bank’
11 Any bank that allow payable through Mark them as EDD and conduct appropriate
account Diligence
12 Any country identified as destination of Mark them as EDD and conduct appropriale
illicit financlal flow Diligence
13 | Branches in a Border Area »  Besides normal Account opening, Transaction
Monitoring and KYC review has to be very
thorough.
+  Currently we do not have any branch at typical
Border Areas.
14 | ‘Area identified as high risk in the NRA Mark them as EDD and conduct appropriate
Diligence
15 | Countries subject to UN Decline relationship

embargo/sanctions

5. Register for Regulatory Risk

o Established AMLICFT guideline for the bank

Not having AML/CFT guideline
Ensure 100% training to the employees of the
bank to aware about the contents of the
guideline
s AML/ CFT guideline provided by Bangladesh
Bank is also available in a shared folder for
everyone's reading purpose.
2 Not having AML/CFT compliance officer Un likely Major M2 e Ensure one CAMLCO and Deputy CAMLCO
»  Ensure appropriate number of employees in the
team
¢  Ensure dedicated CCC with appropriate number
of members
3 Not having Branch Anti Money Un likely Major M2 +  Ensure BAMLCO in each branch.
Laundering Compliance Officer
4 Not having an AML & CFT program Un likely Major M2 +  Ensure 100% employes coverage under AML/
CFT training program
*  Also incorporated eleamning on AML/CFT o
ensure distance learning
5 No senior management commitment to Un likely Major M2
comply with MLP and AT Act
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6 Failure to follow the AMLD/BFIU circular, Un likely Major M2 »  Circulated across the organization
circular letter, instructions etc. e Employess read all AMLO/BFIU circulars and
sign
7 Unique account opening form not We follow the Unique Account Opening Form.
followed while opening account .
8 Non screening of new and existing Un likely Major M2 e Ensure checking manually for each new and
customers against UNSCR Sanction and existing customer
OFAC lists
9 Violation of Foreign Exchange Regulation Ensure Proposer Maker Checker control to
Act, 1947 while dealing with NRB ensurs compliance
accounts
10 | Complete and accurate information of Likely Moderate M2 = Ensure Proposer Maker Checker conlral to
customer not gbtained ensure compliance
11 | Beneficial owner identification and Likely Moderate M2 +  Appropriately Unwrap a relationship
verification not done properly +  EDD/SDD based on risk rating
*  AOF duly filled in
e Standard ID
12 | Customer Due Diligence (CDD) not Likely Moderate M2 e Restrict Debit Transactions fill updation.
practiced properfy o Exit the relationship, if required.
13 | Failure to perform Enhanced Due Likely Moderate M2 *  Restrict Debit Transactions till updation.
Diligence (EDD] for high risk customers e Exit the relationship, If required,
(i.e., PEPs, family members and close
associates of PEPs and influential person
" | and senior official of intemational -
organization.)
14 | Failure to complete KYC of customer Likely Moderate M2 »  Restrict Debit Transactions till updation.
including walk in customer +  Raise STR, if required.
15 Failure to update TP and KYC of Unlikely Major M2 e Restrict Debit Transactions tilt updation,
customer e Exit the relalionship, if required.
16 | Keep the legacy accounts operative Un likely Moderate Lt e Restrict Debit Transactions till updation.
without completing KYC .
17 | Failure to assess the ML & TF risk of 2 Unlikely Major M2 e Abstain from offering the product
preduct or service before launching
18 | Failure to complete the KYC of Unlikely Major M2 +  Abslain conducting business through them
Cotrespondent Bank
19 | Senior Management approval not Un likely Major M2 » Ensure proper approval from the appropriate
obtained before entering into a authority
Correspondent Banking refationship
20 | Failure to comply with the instruction of Un likely Major M2 ¢  Ensure Compliance
BFIU by bank Foreign subsidiary
21 Failure to keep record properly Un likely Major M2 *  Ensure 100% record keeping
*  Ensure audit inspection for all branches
s BAMLCOs ensure the record keeping of their
respeclive branches as per their JDs.
22 | Fallure to report complete and accurate Un likely Major M2 Ensure proper reporling
CTR on time Ensure audit inspection for all branches
BAMLCOs ensure the record keeping of their
respective branches as per their JDs.
23 | Failure to review CTR Un likely Major M2 e  Ensure proper reviewing
«  Ensure audit inspection for all branches
BAMLCOs ensure the record keeping of their
respective branches as per their JDs.
24 | Failure to identify and monilor structuring Un likely Major M2 = Reports in place,
s Branches are to check those periodic reports
25 | Failure to provide sufficient controls and Un likely Major M2 s Reports in place.
monitoring systems for the timely = Branches are to check those periodic reports
detection and reporting of suspicious
activity
26 | Failure to conduct quarterly meeting Un likely Major M2 =  Ensure audit inspection for all branches
properly .
27 Failure to report suspicious transactions Un likely Major M2 ¢ Reports in place,
report (STR) » __Branches are to check those periodic reports
28 | Failure to conduct self-assessment Un likely Major M2 = Ensure audit inspection for all branches
properly
29 | Failure to submit statement / report to Un likely Major M2 .
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BFIU on time
30 Submit erronecus statement/ report to Un likely Major M2 Ensure audit inspection for all branches
BFIU
31 Not complying with any order for freezing Un likely Major M2 That is done.
or suspension of transaction issued by Puniive actions may be taken against the
BFIU or BB branch
32 Not submitting accurate information or Un likely Major M2 That is done.
statement sought by BFIU or BB. Punitive actions may be taken against the
branch
33 | Notsubmitling required report to senior Un likely Major M2 That is done.
management regularly Punitive actions may be faken against the
branch
34 | Failure to rectify the objections raised by Un likely Major M2 That is dene.
BFIU or bank inspection teams on time Punitive actions may be taken against the
branch
35 Failure 1o obtain information during wire Un likely Majer M2 That is done.
transfer Punitive actions may be taken against the
branch
36 | Failure to comply with the responsibllities Un likely Major M2 Thatis done.
of ordering, intermediary and beneficiary Punitive actions may be iaken against the
bank branch/ ID
37 Failure to scrutinize staff properly Un likely Major M2 That is done.
Punitve actions may be taken against the
branch/ HRD
38 Failure to circulate BFIU guidelines and Un likely Major M2 That is done.
circutars to branches
39 Inadequate training/ workshop aranged Un likely Major M2 That is done.
on AML & CFT
40 No independent audit function to test the Un likely Major M2 *That is done by ICCD.,
AML program
ML & TF Risk Management Guidelines Page 148 of 153 All Rights Ressrved ® The Premier Ba




KYC Documentation

Annexure- P

Customer type Standard Identification Document for verification of Document or strategy for
document source of funds verification of address
Individuals > Passport > Salary Certificate (for salaried | » Acknowledgement
» National Id Card person) receipt of thanks letter
> Birth Registration Certificate | » Employed ID (For through postal department.
(Printed copy, with seal & ascertaining level of )
signature from the Registrar) employment). Tl ]}: r(:ofof (tilellve;y of .
»  Valid driving license (if any) | » Self-declaration acceptable to thanks letter through courer.
> Credit Card (if any) the bank. (commensurate » Third party verification
»  Any other documents that with declared occupation) report.
satisfy to the bank. »  Documents in support of
NB: But in case of submitting the beneficial owner’s income > Physical verification
birth registration certificate, any (income of house wife, report of bank official
other photo id (issued by a students etc.)
Government department or » Trade License if the customer | » Copy of utility bill/utility
agency) of the person has to be declared to be a business card on satisfaction of the
supplied with it. If ke does not person dealing officer (not beyond 3
have a photo id, then a certificate | » TIN (if any) meonths old). The bill should
of identity by any renowned » Documents of property sale, | beinthenameofthe
people has to be submitted (if any) applicant or his/her parent’s
according to the bank’s » Other Bank statement (if any) | "7
?equirement. That certi.ficate must | » Document of _FDR » Residential address
include a photo which is duly encashment (if any) appearing on an official
attested by the signing renowned | » Document of foreign document prepared by a
person. The person should sign remittance (if any fund comes | Government Agency
the certificate (printing his/her from cutside the country)
name clearly underneath) and » Document of retirement
clearly indicate his/her position benefit.
or capacity on it together with a » Bank loan.
contact address and phone
number.
Joint Accounts ¥ Passport » Salary Certificate (for salaried ¥ Acknowledgement

> National Id Card » Birth
Registration Certificate (Printed
copy, with seal & signature from the
Registrar)

»  Valid driving license (if any)

»> Credit Card (if any) » Any
other documents (photo) that satisfy
to the bank.

person). » Employed ID (For
ascertaining level of employment).

¥ Self-declaration acceptable to the
bank. (commensurate with declared
occupation)

» Documents in support of
beneficial owner’s income (income of
house wife, students etc.)

» Trade License if the customer
declared to be a business person

» TIN (ifany) » Documents of
property sale. (if any)

% Other Bank statement (if any)

> Document of FDR encashment
(ifany) > Document of foreign
remittance (if any fund comes from
outside the country)

» Document of retirement benefit.
> Bank loan,

receipt of thanks letter
through postal depariment.
¥ Proof of delivery of
thanks letter through courier.
»  Third party verification
report,

> Physical verification
report of bank official

¥ Copy of utility bill/utility
card on satisfaction of the
dealing officer (not beyond 3
months cld). The bill should
be in the name of the
applicant or histher parent's
name.

» Residential address
appearing on an official
document prepared by a
Government Agency

Sole Proprietorships or
Individuals doing business

> Passport

» National Id Card » Birth
Registration Certificate (Printed
copy, with seal & signature from the
Registrar)

»  Valid driving license (if any)

» Credit Card (ifany) » Rent
receipt of the shop (if the shop is
rental)

» Trade License

> TIN

»  Sclf-declaration acceptable to the
bank. (commensurate with nature and
volume of business)

> Documents of property sale. (if
injected any fund by selling personal
property)

¥ Other Bank statement (if any)

»  Acknowledgement
receipt of thanks letter
through postal department.
¥»  Proof of delivery of
thanks letter through courier.
»  Third party verification
report.

> Physical verification
report of bank official
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¥ Ownership documents of the
shop ( i.e purchase documents of the
shop or inheritance documents)

» Membership certificate of any
association. (Chamber of comers,
market association, trade association
i.e.; Hardware association, cloth
merchant association, hawker’s
association ete.

»  Any other documents that satisfy
to the bank.

¥ Document of FDR encashment
(if any fund injected by en-cashing
personal FDR)

» Document of foreign remittance
(if any fund comes from outside the
country)

¥ Bank loan (if any) > Personal
borrowing (if any)

»  Copy of utility bili/utility
card on satisfaction of the
dealing officer (not beyond 3
months old). The bill should
be in the name of the
applicant or his/her parent’s
name.

> Residential address
appearing on an official
document prepared by a
Government Agency

Partmerships

» Partmership deed/ partnership
letter » Registered partnership
deed (if registered) » Resolution
of the partners, specifying
operational guidelines/ instruction of
the partnership account.

¥ Passport of partners

¥ National Id Card of partners

% Birth Registration Certificate of
partners (Printed copy, with seal &
signature from the Registrar)

> Valid driving license of partners
(if any)

»  Credit Card of partners (if any)
> Rentreceipt of the shop (if the
shop is rental)

» Ownership documents of the
shop (i.e. purchase documents of the
shop or inheritance documents)

» Membership certificate of any
association, (Chamber of comers,
market association, trade association
i.e.; Hardware association, cloth
merchant association, hawker’s
association ect,

> Any other decuments that satisfy
to the bank

» Trade License

» TIN

» Documents of property sale. (if
injected any fund by selling personal
property of a partner)

»  Other Bank statement (if any)

» Document of FDR encashment
(if any partner injected capital by
enchasing Personal FDR)

» Document of foreign remittance
{(if any fund comes from outside the
country)

¥ Bank loan

»  Personal Borrowing (if any)

»  Acknowledgement
receipt of thanks letter
through postal department

»  Proof of delivery of
thanks letter through courier.
¥  Third party verification
report.

>  Physical verification
report of bank official

»  Copy of utility bill/utility
card on satisfaction of the
dealing officer (not beyond 3
months old). The bill should
be in the name of the
applicant or his/her parent’s
name.

% Residential address
appearing on an official
document prepared by a
Government Agency

Private Limited Companics

» Passport of all the directors

» National Id Card of all the
directors

» Certificate of incorporation

» Memorandum and Articles of
Association »  List of directors

¥ Resolution of the board of
directors to open an account and
identification of those who have
authority to operate the account.

»  Power of attorney granted to its
Managers, Officials or Employees to
transact business on its behalf,

» Nature of the company’s
business

> Expected monthly turnover

» ldentity of beneficial owners,
holding 20% interest or more of
having control over the company's
assets and any person (or persons) on
whose instructions the signatories of
the account act where such persons
may not be a full time employee ,
officer or director of the company.

> A copy of last available financial
statements duly authenticated by
competent authority

» Other Bank
statement

» Trade License
» TIN

» VAT registration » Bank loan
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Public Limited Companies

» Passport of all the directors

» National Id Card of all the
directors

» Certificate of incorporation

» Memorandum and Articles of
Association »  Certificate of
commencement of business

» List of directors in form -XII

¥ Resolution of the board of
directors to open an account and
identification of those who have
authority to operate the account.

» Power of attorney granted to its
Managers, Officials or Employees to
transact business on its behalf,

% Nature of the company’s
business

»  Expected monthly tumover

» Identity of beneficial owners,
holding 20% interest or more of
having control over the company’s
assets and any person (or persons) on
whose instructions the signatories of
the account act where such persons
may not be a full time employee ,
officer or director of the company.

» A copy of last available financial
statements duly certified by a
professional accountant

Government-Owned entities

> Statue of formation of the entity
> Resolution of the board to open
an account and identification of those
who have authority to operate the
account.

»  Passport of the operator (s}

¥ National Id Card of the aperator
(s)

»  Other Bank staternent (if any)

» Trade License

» TIN

» Cash flow statement

»> VAT registration » Bank loan
> Any other genuine source

N/A

N/A

NGO

» National Id Card of the operator
(s

» Passport of the operator (s)

» Resolution of the board of
directors to open an account and
identification of those who have
authority to operate the account,

» Documents of natute of the
NGO

> Certificate of registration issued
by competent authority » Bye-
laws ( certified)

» List of Management Committee/
Directors

> A copy of last available financial
statements duly certified by a
professional accountant.

» Other Bank statement

» TIN

» Certificate of Grand / Aid

\‘
Charities or Religious > National Id Card of the operator | » A copy of last available financial
Organizations (s) statements duly certified by a
»  Passport of the operator (s) professional accountant
» Resolution of the Executive ¥ Other Bank statement
Committee to open an account and ¥ Certificate of Grant / Aid/
identification of those who have donation
authority to operate the account. »  Any other legal source -\e( Ban‘i’
¥» Documents of nature of the
ST oo 2 CFY
==t @~ Lo
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Organizations » Certificate of
registration issued by competent
authority (if any)

¥» Bye-laws ( certified)

> List of Management Committee/
Directors

Clubs or Societies

» National Id Card of the operator
(s)

» Passport of the operator (5)

» Resolution of the Executive
Committee to open an account and
identification of those who have
authority to operate the account.

> Documents of nature of the
Organizations

» Certificate of registration issued
by competent authority (if any)

¥» Bye-laws { certified) » List of
Management Committee/ Directors

» A copy of last available financial
statements duly certified by a
professional (if registered)

»  Other Bank statement

»  Certificate of Grant / Aid

¥ Subscription

¥ If unregistered declaration of
authorized person/ body.

Trusts, Foundations or similar
entities

% National Id Card of the trustee
{s)

> Passport of the trustee (s)

» Resolution of the Managing
body of the Foundation/Association
to open an account and identification
of those who have authority to
operate the account.

¥ Certified true copy of the Trust
Deed

» Bye-laws { certified)

» Power of attorney allowing
transaction in the account.

» A copy of last available financial
statements duly certified by 2
professional (if registered)

»  Other Bank statement

» Donation

Financial Institutions (NBFI)

» Passport of all the directors

» National Id Card of all the
directors

¥ Certificate of incorporation

» Memorandum and Atticles of
Association »  Certificate of
commencement of business

> List of directors in form -XII

» Resolution of the board of
directors to open an account and
identification of those who have
authority to operate the account.

» Power of attorney granted to its
Managers, Officials or Employees to
transact business on its behalf,

> Nature of the company’s
business

> Expected monthly turnover

> Identity of beneficial owners,
holding 20% interest or more of
having control over the company's
assets and any person (or persons) on
whose instructions the signatories of
the account act where such persons
may not be a full time employee ,
officer or director of the company.,

» A copy of last available financial
statements duly certified by a
professional accountant.

» Other Bank statement

» Trade License

» TIN

» VAT registration » Cash flow
statement
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