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Foreword

As for Banking Business taking risk is an integral part, therefore, financial institutions should be
required to have policies, guidelines, controls and procedures that enable them to manage and
mitigate effectively the risks that have been identified. Bank should be required to monitor the
implementation of those controls and to enhance them, if necessary. Failure to assess and
manage risks adequately may lead to losses and affecting the stability of the overall financial
system.

For banks in emerging markets, the regulatory requirement is more complicated than ever. Rules
designed to fight money laundering and root out terrorist financing have made the financial
system safer and more resilient but have also increased the cost and complexity of doing
business in develaping countries.

In recent years, Anti-Money Laundering and Combating Financing of Terrorism (AML/CFT)
compliance requirements have created a marked increase in cost and complexily to banks
globally. These regulatory changes have increased financial system resilience and helped battle
financial crime. These regulatory changes have also put increased pressure on correspondent
banking relationships and cross barder financial networks.

Bangladesh Bank as the apex regulatory body for the country's monetary and financial system
plays a pivotal role to stabilize and enhance the efficiency of the financial system. Bangladesh
Financial Intelligence Unit (BFIU) as the central agency of Bangladesh has taken several initiavies
to establish an effective system for anti money laundering, combating financing of terrorism and
proliferation of weapons of mass destruction. Issuance of circulars/circular letters, Guidance
Notes under Money Laudering Prevention Act (MLPA) 2012 (Amendment 2015) and Anti-Terrorism
Act (ATA) 2009 (amendment 2012 & 2013) are some of the exapmples.

To make the Bank free from the Risk of Money Laundering & Terrorist Financing and to prepare
the Bank to comply with the legal and regulatory framework Premier Bank Limited has prepared
this “Policy and Guidelines on Anti Money Laundering and Combating Financing of Terrorism” that
will interpret the reguirements of the relevant laws and regulations, and how they might be
implemented in practice. Premier Bank instructs all the Branchas/Divisions/Departments to follow
the guideline in order to mitigate Money Laundering (ML), Terrorist Financing (TF), and
Proliferation Financing (PF) risks,
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LIST OF ABBREVIATIONS
ACC Anti Eurruptmn Commision =
ADB . Asian Development Bank o -
AML & CFT : ~_ Anti-Money Laundering and Combating Financing of - Terrurlsm____ e
AMC o Adverse Media Screening i
APE e Asia Pasific Group e el
ARS Alternative Remittance Systems S
ATA Anti-Terrorism Act
BAMLCO Branch Anti-Money Lau ndering Complla nce Officer
BACH Bangladesh Automated Clearing House
BB Bangladesh Bank
BEFTN Bangladesh Electronic Fund Transfer Network =
BFIU Bangladesh Financial Intelligence Unit
CAMLCO Chief Anti-Money Laundering Compliance Officer
cCce Central Compliance Committee
COD  Customer Due Diligence
CPV  Caontact Point Verification T -
CSR Corporate Social Responsibility
ClR Cash Transaction Report -
DAMLCO Deputy Anti-Money Laundering Cumpllance Officer
ONFBP Designated non-financial businesses and prcf&ssmns
EDD ~ Enhanced Due Diligence ;
E-KYC _ Electronic Know Your Customer o -
E-TIN Electronic Tax Identification Number ol
FARF Financial Action Task Force
FERA Foreign Exchange Regulation Act
Fl Financial Institution
FlU Financial Intelligence Unit Ll
FSRB - FATF Style Regional Body -
GFET  Guideline for Foreign Exchange Transactions
HRD i - Human Resources Divisien —
ICCD Internal Control & Compliance Division o :
IMF  Internaltional Meneytary Fund
[TP  Independent Testing Procedure
P ' Influential Person e
KYC | Know Your Customer i
KYE . Know Your Employee . - e
MD & CEQ ' ' Managing Director & Chief Executive Officer Sl
MER Mutual Evaluation Report -
MIS Management Information System
ML Money Laundering -
MLPA Money Laundering Prevention Act
MOU Memorandum of Understanding )
NRA . - National ML & TF Risk Assessment e
NCC _ ___ National Coordination Committee
NGO i ' Non-Government Organisation
NP0 Non-Profit Organisation
e T PR ~ \
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LIST OF ABBREVIATIONS s

NRB. ' Non-Residentail Bangladeshi i

0ECD Organization for Economic Cooperation and Development

OFAC Office of Foreign Assets Control

PBL Premier Bank Limited o
PEP _ Politicaly Exposed Person : '

PF Proliferation Financing

SAP Self-Assessment Procedure S 5 s
SAR Suspicious Activity Report S

SIP Strategic Implementation Plan

SRQO B ~ Statutory Regulatory Order ==

STR s Suspicious Transaction Report e i A
TBML Trade Based Money Laundering -
TF Terrotist Finaticing. - = /1= IREER NS

TFS Targeted Financial Sanctions

TP Transaction Profile

UN United Nations

UNCDC United Nations Office of Drug and Crime =
UNSCR United Nations Security Council Resolution )
WMD Weapans of Mass Destruction i i
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CHAPTER [ BACKGROUND
Preamble

This Policy Guidelines on Anti Money Laundering and Combating Financing of
Terrorism of The Premier Bank Limited (PBL) has been developed keeping in
consistency with the existing Money Laundering Prevention Act (MLPA) 2012
(Amendment 2015) and Anti-Terrorism Act (ATA) 2009 (amendment 2012 & 2013),
Money Laundering and Terrorist Financing Risk Management Guideline, Money
Laundering and Terrorist Financing Risk Assessment Guideline, Circulars issued by
Bangladesh Financial Intelligence Unit (BFIU) time to time, Guidance Notes, the revised
Financial Action Task Force (FATF) Recommendations and the international best
practices.

Money laundering is concealing the true source of illegaly obtained money. Money
launderers often use variety of transactions to launder money and that has become
increasingly complex. They are involving numerous financinal institutions from many
jurisdictions, and increasingly using nonbank financial institutions, as well as
nonfinancial businesses and professions. Meney laundering methods are diverse and
constantly evolving.

Money laundering and Terrorist Financing can have potentially negative
consequences for a country's macreeconomic performance, it can impose welfare
losses, and may also have negative cross-border externalities. For example, it could
compromise bank's soundness with potentially large fiscal liabilities, could lessen the
ahility to attract foreign investments. Ecanomic damage can arise not only from direct
financial system abuse but also from allegations that affect the reputation of a
country.

The challenge of terrorist financing is nat new. Financial Intelligence Units (FIUs)
play an important role in identifying the financial operations of terrorist networks
across berders and in detecting their financial backers. Banks need to be more
proactive to further detect and prevent terrorist organisations and their backers to
move funds and other assets and help law enforcement to trace terrorists and stop
them from committing crimes. Recently, another issue has come up and that is
praliferation of financing.

The Premier Bank Limited has prepared this handbook giving the title “Palicy
Guidelines on Anti Money Laundering and Combating Financing of Terrarism”. It is
expected that each employee of The Premier Bank Limited must exercise the anti-
money laundering activities with due care and diligence for the sake of his / her

carrier and for the interest of the institution itself.
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Policy Guideline Objective

Broad Objective - Setting a mechanism to control money laundering and terrorist
financing in complying with the Bangladesh’s money laundering regulations in order
to discharge legal and moral duties and ensure sustainable compliance of the bank,

Specific Objective

1.2.1To enable PBL to ensure that only legitimate and bona fide customers are
accepted.

12.2 To prevent the bank's products, services and deliver channels from being
used for money laundering and financing of terrorism

1.2.3 To enable PBL in implementing processes to effectively manage the risks
posed by customers trying to misuse facilities.

124 To put in place appropriate controls for detection and reporting of
suspicious activities in accordance with applicable laws and regulations,
and procedural guidelines.

1.2.5 To take necessary steps to ensure that the relevant staff are adequately
trained in AML & CFT procedures.

1.2.6 To prevent financial, reputational and legal damage to the bank by
ensuring that the institution has procedures in place to detect and repart
activities that may be involved with money laundering or terrorist
financing or proliferation financing of weapons of mass destruction.

1.2.7 To assist requlators/law enforcement agencies in their efforts to
investigate and track money launderers and terrorist financers.

Policy Statement

The Premier Bank Limited (PBL) pays special attention on Anti-Money Laundering and
Combating Financing of Terrorism. This comprehensive Anti Money Laundering and
Combating Financing of Terrorism policy guideline has been approved by the Board of
Directors and implemented accordingly. These policy and procedures comply with the
relevant acts, orders and the Circulars of the appropriate regulators.

This policy statement, a brief description of general principles to which Premier Bank will
adhere to, is as follows:

11

12

/@{M @GOG

To comply with applicable anti-money laundering and combating the financing of
terrorism rules and regulations as established by the Bangladesh Financial
Intelligence Unit (BFIU) and respective Financial Intelligence Units in each jurisdiction
that is in accordance with the recommendation of the Financial Action Task Force
(FATF) on Maney Laundering and Terrorist Financing.

Administer and maintain a written policy guideline on anti money laundering and
combating financing of terrorism in compliance with relevant acts, rules, guidelines,
and circulars, and apply it to all business units.

To obtain all account apening documentation reqmrements as per laws.
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To obtain necessary documents while conducting transaction for Nen-Account
holders.

To apply the Risk Based Approach & Framework in dealing with the AML & CFT
activities as per the set policies and procedures of the Bank.

Ensure that the Policy Guidelines on Anti Money Laundering and Combating
Financing of Terrorism of the bank establishes clear responsibilities and
accountabilities within PBL and those policies, procedures and controls are
maintained which can deter criminals from using PBL for meney laundering and
financing of terrorist activities.

Constitute CCC and appoint CAMLCO, DeputyCAMLCO, BAMLCO, and SBAMLCO who
will have the responsibility for oversight of compliance with relevant legistations,
rules and regulations.

Develop a customer acceptance policy entailing the regularoty requirements and
industry practice and ensure compliance of the same.

Ensure having technologically advanced systems in place for monitoring
transactions and reporting as well as submitting various returns.

Cooperate fully with law enforcement and regulatory agencies.

Review policy at regular intervals, at least annually, and update/revise, as
necessary, based on any legal/regulatory or business/operational changes, such as
additions or amendments to existing AML & CFT related rules and regulations.

Ensure having independent and fair internal control mechanism.

To apply appropriate screening process while on boarding the customers.

PBL will not conduct business or maintain any business relationship with any Shell
Bank. In addition to that, PBL will not offer any service to open anonymous accounts.

PBL will comply with the due processes like conducting COD, EOD, KYC, E-KYC, TP
Update, periodic review of high and low risk customers, adverse media news
screening etc. for keeping the bank free from any threats that may arise from money
laundering or terrorist financing.

To retain all custome related documents for a period specified as per local laws in
each jurisdiction,

To report all identified suspicious activities.
To train all staff on AML & CFT and new AML & CFT laws and regulations.

To maintain a system of internal controls to ensure ongoing AML & CFT compliance
by a designated person(s) and take appropriate action once suspicious activity is
detected, a proper and thorough process for filing Suspicious Transaction Report
(STR) is followed as per the requirements of Bangladesh Financial Intelligence Unit
BFIU) and applicable laws.
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1.2

Scope and Enforcement

This Policy Guideline shall be applicable for all branches, sub-branches, agent
banking outlets, departments, divisions, bill collection booths, of PBL.

Copies of the Policy Guideline shall be distributed to all employees of the bank
including to those of the agents of the bank so that it can be readily available to all
employees, agents and agent-employees.

All employees, contractual employees, agents, agent employees of the bank shall
comply with the Policy Guideline and all relevant employees must be thoroughly
familiar with and make use of the material contained in the Guideline.

Annual revision or any changes/updates to this Policy Guidelines shall require
approval of the Board of Directors.

Changes in any operating procedures, standards and technologies, may be
authorized by the MD & CEOQ and/or CAMLCO.

Senior Management shall be responsible for ensuring the directives implemented
and administered in compliance with the approved Policy Guidelines.

Clarifications of the Policy Gurdelines

Requests for clarifications to any point of this policy to be made by the CAMLCO or
Deputy CAMLCO.

This is basically a revised policy manual combating of the AML-CFT. This pelicy
guideline is adopted to fulfill the requirements laid down by BFIU. in case of any
ambiguity developed due to English version of related BFIU regulations, original
Bangla text is to be considered. CAMLCO is the custodian of this policy manual and

preserves the right to explain and clarify any ambiguity that arises from this policy
manual.

What is Money L aundering?

Money laundering can be defined in several ways. However, the fundamental
concept of money laundering is the process by which proceeds from a criminal
activity are disguised to conceal their illicit origins. Most countries subscribe to the
following definition which was adopted by the United Nations Convention against Illicit
Traffic in Narcotic Drugs and Psychotropic Substances (1988) (the Vienna Convention)
and the United Nations Convention Against Transnational Organized Crime (2000) (the
Palermo Convention):

111 The conversion or transfer of property, knowing that such property is
derived from any offense, e.g. drug trafficking, or offenses or from an act
of participation in such offense or offenses, for the purpese of concealing
or disguising the illicit origin of the property or of assisting any person
who is involved in the commission of such an offense or offenses ta evade
the legal consequences of his actions;

St
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11.2 The concealing or disguising the true nature, source, location, disposition,
movement, rights with respect to, or ownership of property, knowing that
such property is derived from an offense or offenses or from an act of
participation in such an offense or offenses, and:

113 The acquisition, possession ar use of property, knowing at the time of
receipt that such property was derived from an offense or offenses or
from an act of participation in such offense or offenses.

114 The Financial Action Task Faorce (FATF), which is recognized as the
international standard setter for anti-money laundering (AML) efforts,
defines the term *money laundering” succinctly as “the processing
of.criminal proceeds to disguise their illegal origin® in order to
“legitimize” the ill-gotten gains of crime.

Money Laundering Definition

‘Money Laundering' is defined in Section 2 (v) of the Money Laundering Prevention Act 2012
as follows:

11

12

13

14
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“Money Laundering” means -

Knowingly moving, converting, or transferring proceeds of crime or property
invelved in an offence for the following purposes: -

111 concealing or disguising the illicit nature, source, location, ownership or
control of the proceeds of crime; or

11.2 assisting any person involved in the commission of the predicate offence
to evade the legal consequences of such offence;

Smuggling money or property earned through legal or illegal means to a foreign
country,

knowingly transferring or remitting the proceeds of crime to a foreign country or
remitting or bringing them into Bangladesh from a foreign country with the intention
of hiding or disguising its illegal source; or

Concluding or attempting to conclude financial transactions in such a manner so
as to reporting requirement under this Act may be avoided;

Converting or moving or transferring property with the intention to instigate or
assist for committing a predicate offence;

Acquiring, possessing or using any property, knowing that such property is the
proceeds of a predicate offence;

Performing such activities so as to the illegal source of the proceeds of crime may
be concealed or disguised;

Participating in, associating with, conspiring, attempting, abetting, instigate or
counsel to commit any offences mentioned above;

The US. Customs Service, an arm of the Department of the Treasury, provides a
lengthy definition of money laundering as “the process whereby proceeds, reasonably
believed to have been derived from criminal activity, are transported, transferred,
transformed, converted or intermingled with legitimate funds for the purpose of

A Pagellof 194
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concealing or disguising the true nature, source, disposition, movement or ownership
of those proceeds. The goal of the money laundering process is to make funds derived
from, or associated with illicit activity appear legitimate.”

Another definition of Money Laundering under U.S. Law is, *..the involvement in any
one transaction or series of transactions that assists a criminal in keeping, concealing
or disposing of proceeds derived from illegal activities”

The EU defines it as “the conversion or transfer of property, knowing that such
property is derived from serious crime, for the purpose of concealing or disguising the
illicit origin of the property or of assisting any person who is involved in committing
such an offence or offences to evade the legal consequences of his action, and the
concealment or disguise of the true nature, source, location, disposition, movement,
rights with respect to or ownership of property, knowing that such property is derived
from serious crime.”

A concise working definition was adopted by Interpol General Secretariat
Assembly in 1995, which defines money laundering as: “Any act or attempted act to
conceal or disguise the identity of illegally obtained proceeds so that they appear to
have originated from legitimate sources”,

The Joint Money Laundering Sterling Group (JMLSG) of the UK. defines it as “the
process whereby criminals attempt to hide and disguise the true origin and ownership
of the proceeds of their criminal activities, thereby avoiding presecutions, conviction
and confiscation of their criminal funds”.

In lay terms Money Laundering is most often described as the “turning of dirty or
black money into clean or white money® If undertaken successfully, money
laundering allows criminals to legitimize "dirty” money by mingling it with “clean”
money, ultimately providing a legitimate cover for the source of their income.
Generally, the act of conversion and concealment is considered crucial to the
laundering process.

Property Definition

Property has been defined in section 2(bb) of the MLP Act, 2012 as “Property means-

11
12

11

o

any type of tangible, intangible, movable, immovable property or

cash, any deed or legal instrument of any form in cluding electronic or digital form
giving evidence of title or evidence of interest related to title in the property which is
located within our outside the country.

Stages of Money Laundering

There is no single method of money laundering. Methods can range from the
purchase and resale of a luxury item (e.g. a house, car or jewellery, art piece) for
passing money through a complex international web or legitimate business and

“shell" companies (i.e. those companies that primarily exist only as named legal

entities without any trading or business activities). There are a number of crimes
where the initial proceeds usually take the form of cash that needs to enter the
financial system by some means. Erextnrtmn robbery and street level
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puchases of drugs are almost always made in cash. This has a need to enter the
financial system by some means so that it can be converted into a farm which can he
mare easily transformed, cencealed or transported. The methods of achieving this are
limited only by the ingenuity of the launderer and these methods have become
increasingly sophisticated.

111 Traditionally, it has been accepted that the money laundering process
comprises three stages:

a) Placement - The initial stage of money laundering is placement
that occurs when the launderer introduces their illegal profits
into the financial system. Placement is the first stage of the
money laundering process, in which illegal funds are brought
first into the financial system directly or indirectly.

b) Layering - Layering is the second stage of the money laundering
process, in which illegal funds or assets are moved, dispersed
and disguised to conceal their origin. Funds can be hidden in the
financial system through a web of complicated transactions.
Layering is performed to make the money as hard to detect as
possible. At this layering stage illicit money is blended with
legitimate money, or placed in constant motion from one account
to another.

c} Integration - Integration is the third stage of the money laundering
process, in which the illegal funds or assets are successfully
cleaned and appearad legitimate in the financial system. At this
stage the cash re enters into the legitimate economy. This final
stage of maney laundering successfully puts the so-called
‘cleaned' money back into the economy.

11.2 The three basic steps may occur as separate and distinct phases. They
may also occur simultaneously or, more commonly, may overlap.
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11.3 However, the basic steps are used depending on the available laundering
mechanisms and the requirements of the criminal organizations. The
table below provides some typical examples:

ealthe Criminal
Origin of Proceeds

+ Salenr switch tnmther
farms of Investment.

st T ﬁﬂif e Concealthe ©
Beposit Criminal Proce
g into financiol System

Why Money Laundering is done?

Criminals usually engage themselves in money laundering for three main reasons:

[

First, money represents the Llifeblood of the organization that engages in criminal
conduct for financial gain because it covers operating expenses, replenishes
inventaries, purchases the services of corrupt officials to escape detection and
further the interests of the illegal enterprise, and pays for an extravagant lifestyle. To
spend money in these ways, criminals must make the money they derived illegally
appear legitimate.

Second, a trail of money from an offence to criminals can' beceme incriminating
evidence. Criminals must abscure or hide the source of their wealth or alternatively

disguise ownership or control to ensure that illicit proceeds are not used to prosecute
them.

Third, the proceeds from crime often become the target of investigation and
seizure. To shield ill-gotten gains from suspicion and protect them from seizure,
criminals must conceal their origin or, alternatively, make it legitimate in appearance.

The Economic and Social Consequences of Money L aundering

One of the greatest risks that threatens the world ecanomy is considered to be the money
laundering, which is rapidly spreading around the world, Different countries are facing
challenges, especially developing ones which are not qualified to have strong control
systems as the developed countries. They are suffering strongly from its negative effects on

Al M Page 20 of 194
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the econominc and social level precisely. Some of the effects of money laundering and
terrorist financing are:

1.1 Increased Crime and Corruption: Successful money laundering helps enhance the
profitable aspects of criminal activity. When a country is seen as a haven for money
laundering, it will attract people who commit crime. If money laundering is pravalent,
there is likely to be more corruption. Criminals may try to bribe government officials,
lawyers and employees of financial or non-financial institutions so that they can
continue to run their criminal husinesses,

12 Undermining the Legitimate Private Sector; One of the mast serious
microeconomic effects of money laundering is felt in the private sector. Money
launderers are known to use front companies, or businesses that appear legitimate
and engage in legitimate business, but are in fact controlled by criminals who
commingle the proceeds of illicit activity with legitimate funds to hide the ill-gotten
gains.

These front companies have access to substantial illicit funds, allowing them to
subsidize frent company products and services at levels well below market rates.
Thus, front companies have a competitive advantage over legitimate firms that draw
capital funds from financial markets. This makes it difficult for legitimate business to
compete against front companies, resulting in further negative macroeconomic
effects.

Therefore, by using front companies and other investments in legitimate companies,
maoney laundering proceeds can be used to control whole industries or sectors of the
economy of certain countries. This increases the potential for monetary and economic
instability due to the misallocation of resources from artificial distortions in asset and
commodity prices. It also provides a vehicle for evading taxation, thus depriving the
COuntry or revenue.

13 Weakening Financial Institutions: Money laundering and terrorist financing can
harm the soundness of a country’s financial sector. Financial institutions that rely on
the proceeds of crime have additional challenges in adequately managing their
assets, liabilities and operations. The adverse consequences of money laundering are
generally described as reputational, operational, legal and concentration risks. They
are interrelated, and each has financial consequences, such as:

1.3.1 Loss of profitable business

1.3.2 Liquidity problems through withdrawal of funds
1.3.3 Termination of correspondent banking facilities
1.3.4 Investigation costs and fines

1.3.5 Asset seizures

1.3.6 Loan losses

1.3.7 Reduced stock value of financial institutions

1.4 Reputational risk is described as the patential that adverse publicity regarding an
organizations's business practices and associations, whether accurate or not, will
cause a loss of public confidence in the integrity of the organizations.

1.5 Operational risk is described as the potential for loss resulting from inadequate
internal processes, personeel or systems

-"_%"--:g_‘_ events. Such losses accur
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when institutions incur reduced or terminated inter-bank or correspondent banking
services or an increased cost for these services. Increased borrowing or funding
costs are also a component of operational risk.

Control Lose/Mistakes in Decisions Regarding Ecomnamic Policy

Oue to the large amounts of maney involved in the money laundering process, in some
emerging market countries these illicit proceeds may dwarf government budgets, resulting
in & loss of control of economic policy by governments.

11 Money laundering can adversely affect currencies and interest rates as launderers
reinvest funds where their schemes are less lLikely to be detected, rather than where
rates of return are higher. Volatility in exchange and interest rates due to
unaniticipated cross-border transfers of funds can also be seen. Money laundering
can increase the threat of menetary instability due to the misallocation of resources
from artificial distortions in asset and commodity prices.

1.2 Economic Distortion and Instability: Money launderers are not primarily interested
in profit generation from their investments, rather in protecting their proceeds and
hiding the illegal crigin of the funds. Thus, they “invest” their money in activities that
are not necessarily economincally beneficial to the country where the funds are
located. Furthermere, to the extent that meney laundering and financial crime
redirect funds from sound investments to low-quality investments that hide their
origin, but economic growth can suffer. In some countries, entire industries, such as
construction and hotels, have been financed not because of actual demand, but
because of the short-term interests of maney launderers. When these industries no
longer suit the needs of the money launderers, they abanden them, causing a collapse
of these sectors and immense demange to economies that could ill-afford these
losses,

13 Loss of Revenue: Of the underlying forms of illegal activity, tax evasion is, perhaps,
the one with the most obvious macroeconomic impact. Money laundering diminishes
government tax revenue and, therefore, indirectly harms honest taxpayers. It also
makes government tax collection more difficult. This loss of revenue generally means
higher tax rates than would nermally be the case, '

Krsk te Privatization Efforts

Maney laundering threatens the efforts of many states trying to introduce reforms into their
economies through privatization. Criminal organizations can outhid legitimate purchasers
for formerly state-owned enterprises. Furthermore, while privatization initiatives are often
economically beneficial, they can also serve as a vehicle to launder funds. In the past,
criminals have been able to purchase marinas, resorts, casinos and other businesses to
hide their illicit praceeds and to further their criminal activitites.

11 Reputation Risk for the Country: A reputation as a money laundering or terrorist
financing haven could cause negative effects for development and economic growth in
a country. It diminishes legitimate global opportunities because foreign financial
institutions may decide to limit their transactions with institutions located in money
laundering havens because the necessary extra scrutiny will make them more
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expensive. Legitimate businesses located in money laundering havens may suffer
from recuded access to world markets (or may have to pay more to have access) due
to extra scrutiny of ownership and contrel systems. Once a country's financial
repuration is damaged, reviving it is very difficult and requires significant resources
to rectify a problem that could have been prevented with proper anti-money
laundering controls.

social Costs: Significant social costs and risks are associated with money
laundering, Money laundering is integral to maintaining the profitability of crime. It
also enables drug traffickers, smugglers and other criminals to expand their
operations. This drives up the cost of government expenses and budgets due to the
need for increased law enforcement and other expenditures (for example, increased
nealth care costs for treating drug addicts) to combat the serious consequences that
result.

inition of Terrorist Financing

Terrorist financing can be defined as financial support, in any form, of terrorism or of those
who encourage, plan, or engage in terrorism. The International Convention for the
Suppression of the Financing of Terrorism (1999) under the United Nations defines TF as
follows:

11

12

If any person commits an offense by any means, directly or indirectly, unlawfully
and willingly, pravides or collects funds with the intention that they should be used or
in the knowledge that are to be used, in full or in part, in order to carry out:

111 An act which constitutes an offence within the scope of and as defined in
one of the treaties listed in the link given below'; or

112 Any other act intended to cause death or serious bodily injury to a civilian,
or to any other person not taking any active part in the hostilities in a
situation of armed conflict, when the purpose of such act, by its nature or
context, is to intimidate a population, or to compel a government or an
international organization to do ta abstain fram doing an act.

For an act to constitute an offense set forth in the preceding paragraph 11, it shall
not be necessary that the funds were actually used to carry out an offense referred to
in said paragraph 11, subparagraph (111) or (1.1.2) Bangladesh has ratified this
convention and criminalized terrorism or terrorist activitites under section 6(1) of Anti
Terrorism Act, 2009 in line with the requirement set out in 9 (nine) conventions and
protocols that were annexed in the convention. Section 7(1) of Anti Terrorism Act
(ATA), 2009, defines terrorist financing as follows-

1.211f any person or entitiy willfully provides, receives, collects or makes
arrangements for money, service or any other property, whether from
legitimate or illegitimate source, by any means, directly or indirectly, with
the intention that, in full or in part be used

a) to carry out terrorist activity;

o
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b) by terrorist person or entity for any purpose, or in the knowledge
that it may be used by a terrorist person or entity, the said
person or entity shall be deemed to have committed the offence
of terrorist financing.

13 According to Anti Terrorism Act {(ATA), 2009 canviction for terrorist financing shall
not depend on any requirement that the fund, service or any other property was
actually used to carry out or direct or attempt to carry out a terrorist act or be linked
to a specific terrorist act. The penalties for the offences for money laundering are-

1.3.11n case of a TF offence made by a person, hefshe shall be punished with
rigorous imprisonment for a term not exceeding 20 (twenty) years but not
less than 4 (four) years, and in addition to that, a fine equivalent to twice
the value of the property involved with the offence or taka 10 (ten) lac
whichever is greater, may be imposed.

1.3.2In case of TF offence made by an entity, the Government may list the
entity in the Schedule or proscribe and list the entity in the Schedule, by
notification in the official Bazette and in addition to that, a fine equivalent
to thrice the value of the property involved with the offence or of taka 50
(fifty) lac, whichever is greater, may be imposed. Moreover, the head of
that entity, whether he is designated as Chairman, Managing Director,
Chief Executive or by whatever name called, shall be punished with
rigorous imprisenment for a term not exceeding 20 (twenty) years but not
less that 4 (four) years and, in addition to that, a fine equivalent to twice
the value of the property involved with the offence or of taka 20 (twenty)
lac, whichever is greater, may be imposed unless he/she is able to prove
that the said offence was committed without his knowledge or he had
tried his best to prevent the commission of the said offence.

The Link between Money Lavndering and Terrorist Financing

The techniques used to launder money are essentially the same as those used to conceal
the sources and uses for terrorist financing. But funds used to support terrorism may
griginate from legitimate sources, criminal activities or hoth. Nonetheless, disguising the
source of terrarist financing, regardless of whether the source is of legitimate or illicit
origin, is important. If the source can be concealed, it remains available for future terrorist
financing activities. Similarly, it is important for terrorists to conceal the use of the funds so
that the financing activity goes undetected.

As noted above, a significant difference between money laudering and terrorist financing is
that the funds invelved may originate from legitimate sources as well as criminal activities.
Such legitimate source may include donations or gifts of cash or other assets of
organizations, such as foundations or charities that, in turn, are utilized to support terrorist
activities or terrorist organizations,

Ihe difference Between Money Laundering and Terrorist Financing

Money Lauderlng and terrunst fmancmg are ;:iften mentioned in the same breath, without
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controls that businesses should implement are meant to serve the dual purposes of
combating both money laundering and terrorist financing. Money Laundering and Terrorist
Financing are two separate crimes, and, while no one has been able to create a workable
financial profile for operational terrorists, there are key distinctions that can help
compliance officers to understand the differences and can help distinguish suspicious
terrorist financial activity from money laundering. The most basic difference between
terrorist financing and money laudering involves the origin of the finds. Terrorist financing
uses funds for an illegal political purpose, but the maney is not necessarily derived from
illicit proceeds. On the other hand, money laundering always invalves the proceeds of illegal
activity. The purpose of laundering is to enable the meney to be used legally.

bearer

Particulars Money Laundering Terrgrist Financing
Motivation o Profit s |deological
Source of | » Internally from within criminal | » Internally  from  self-funding  cells
Funds organizations (increasingly centered on terrorist activity)
. » Externally from  benefactors  and
fundraisers
Conduits » Favors from financial system | e Favors cash couriers or informal financial
systems such as hawala and currency
exchange firms
Detection » Suspicious transactions, such | # Suspicious relationships, such as wire
Focus as deposits uncharacteristic transfers between seemingly unrelated
of customer's wealth or the parties.
| expected activity
' Transaction » Large amounts often | »  Small amounts usually below reporting
Amounts structured to avoid reporting thresholds
reguirements
| Financial » Complex web of transactions | « No workable financial profile of operational
Activity often involving shell or front terrorists exists, according to U.S. 9/11

Commisssion

companies, shares,
and offshore secrecy havens
Circular- money eventually | e
ends up with person who
generated it.

Money Trail . Linear - money generated is used to

propagate terrorist group and activities.

Why We Must Combat Money L aundering and Terrorist Financing

11 The following section contains excerpts from ‘The conseguences of money
laundering and fnancial crime,” by John McDowell and Gary Novis, which appeared in
the U5 State Department publication "Econemic Perspectives” in May 2001 and from
the Warld Bank and International Menetary Fund’s ‘Reference Guide to Anti-Money
Laundering (AML) and Cambating the Financing of Terrorism (CFT)." issued in January
2007

The officials — senior policy adviser John McDowell and program analyst Gary
Novis of the Bureau of International Narcotics and Law Enforcement Affairs — say the
practice distorts business decisions, increases the risk of bank failures, takes control
of economic policy away from the government, harms a country’s reputation, and
exposes its people to drug trafficking, smuggling, and other criminal activity. Given
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13

14

1.5

11

12

the technological advantages money launderers now employ, they say, a high level of
international cooperation is necessary to keep them in check.

It provides the fuel for drug dealers, terrorists, illegal arms dealers, corrupt public
officials, and others to operate and expand their criminal enterprises. Crime has
become increasingly international in scope, and the financial aspects of crime have
become more complex due to rapid advances in technology and the globalization of
the financial services industry. Modern financial systems, in addition to facilitating
legitimate commerce, also allow criminals to order the transfer of millions of dollars
instantly using personal computers and satellite dishes. Because maney laundering
relies to some exlent on existing financial systems and operations. Money is
taundered through currency exchange houses, stock brokerage houses, gold dealers,
casinos, automobile dealerships, insurance companies, and trading companies.
Private banking facilities, offshore banking, shell corporations, free trade zones, wire
systems, and trade financing all can mask illegal activities. In doing so, criminals
manipulate financial systems. Unchecked, money laundering can ercde the integrity of
a nation's financial institutions. Due to the high integration of capital markets, money
laundering can also adversely affect currencies and interest rates, Ultimately,
laundered money flows into global financial systems, where it can undermine national
economies and currencies. Money laundering is thus not only a law with subsidized
funding, a situation that can result in the crowding out of private sector business by
criminal organizations. Clearly, the management principles of thase eriminal
enterprises are not consistent with traditional free market principles of legitimate
business, which results in further negative macroeconomic effects.

The negative impacts of money laundering tend to be magnified in developing
countries, emerging markets and countries with fragile financial systems because
they tend to have less stable financial systems, a lack of banking regulations and
effective law enforcement, and, therefore, are more susceptible to disruption from
criminal or terrorism influences.

It is generally recognized that effective efforts to combat ML, TF & PF cannot he
carried out without the co-operation of financial institutions, and their supervisory
authorities. A financial institution tainted by money laundering accusations frem
regulators, law enforcement agencies, may loss their good market reputation and
damage the reputation of the country. Moreover, if it is found that an Fl was used for
ML & TF activities, and it did not take proper action against that ML & TF as per the
laws of the country, the Fl will have to face lagal risk. Finally, the reportation of an FI
can also be heavily affected through its involvement with ML & TF activities.

Vulnerability of the Financial System to Money Laundering

Financial institutions should consider the money laundering risks posed by the
products and services they offer, particularly where there is no face-to-face contact
with the customer, and devise their procedures with due rgard to that risk.

Money laundering is often thought to be associated solely with banks and
moneychangers. All financial institutions, both banks and non-banks, are susceptible
to money laundering activities. The sophisticated launderer often involves many other
unwitting accomplices such as currency exchange houses, stock brokerage houses,
gold dealers, real estate dealers, insurance companies, trading companies and others
selling high value commedities and luxury goods.

A -
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Certain points of vulnerability have been identified in the laundering precess,
which the money launderer considers difficult to avoid, and where their activities are
therefore more susceptible for being recongnized. These are;

131 Entry of cash into the financial system
1.3.2 Cross-border flows of cash; and
1.3.3 Transfers within and from the financial system.

Although it may not appear obvious that the products might be used for money
laundering purposes, vigilance is necessary throughout the financial system to ensure
that weaknesses cannot be exploited.

Some liquid products offered by the Bank may attract money launderers since it
allows them quickly and easily to move their money from one product to another,
mixing lawful and illicit proceeds and integrating them into the legitimate economy.

Electronic fund transfer system increases the vulnerability by enabling the cash
deposits to be switched rapidly between accounts in different names and different
jurisdictions.

All banks and non-banking financial institutions, as providers of a wide range of
money transmission and lending services, are vulnerable to being used in the
placement, layering and integration stages. Other loan accounts may be used as a
part of this process to create complex layers of transactions.

Although it may not appear ohvious that retail investment products might be used
for money laundering purposes, vigilance is necessary throughout the financial
system to ensure that nontraditional banking products and services are not exploited.

Intermediaries and product providers who deal directly with the public may be
used at the initial placement stage of money laundering, particularly if they receive
cash,

Payment in cash should merit further investigation, particularly where it cannot be
supported by evidence of a cash-based business as source of funds.

Insurance and investment product providers and intermediaries should therefora
keep transaction records that are comprehensive enough to establish an audit trail.
Such records can also provide useful information on the people and organizations
involved in laundering schemes.

Corporate vehicles trust structures and nominees are firm favorites with money
launderers as a method of layering their proceeds. Providers of these services can
find themselves much in demand from criminals.

The facility with which currency exchanges can be effected through a bureau is of
particular attraction especially when such changes are effected in faver of a cheque
or gold bullion,

How Financtal institutions Can Combat Meney L aundering

The financial risks arising from money laundering are quite high, and there are
sound banking practices that reduce these risks. These risks include the potential for
individuals or financial institutions to suffer due to fraud, lack of internal controls, or
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violations of laws and regulations that result directly from criminal activities. "Know
Your Customer” (KYC) rules and due diligence procedures are an essential part of an
effective AML / CFT regime. These rules ensure the safe and healthy operations of
institutions that are at risk of maney laundering.

1.2 Policies and procedures are an effective risk management toal. An effective AML /
CFT regime also reduces the potential for fraudulent damage to the organization.
Proper customer identification procedures and the beneficial owner's determinations
provide special due diligence for higher-risk accounts and monitor suspicious activity.
Such prudent internal controls are consistent with the safe and sound operation of a
financial institution,

13 The risk-based approach is key to effective AML programs. Organizations can
determine customer risk levels with AML screening service while opening a customer
account for an accurate risk assessment. With Sanction Scanner salutions,
organizations can create an appropriate AML cantrol program that can identify their
new customers' risks with comprehensive global enforcement, PEP, and Adverse
media data.

14 In complying with the requrements of the Act and in following different Guidance
Notes of BFIU, Banks should at all times pay particular attention to the fundamental
principle of good business practice - "Know your customer’, Having a sound
knowledge of a cutomer's business and pattern of financial transactions and
commitments is one of the best methods by which financial institutions and their staff
will recognize attempts at money lauendering,

How Premier Bank Can Combat Money Laundering

It is now not only our meral obligation to prevent money laundering; but we are legally
obligated to take effective measures to prevent it. Laundering of meney is as much
devastating for the society as to the economy of the country as a whole. Any or all money
laundering activities, somehow routes through banking channel. So that the employees of
PBL family must know, the channels concerned for combating money launder.

1 One of the best methods of preventing deterring money laundering is a sound
knowledge of a customer's business and pattern of financial transactions and
commitments. "Know Your Customer” is the key-policy to know what our customers
do, how much their transactions are legitimate, how much net. Thus, a prudent Banker
can identify the transaclions relating te money launder and can take the necessary
measures to prevent it,

1.2 Money laundering activities are susceptible to recognition and have therefore to a
large extent concentrated on the deposit taking procedures of Banks i. e. the
placement stage. Therefore, if a Banker analysis the withdrawal pattern of an Account
holder, he/she can understand whether the concerned transactions are money
laundering related or not.

13 Bank and Financial Institutions must keep transaction records that are
comprehensive enough to establish an Audit trail. The Premier Bank Limited
maintains it. So that analyzing the transaction records, we can ascertain primarily
about the people and organizations involved in laundering schemes.

ol , ,"AMEQQE_ZB_GH%
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1.4 In complying with the requirements of the Act and in following those Guidance
Notes, we should at all-time pay particular attention to the fundamental principle of
‘goad business practice’- know your customer’. If Bankers have sound knowledge of
their customers business and pattern of financial transactions and commitments, they
will easily understand which transaction is the cutcome of money laundering.

15 Bank's Agent Banking Outlet must keep transaction records that are
comprehensive enough to establish an audit trail. Such records can also provide
useful information of the people and organizations involved in laundering schemes.

1.6 AML & CFT Division and Learning and Talent Development Center of the Premier
Bank Limited also deal with employees training programs which are designed to make

awareness about money laundering techinques and tools that are required to combat
ML, TF & PF.

17 If any news of activities of financing of terrorism and financing of proliferation of
weapons of mass destruction are published in any mass media, Premier Bank's own
initiative shall send the details of the accounts (if any is found with them) of any
persons who are engaged in those activities to BFIU immediately.

18 Premier Bank shall maintain and updale the listed individuals and entities in
electronic form to run on regular basis a system checking at the website of United
Nations for updated list. Premier Bank shall run regular check on the given
parameters, including transactional review, to verify whether individuals or entities
listed by the respective UNSCR Committee are holding any funds, financial assets or
economic resources or related services or having any form of relationship with them,

LCompliance Program Development of Premier Bank

Bank has involved all its relevant stakeholders like business units, Credit, Foreign
Exhcnage, ICC, Information Technology, ADC, Operations, Human Resources, AMLD and CCC.
Bank shall communicate the compliance program immediately after the approval from the
board of directors to all of its employees, members of the board of the directors and other
relevant stakeholders through email and Premier Bank's dedicated server.

Lommunication of Compliance Program

The office of CAMLCO shall communicate this compliance program immediately after the
approval from the Board/Highest authority to all of employees and other relevant
stakeholders. The compliance manual shall also be abailable at the following location:

Targeted Financial Sanctions

The term Targeted Financial Sanctions (TFS) means hoth asset freezing and prohibition to
prevent funds on other assets from being made available, directly or indirectly, for the
benefit of designated persons and entities. This TFS is a smart solution to combat terrorism,
terrorist financing and proliferation financing of weapons of mass destruction (WMD) by
state actors or non-state acters from the UN Security Council. In contrast with the economic
sanction on a jurisdiction, TFS is imposed an only suspected person or entities while
Innocent person or entities remain safe. TFS related to terrorism and terrorist financing-

b
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1.1 FATF recommendation 6 requires ‘Countries should implement targeted financial
sanctions regimes to comply with United Nations Security Council resolutions relating
te the prevention and suppressicn of terrorism and terrorist financing. The resolutions
require countries to freeze without delay the funds or other assets of, and to ensure
that no funds or other assets are made available, directly or indirectly, to or for the
benefit of, any persen or entity either (i) designated by, or under the authority of, the
United Nations Security Council under Chapter VIl of the Charter of the United Nations,
including in accordance with resolution 1267 (1999) and its successor resolutions; or
(ii) designated by that country pursuant to resolution 1373 (2001)'

1.2 TFS related to Proliferation-

1.21 FATF recommendation 7 requires ‘Countries should implement targeted
financial sanctions to comply with United Nations Security Council
resolutions relating to the prevention, suppression and disruption of
proliferation of weapons of mass destruction and its financing.

1.2.2 These resolutions require countries to freeze without delay the funds or
other assets of, and to ensure that no funds and other assets are made
avallable, directly or indirectly, to or for the benefit of, any person or
entity designated by, or under the authority of, the United Nations Security
Council under Chapter VIl of the Charter of the United Nations’,
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CHAPTER I INTERNATIONAL IMTIATIVES
Intreduction

In response to the growing concern about meney laundering and terrorist activities, the
initiatives taken by international community has acted on many fronts. This part of this
Guidelines discusses the various international organizations and their initiatives relating to
Anti-Money Laundering (AML) and combating the financing of terrorism (CFT). It further
describes the documents and instruments that have been developed for AML & CFT
pUrposes.

The United Nations

The United Nations (UN) was the first international organization to undertake significant
action to fight against money laundering on worldwide basis. The role of the UN is important
for several reasons which are following-

1.1 first, it is the international organization with the broadest range of membership. The
UN, founded in 1945, has 191 members from all across the world.

12 second, the UN actively operates a program to fight money laundering; the Global
Program against Money Laundering, headguartered in Vienna, Austria, is part of the
UN Office of Drugs and Crime (UNODC).

1.3 third, and perhaps most important that the UN has the ability to adopt international
treaties or conventions that obligate the ratifying countries to reflect those treaties or
conventions in their local laws.

In certain cases, the UN Security Council has the authority to bind all member countries
through & Security Council Resolution, regardless of other actions on the part of an
individual country.

The Vienna Convention

Due to growing concern about the increased international drug trafficking and the
tremendous amount of related money entering into financial system, the UN adopted the
United Nations Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic
Substances (1988) known as Vienna Convention, named after the city in which it was
signed. The Vienna Convention deals primarily with provisions to fight the illicit drug trade
and related law enforcement issues. At present, nearly 193 countries including Bangladesh
are members to the convention, The convention has come into force from November 11,
1990,

The Palerme Convention

In arder to fight against internationally organized crimes, the UN adopted the International
Convention against Transnational Organized Crime (2000), named after the city in which it
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was signed as Palermo Convention. The Palermo Convention specifically obligates each
ratifying country to:

11 Criminalize money laundering and include all serious crimes as predicate offenses of
mongy laundering, whether committed in or outside of the country, and permit the
required criminal knowledge or intent to be inferred from objective facts:

1.2 Establish regulatory regimes to deter and detect all forms of meney laundering,
including customer identification, record-keeping and reporting of suspicious
transactions;

1.3 Authorize the cooperation and exchange of information among administrative,
regulatory, law enforcement and othe authorities, both demestically and
internationally, and consider the establishment of a financial intelligence unit to
collect, analyze and disseminate information; and

1.4 Promote international cooperation.

This convention has come into force from 29" September 2003, having been signed by 147
countries and ratified by 82 countries.

international Convention for the Suppression of the Financing of Terrorism

The financing of terrorism was an international concern prior to the attacks on the United
States on Tl September, 2001. In response to this concern, the UN adopted the International
Convention for the Suppression of the Financing of Terrorism (1999). The convention came
into force on April 10, 2002 with 132 countries signing the convention and 112 countries
ratifying it.

The convention reguires ralifying siates to criminalize terrorism, terrorist

Organizations and terrorist acts. Under the convention, it is unlawful for any person to
pravide or collect funds with the (1) intent that the funds be used for, or (2) knowledge that
the funds be used to, carry out any of the acts of terrorism deflned in the other specified
conventions that are annexed to this convention.

Security Councit Resolution 1287 and Successors

The UN Security Council has also acted under Chapter VIl of the UN Charter to require
member States to freeze the assets of the Taliban, Osama Bin Laden and Al-Qaeda and
entities owned or controlled by them, as designated by the Sanctions Committee (now called
the 1267 Committee). The initial Resolution 1247 of Octaber 15, 1999 dealt with the Taliban and
was followed by 1333 of December 19, 2000 on Osama Bin Laden and Al-Qaeda. Later
Resolutions established manitoring arrangements (1363 of July 30, 2001), merged the earlier
lists (1390 of January 16, 2002), provided some exclusions (1452 of December 20, 2002) and
took measures to improve implementation (1455 of January 17, 2003). The 1267 Committee
issues the list of individuals and entities whose assets are to be frozen and has procedures
in place to make additions or deletions to the list on the basis of representations by member
States. The most recent list is available on the website of the 1267 Committee.
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Security Covncil Resolytion 1373

Unlike an international convention, which requires signing, ratification, and recognition in
\ocal law by the UN member country to have the effect of law within that country, a Security
Council Resolution as passed in response to a threat to international peace and security
under Chapter VIl of the UN Charter, is binging upon all UN member countries. On September
28, 2001, the UN Security Council adopted Resolution 1373, which obligates countries to
criminalize actions to finance terrorism. It further obligates countries to:

11 deny all forms of support for terrorist groups;

1.2 suppress the provision of safe haven or support for terrorist, including freeing funds
or assets of persons, organizations or entities involved in terrorist acts;

1.3 prohibit active or passive assistance to terrorists; and

14  cooperate with other countries in criminal investigatinos and share information about
planned terrorist acts.

UNSCR 1540 (2004) imposes binging obligations on all States to adopt legistation to prevent
the proliferation of nuclear, chemical and biological weapons, and their means of delivery,
and establish appropriate domestic controls over related materials to prevent their illicit
trafficking. It also encourages enhanced international cooperation on such efforts. The
resolution affirms suppart for the multilateral treaties whose aim is to eliminate or prevent
the proliferation of WMDs and the importance for all States to implement them fully; it
reiterates the none of the obligations in resolution 1540 (2004) shall conflict with or alter
the rights and obligations of States Parties to the Treaty on the Non-Proliferation of Nuclear
Weapaons, the Chemical Weapons Convention, or the Biological Weapons Convention or alter
the responsibilities of the International Atomic Energy Agency (IAEA), and Organisatian for
the Prohibition of Chemical Weapons (OPCW).

The Counter-Terrorism Committee

As noted above, on September 28, 2001, the UN Security Council adopted a resolution
(Resalution 1373) in direct response to the events of September 11, 2001, That resolution
obligated all member countries to take specific actions to combat terrorism. The resolution,
which is binging upon all member countries, also established the Counter Terrorism
Committee (CTC) to monitor the performance of the member countries in building a global
capacity against terrorism. Resolution 1373 calls upon all countries to submit a report to the
CTC on the steps taken to implement the resolution’s measures and report regularly on CTC
on the steps taken to implement the resolution’s measures and report regularly on
progress. In this regard, the CTC has asked each country to perform a self-assessment of
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its existing Legislation and mechanism to combat terrorism in relation to the requirements
of Resalution 1373.

The Counier-Terrarism Implementation Task Force (CTITF)

The Counter-Terrorism Implementation Task Force (CTITF) was established by the
secretary-General in 2005 and endorsed by the General Assembly through the United
Nations Global Counter-Terrorism Strategy, which was adopted by consensus in 2006. The
mandate of the CTITF is to enhance coordination and coherence of counter-terrorism efforts
of the United Nations system. The Task Force consists of 36 international entities which by
virtue of their work have, have a stake in multilateral counter-terrorism efforts. Each entity
makes contributions consistent with its own mandate. While the primary responsihility for
the implementation of the Global Strategy rests with Member States, CTITF ensures that the
UN system is attuned to the needs of Member States, to provide them with the necessary
policy support and spread in-depth knowledge of the Strategy, and wherever necessary,
expedite delivery of technical assistance.

Global Program against Money [ aundering

The UN Global Program against Money Laundering (GPML) is within the UN Office of Drugs
and Crime (UNODC). The GPML is a research and assistance project with the goal of
increasing the effectiveness of international action against money laundering by offering
technical expertise, training and advice to member countries upon request.

The Financial Action Task Force

The Financial Action Task Force on Money Laundering (FATF), formed by G-7 countries in
1989, is an intergovernmental body whose purpose is to develop and promote an
international response to combat money laundering. In Octoer, 2001, FATF expanded its
mission to include combating the financing of terrorism. FATF is a policy-making body,
which brings together legal, financial and law enforcement experts to achieve national
legislation and regulatory AML and CFT reforms. Currenctly, its membership consists of 34
countries and territories and two regional organizations.

FATF 40+% Recommendations

FATF adopted a set of 40 recommendations to prevent money laundering, These Forty
Recommendations constituted a comprehensive framewark for AML and were designed for
universal application by countries throughout the world. Although not binding as law upon a
country, the Forty Recommendations were widely endorsed by the international community
including World Bank and IMF and relevant organizations as the international standard for
AML. The Forty Recommendations were initially issued in 1990 and revised in 1996 and 2003
to take account of new developments in money laundering and to reflect developing best
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practices internationally. To accomplish its expanded mission of combating financing of
terrorism FATF adopted nine Special Recommendations in 2001,

FATF New Standards

FATF Plenary again revised its recommendatiens in February 2012. The previous 40+9
Recommendations has been accumulated into 40 (forty) recommendations called the FATF
Standards. Proliferation financing has been included in the new standards. There is no
special recommendation to address the financing of terrorism. All special recommendations
have been merged with the 40 recommendations. FATF is now werking on the assessment
process under the new standards. The following table shows the summary of new
standards.

Summary of new FATF 40 Standards
ﬂ}mup Topic Recummendatiun)
[ AML/CFT Policies and Coordination 1-2

= Assessing risks & applying a risk-based Approach
= Nalivnal cooperation and coordination

Il Money Laundering and Confiscation 3-4

=  Moncy Laundering offence
* Confiscation and provisional measures

ﬂnup Topic Recommen datinA
111

Terrorist Financing and Financing of
Proliferation 5-8

= Terrorist financing offence

=  Targeted financial sancrions related ta
tervorism & terrvorist financing

= Targeted financinal sancdons relatedto
prol}iferation

=  Non-profit orpanizations

v Financial and Non-Financial Institution 0-23

Preventative Measures
= Financial institution sececy laws
= Custamer due diligence and record keeping
= Additional measures for specific customers
and activities.
= HReliance, Conotrols and Financial Groups
Reporting of suspicioustransactions
= Designated non-financial Businesses and

\ Professions

Premicr Bank
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Vv Transparency and Beneficial Ownership
of Legal Persons and Arrangements 24-25
* Transparency and benefiacial ownership of
legal persons
* Transparency and beneficial ownership of
I legal arrangements
VI  Powers and Responsibilities of Competent
Authorities and Othe Institutional Measures 26-35
* Regulation and Supervision
= Operational and Law Enfoercement
* General Requirements
I = Sanctions
VII  International Cooperation 36-40
®  International Instruments
= Mutual legal assistance
® Mutual legal assistance: freezing and
confiscation
=  Extradition
= Other forms of international cooperation
Some hightights of the 40 Recommendations are.
11 AML/CFT Policies and Coordination

1.1.1 Assessing risks and applying a risk-based approach: Courntries should
start by identifying, assessing and understanding the money laundering
and terrorist financing risks they face. Then they should take appropriate
measures to mitigate the identified risks. The risk-based approach allows

. countries to target their limited resources in a targeted manner to their
own particular circumstances, thereby increasing the efficiency of the
preventive measures, Financial institutions should also use the risk-
based approach to identify and mitigate the risks they face.

1.1.2 National cooperation and coordination: Countries should have national
AML & CFT policies, informed by the risks identified, which should be
regularly reviewed, and should designate an authority or have a
coordination or other mechanism that is responsible for such policies.

Countries should ensure that policy-makers, the financial intelligence
unit (FIU), law enforcement authurlt:es supervisors and other relevant
- ""-\
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competent authorities, at the policy-making and operational levels, have
effective mechanisms in place which enable them to cooperate and where
appropriate, coordinate domestically with each other concerning the
development and implementation of policies and activities to combat
money laundering, terrorist financing the financing of proliferation of
weapons of mass destruction.

12 Money Laundering and Confiscation

1.21 Money Laundering offence: The Recommendations specify crimes, called
“designated categories of offenses” that should serve as money
laundering predicates - meaning that trying to conceal them through
financial subterfuge would constitutue criminal money laundering.
Countries should also put in place provisions to allow for the confiscation
of the proceeds of crime or otherwise prevent criminals from having
access to their criminal proceeds.

1.2.2 Confiscation and provisional measures: Countries should adopt measures
similar to those set forth in the Vienna Convention, the Palermo
Conventicn, and the Terrorist Financing Canvention, including legislative
measures, to enable their competent authorities ta freeze or seize and
confiscate the following, without prejudicing rights of bona fide third
parties: (a) property laundered, (b) proceeds from, or instrumentalities
used in or intended for use in meoney laundering or predicate offences, (C)
property that is the proceeds of, or used in, or intended or allocated for
use in, the financing of terrorism, terrorist acts or terrorist organizations,
or (d) property of correspending value.

Such measures shoud include the authority to: (a) identify, trace and
evaluate property that is subject to confiscation; (b) carry out provisional
measures, such as freezing and seizing, to prevent any dealing, transfer
or disposal of such property; {(c) take steps that will prevent or vaid
actions that prejudice the country's ability to freeze or seize or recover
property that is subject to confiscation; and (d) take any appropriate
investigative measures,

Countries should consider adopting measures that allow such proceeds

or instrumentalities to be confiscated without requiring a criminal

conviction (non-conviction based confiscation), or which require an

offender to demonstrate the lawful origin of the property alleged to be

lizble to confiscation, to the extent that such a requirement is consistent
. with the principles of their domestic law.

13 Terrorist Financing and Financing of Proliferation

1.3.1 Terrorist Financing Offence: Countries should criminalize terrorist
financing, including the financing of terrorist acts, organizations and
individual terrorists, even if no terrorist activity can be directly attributed
to the provision of financing. Countries should impose sanctions regimes
that will allow them to freeze assets of persons designated by the United
Nations Security Council for involvement in terrarism or the proliferation
of weapons of mass destruction. Countries should alsa establish sufficient
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controls to mitigate the misuse of non-profit organizations to provide
support to terrorist.

1.3.2 Targeted financial sanctions related to terrorism and terrorist financing:
Countries should implement targeted financial sactions regimes to
comply with the United Nations Security Council resolutions relating to
the prevention and suppression of terrorism and terrorist financing. The
resolutions require countries to freeze without delay the funds or other
assets of, and to ensure that no funds or other assets are made available,
directly or indirectly, to or for the benefit of, any person or entity either (i)
designated by, or under the autherity of, the United Nations Security
Council under Chapter VIl of the Charter of the United Nations, including in
accordance with resolution 1267 (1999) and its successor resolutions; or
(i) designated by that country pursuant te resolution 1373 (2007).

1.3.3 Targeted financial sanctions related to profileration: Countries should
implement targeted financial sanctions to comply with United Nations
Security Council resolutions relating to the prevention, suppression and
disruption of profileration of weapons of mass destruction and it's
financing. These resolutions require countries to freeze without delay the
funds or other assets of, and to ensure that no funds and other assets are
mate available, directly or indirectly, to or for the benefit of, any person
or entity designated by, or under the authority of, the United Nations
Security Council under Chapter VIl of the Charter of the United Nations.

1.3.4 Non-profit Organizations: Countries should review the adequacy of laws
and regulations that relate to entities that can be abused for the financing
of terrorism. Non-profit crganizations are particularly vulnerable, and
countries should ensure that they cannot be misused:

a) by terrorist organizations posing as legitimate entities;

b) to exploit legitimate entities as conduits for terrorist financing,
including for the purpose of escaping asset-freezing measures;
and

¢) to conceal or obscure the clandestine diversion of funds intended
for legitimate purposes to terrorist organizations,

14 Financial and Non-Financial Institution Preventive Measures

1.4.1 Financial institution secrecy laws: Countries should ensure that financing
institution secrecy laws do not inhibit implementation of the FATF
. Recommendations.

14.2 Knowledge and Criminal Liability: The Recommendations include the
concept that knowkedge required for the offense of monay laundering
may be inferred from objective factual circumstances. This is similar to
what is known, in some countires, as “willful blindness,” or deliberate
avoidance of knowledge of the facts. In addition, the Recommendations
urge that criminal liability and, where that is not' possible, civil or
administrative Liability, should apply to legal persons as well.

1.4.3 Customer Due Diligence (CDD) measures: Financial institutions should

conduct customer due diligence when they: l’ul“
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a) Establish business relations

b) Carry out an occasional transaction or a wire transfer above the
specified threshold

c) Have a suspicion of money laundering or terrorist financing.

d) Have doubts about the veracity or adequacy of previously obtained
customer identification infarmation

1.4.4 Financial institutions must use the risk-based approach:

a) Identify the customer and verify that custome's identity using
reliable, independent source documents, data or information.
Establishing accounts in anonymous or obviously fictitious
names should be prohibited.

b} Identify the beneficial owner and take reasonable measures to
verify the identity of the heneficial owner such that the financial
institution is satisfied that it knows who the beneficial owner is,
For legal persons and arrangements, this should include
understanding the ownership and control structure of the
customer,

c¢) Understand and, as appropriate, obtain information on the purpose
and intended nature of the business relationship.

d) Cenduct ongoing due diligence on the business relationship and
scrutinize transactions undertaken in the course of that
relationship to ensure that the transactions are consistent with
the institution's knowkedge of the customer, the customer’s

business and risk profile, including, where necessary, the source
of funds.

g} Maintain records of the above customer informaticn as well as all
transactions to enable them to comply with requests from
competent authorities.

Financial institutions should be required to apply each of the CDD
measures under (V) to (VIII) above, but should determine the extent of such
measures using a risk-based approach (RBA) in accordance with the
Interpretive Notes to this Recommendation and to Recommnedation 10.

‘Financial instituions should be required to verify the identity of the
customer and beneficial owner before or during the course of establishing
a business relationship or conducting transactions for occasional
customers. Countries may permit financial institutions to complete the
verification as soon as reasonably practicable following the establishment
of the relationship, where the money laundering and terrorist financing
risks are effectively managed and where this is essential not to interrupt
the normal conduct of business. '

Where the financial institution is unable to comply with the applicable
requirements under paragraph (V) to (Vlll} abave (subject to appropriate
maodification of the extent uf measures on a risk-based approach), it
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should be required not to open the account, commence business relations
or perform the transaction; er should be required to terminate the
business relationship; and should consider making a suspicious
transactions report in relation to the customer,

These requirements should apply to all new customers, although financial
institutions should also apply this Recommendation to existing customers
on the basis of materiality and risk, and should conduct due diligence on
such existing relationships at appropriate times.

1.4.5 Record-keeping: Financial institutions should be required to maintain, for
at least five years, all necessary records on transactions, both domestic
and international, to enable them to comply swiftly with information
requests from the competent authorities. Such records must be sufficient
to permit reconstruction of individual transactions (including the amounts
and types of currency involved, if any) so as to provide, if necessary,
evidence for prosecution of criminal activity.

Financial institutions should he required to keep all records obtained
through CDD measures (e.g. copies or records of official identification
documents like passports, identity cards, driving licenses or similar
documents), account files and business correspondence, including the
results of any analysis undertaken (e.g. inquiries to establish the
background and purpose of complex, unusual large transactions), for at
least five years after the business relationship is ended, or after the date
of the occasional transaction.

Financial institutions should be required by law to maintain records on
transactions and information obtained through the COD measures.

The CDD information and the transaction records should be abailable to
domestic competant authorities upon appropriate authority.

1.4.6 Additional Customer Due Diligence on Specific Customers and Aclivities:
Some customer types and activities pose heightened risks, especially:

1.4.7 Politicaly Exposed Persons (PEPs); Financial institutions should be
required, in relation to foreign politically exposed persons (PEPs)
(whether as customer or beneficial owner), in addition to performing
normal customer due diligence measures, to:

a) have appropriate risk-management systems to determine whether
the customer or the beneficial owner is a politically exposed
person;

b) obtain senior management approval for establishing (or
continuing, for existing customers) such business relationships;

c) take reasonable measures to establish the source of wealth and
source of funds; and

d) conduct enhanced ongoing manitoring of the business relationship.

Financial institutions should be required to take reasonable measures to

determine whether a customer or beneficial owner is a domestic PEP or a

person who is or has been entrusted with a prominent function by an
———
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international organization. In cases of a higher risk business relationship
with such persons, financial institutions should be required to apply the
measures referred to a paragraphs (b), (c) and (d).

The requirements for all types of PEP should also apply to family members
or close associates of such PEPs.

Definition of PEPs

1.4.8 Correspondent Banking: Financial institutions should be required, in
relation to cross-border correspondent banking and other similar
relationships, in addition to performing normal customer due diligence
measures to:

a) gather sufficient information about a respondent institution to
understand fully the nature of the repondent's business and to
determine from publicly available information the reputation of
the institution and the quality of supervision, including whether it
has been subject to a money laundering or terrorist financing
investigation or regulatory action;

b) assess the respondent institution’s AML & CFT controls;

c) obtain approval from senior management hefore establishing new
correspondent relationships;

d) clearly understand the respective responsibilities of each
institution; and

e) with respect to "payable-through accounts”, be satisfied that the
respondent bank has conducted COD on the customer having
direct access to accounts of the correspondent bank, and that it
is able to provide relevant COD information upon request to the
carrespondent bank.

Financial institutions should be prohibited from entering into, er continuing,
a correspondent banking relationship with shell banks. Financinal
institutions should be required to satisfy themselves that respondent
Institutions do not permit their accounts to be used by shell banks.

1.4.9 Money or Value Transfer Services; Countries should take measures to
ensure that natural or legal persons that provide money or value transfer
servies (MVTS) are licensed or registered, and subject to effective

. systems for monitoring and ensuring compliance with the relevant
measures called for in the FATF Recommendations. Countries should take
action to identify natural or legal persons that carry out MVTS without a
license or registration, and to apply appropriate sanctions.

Any natural or legal person working as an agent should also be licensed
or registered by a competent authority, or the MVTS provider should
maintain a current list of its agents accessible by competent authaorities
in the countries in which the MVTS provider and its agents operate.
Countries should take measures to ensure that MVTS providers that use
agents include them in their AML & CFT programees and monitar them for
compliance with these prc-gra nes.
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1410 New Technologies: Countries and financial institutions should assess the
risks associated with developments of new products, business practices,
delivery mechanisms and technology. Financial institutions should assess
these risks prior to launching new products; they should also take
appropriate measures to mitigate the risks identified.

1.4 Wire Transfer: Countries should require financial institutions to obtain and
send required and accurate originator, intermediary and beneficiary
information with wires. Financial institutions should monitor wires for
incomplete information and take appropriate measures. They should also
menitor wires for those involving parties designated by the United Nations
Security Council and take freezing actions or otherwise prohihit the
transactions from occurring.

1.4.12 Reliance, Controls, and Financial Groups

Reliance on Third Parties -Countries may permit financial institutions to
rely on third parties to perform elements (v), (vi), (vii) of the COD
measures set out in Recommendation 10 or to intreduce business,
provided that the cireteria set out below are met. Where such reliance is
permitted, the ultimate responsibility for COD measures remains with the
financinal institution relying on the third party.

a) The criteria that should be met are as follows:

b} A financial institution relying upon a third party should immediately
obfain the necessary information cancerning elements {v)-{vii) of
the COD measures set out in Recommendation 10

¢) Financial institutions should take adequate steps to satisfy
themselves that copies of identification that data and other
relevant documentation relating to the COD requirements will be
made available from third party upon request without delay.

d) The financial institution should satisfy itself that the third party is
regulated, supervised or monitored for, and has measures in
place far compliance with, CDO and record-keeping
requirements in line with Recommendations 10 and 11

e} When determining in which countries the third party that meets the
conditions can be based, countries should have regard to
information available on the level of country risk.

When & financial institution relies on a third party that is part of the same financial
group, and (i) that group applies COD and record-keeping requirements, in line with
Recommendations 10, 11 and 12, and programmes against money laundering and
terrorist financing, in accordance with Recommendation 18; and (ii) where the effactive
implementation of those CDD and record-keeping requirements and AML & CFT
programmes is supervised at a group level by a competent authority, then relevant
competent authorities may consider that the financial institution applies measures
under (b) and (c) above through its group programme, and may dei¢de that (d) is not a
necessary precondition to reliance when higher country risk is adequately mitigated
by the group AML & CFT policies.
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1.4.13 Internal Controls and Foreign Branches and Subsidiaries: Financial
institutions should be required to implement program against money
laundering and terrorist financing. Financial groups should be required to
implement group-wide program against money laundering and terrorist
financing, including policies and procedures for sharing information
within the group for AML & CFT purposes,

Financial institutions should be required to ensure that their foreign
branches and majority-owned subsidiaries apply AML & CFT measures
consistent with the home country requirements implementing the FATF
Recommendations through the financial groups programs against money
laundering and terrorist financing.

1.4.14 Higher-risk Countries: Financial institutions should be required to apply
Enhanced Due Diligence (EDD) measures to business relationships and
transactions with natural and legal persens, and financial institutions,
from countries for which this is called for by the FATF. The type of
enhanced due diligence measures applied should be effective and
proportionate to the risks. Countries should be able to apply appropriate
counter measures when called upen to do so by the FATF. Countries
should also be able to apply counter measures independently of any call
by the FATF to do so. Such counter measures should be effective and
proportionate to the risks.

1.4.15 Reporting of Suspicious Transactions

a) Reporting of Suspicious Transactions -if a financial institution
suspects or has reasonable grounds to suspect that funds are
the proceeds of a criminal activity, or are related to terrorist
financing, it should be required, by law, to report immediately its
suspicions to the financial intelligence unit (FIU),

b) Tipping-off and Confidentiality: Financial institutions, their
directors, officers and employees should be: (i)Protected by law
frem eriminal and civil Liability for breach of any restriction on
disclosure of information imposed by contract or hy any
legislative, regulatory or administrative, provision, if they report
their suspicions in good faith to the FIU, even if they did not know
precisely what the underlying criminal activity was, and
regardless of whether illegal activity actually occurred; and
(iiyProhibited by law from disclosing ("tipping-off*) the fact that a
suspicious transaction report (STR) or related information is
being filed with the FIU.

1.4.16 Designated Non-Financial Business and Professions

ONFBPs: Customer Due Diligence -The customer due diligence and record-keeping
requirements set out in Recommendations 10, 1, 12, 15, and 17 apply to designated
nan-financial businesses and professions (DNFBPs) in the following situations.

a. Casinos - when customers engage in financial transactions
equal to or above the applicable designated threshold.
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b Real estate agents - when they are invelved in transactions
for their client concerning the buying and selling of real

astate.

c. Dealers in precious metals and dealers in precious stones -
when they engage in any cash transaction with a customer
equal to or above the applicable designated threshold.

d. Lawyers, notaries, other independent legal professionals
and accountants - when they prepare for or carry out
transactions for their client concerning the following
activities;

iii.

buying and selling of real estate;

managing of client money, securities or other
assets,

management of bank, savings or securities
accounts;

. organization of contributions for the creation,

operation or management of companies;

creation, operation or management of legal persons
or arrangements, and buying and selling of
business entities.

e. Trust and company service providers - when they prepare
for or carry out transactions for a client concerning the
following activities:

i.

ONFBPs: Other Measures

acting as a formation agent of legal persons;

acting as {or arranging for another person to act as)
a director or secretary of a company, a partner of a
partnership, or a similar position in relation to other
legal persons;

providing a registered office, business address or
accommodation, correspondence or administrative
address for a company, a partnership or any other
legal person or arrangement;

acting as {or arranging for another person to act as)
a trustee of an express trust or performing the
equivalent function for another form of legal
arrangement;

acting as (or arranging for another person te act as)
a nominee shareholder for another person.

&) The requirements sef out in Recommendations 18 to 21 apply te all
designated non-financial businesses and professions, subject to

the following qualifications:
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i. Lawyers, notaries, other independent legal
professionals and accountants should be required
to report suspicious transactions when, on behalf of
or for a client, they engage in a financial transaction
in relation to the activities described in paragraph
(iv) of Recommendation 22. Countries are strongly
encouraged to extend reporting requirement to the
rest of the professional activities of accountants,
including auditing.

ii. Dealers in precious metals and dealers in precious
stones should be required to report suspicious
transactions when they engage in any cash
transaction with a customer equal to or above the
applicable designated threshold.

fii. Trust and company service providers should be
required to report suspicious transactions for a
client when, on behalf of or for a client, they engage
in & transaction in relation to the activities referred
to in paragraph (v) of Recommendation 22.

1.5 Transparency and Beneficial Ownership of Legal Persons and Arrangements

151Transparency and Beneficial Ownership of Legal Persons -Countries
should take measures to prevent the misuse of legal persons for money
laundering or terrorist financing. Countries should ensure that there is
adequate, accurate and in time information on the beneficial ownership
and control of legal persons that can be cbtained or accessed in a timely
fashion by competent authorities. In particular, countries that have legal
persons are able to issue bearer shares or bearer share warrants, or
which allow nominee shareholders or nominee directors, should take
effective measures to ensure that they are not misused for money
laundering or terrorist financing. Countries should consider measures to
facilitate access to beneficial ownership and control information by
financial institutions and DNFBPs undertaking the requirements set out in
Recommendations 10 and 22.

15.2 Transparency and Beneficial Ownership of Legal Arrangements -
Countries should take measures to prevent the misuse of legal
arrangements for money laundering or terrorist financing. In particular,

_ countries should ensure that there is adequate, accurate and in time
information on express trusts, including information on the settlor,
trustee and beneficiaries that can be obtained or accessed in a timely
fashion by competent authorities. Countries should consider measures to
facilitate access to beneficial ownership and control information by
financial institutions and DNFBPs undertaking the requirements set out in
Recommendations 10 and 22.
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1.6 Powers and Responsibilities of Competent Authorities, and Other Insitutional
Measures Regulation and Supervision

1.6.1 Regulation and Supervision of Financial Institutions -Countries should
ensure that financial instituions are subject to adequate regulation and
supervision and are effectively implementing the FATF Recommendations,
Competent authorities or financial supervisors should take the necessary
legal or regulatery measures to prevent criminals or their assaciates
from holding or being the beneficial owner of, a significant or contralling
interest, or holding @ management functien in, a financial institution.
Countries should not approve the establishment, or continued operation,
of shell banks.

For financial institutions subject to the Core Principles, the regulatory and
supervisory measures that apply for prudential purpeses, and which are
also relevant to meney laudering and terrorist financing, should apply in a
similar manner for AML & CFT purposes. This should include applying
consolidated group supervision for AML & CFT purposes.

Other financial institutions should be licensed or registered and
adequately regulated, and subject to supervision or monitoring for AML &
CFT prupases, having regard to the risk of money laundering or terrorist
financing in that sector. At a minimum, where financial institutions
provide a service of money or value transfer, or of money or currency
changing they should be licensed or registered, and subect to effective
systems for monitoring and ensuring compliance with national AML & CFT
requirements.

1.6.2 Powers of Supervisors -Supervisors should have adequate powers to
supervise or monitor, and ensure compliance by, financial institutions
with requirements to combat money laundering and terrorist financing
including the authority to conduct inspections. They should be authorized
to compel production of any information from financial institutions that is
relevant to monitoring such compliance, and to impose sanctions, in line
with Recommendation 35, for failure to comply with such requirements.
Supervisors should have powers to impose a range of disciplinary and
financial sanctions, including the power to withdraw, restrict or suspend
the financial institution’s license, where applicable.

1.6.3 Regulation and Supervision of DNFBPs -Designated non-financial
businesses and professions should be subject to regulatory and
. supervisory measures as set out below:

a) Casinos should be subject to a comprehensive regulatory and
supervisory regime that ensures that they have effectively
implemented the necessary AML & CFT measures. At a minimum:

i. Casinos should be licensed:;

li. Competent authorities should take the necessary
legal or regulatory measures to prevent criminals
or their associates from holding, or being the
beneficial owner of, a significant or controlling
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interest, holding a management function in, or being
an operator of, a casino; and

iii. Competent authorities should ensure that casinos
are effectively supervised for compliance with AML
& CFT requirements.

Countries should ensure that the other categories of DNFBPs are subject to
effective to effective systems for monitoring and ensuring compliance with
AML & CFT requirements. This should be performed on a risk-sensitive
basis. This may be performed by (a) a supervisor or (b) by an appropriate
self-requlatory body (SRB), provided that such a body can ensure that its
members comply with their obligations to combat meney laundering and
terrorist financing.

The supervisor or SRB should alsa (a) take the necessary measures to
prevent criminals or their associates from being professionally accredited,
or helding or being the beneficial owner of a significant or controlling
interest or holding a management function. Through evaluating persons on
the basis of a “fit and proper” test, and (b) have effective, proportionate,
and dissuasive sanctions in line with Recommendation 35 available to deal
with failure to comply with AML & CFT requirements.

1.6.4 Operational and Law Enforcement

a) Financial Intelligence Units -Countries should establish a financial
intelligence unit (FIU) that serves as a national centre for the
receipt and analysis of: (a) suspicious transaction reparts; and
(b) other information relevant to money laundering, associated
predicate offences and terrorist financing and far the
dissemination of the results of that analysis.

The FIU should be able to obtain additional information from
reporting entities, and should have access on a timely basis to
the financial, administrative and law enforcement information
that it requires to undertake its functions properly.

b) Responsibilities of Law Enforcement and Investigative Authorities -
Countries should ensure that designative law enforcement
authorities have responsibility for money laundering and
terrorist financing investigations within the framework of
national AML & CFT policies. At least in all cases related to major
proceeds-generating  offences, these designated law
enforcement authorities should develop a pro-active parallel
financial investigation when pursuing money laundering
associated predicate offences and terrorist financing. This
should include cases where the assaciated predicate offence
occurs outside their jurisdictions. Countries should ensure that
competent authorities have responsibility for expeditiously
identifying tracing and initiating actions to freeze and seize
property that is, or may become, subject to confiscation, or is
suspected of being proceeds of crime. Countries should also
make use, when necessary, of permanent or temporary multi-
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disciplinary groups specialized in financial or asset
investigations. Countries should ensure that, when necessary,
cooperative  investigations with  appropriate  component
authorities in other countries take place.

c) Powers of Law Enforcement and Investigative Authorities -When
conducting investigations of money laundering associated
predicate offences and terrorist financing, competent authotities
should be able to obtain access to all necessary documents and
infarmation for use in those investigations, and in prosecutions
and related actions. This should include powers to use
compulsary measures for the production of records held by
financial institutions, DNFBPs and other natural or legal persons,
for the search of persens and premises, for taking witness
statements, and for the seizure and cobtaining of evidence.

Countries should ensure that competent authorities conducting
investigations are able to use a wide range of investigative
techniques suitable for the investigation of money laundering,
associated predicate offences and terrorist financing. These
investigative techniques include: wundercover operations,
intercepting communications, accessing computer systems and
controlled delivery. In addition, countries should have effective
mechanisms in place to identify, in a timely manner, whether
natural or legal persons hold or control accoutns. They should
also have mechanisms to ensure that competent authorities
have a process to identify assets without prior notification to the
owner. When conducting investigations of money laundering,
associated predicate offences and terrorist financing, competent
authorities should be able to ask for all relevant information
held by the FIU.

1.6.5 Cash Couriers -Countries should have measures in place to detect the
physical cross-border transportation of currency and bearer negotiable
instuments, including through a declaration system and/or disclosure
system. '

Countries should ensure that their competent authorities have the legal
authority to stop or restrain currency or bearer negotiable insturments
that are suspected to be related to terrorist financing, money laundering
or predicate offences, or that are falsely declared or disclosed.

Countries should ensure that effective, proportionate and dissuasive
sanctions are available to deal with persons who make false
declaration(s) or disclosure(s). In cases where the currency or bearer
negotiable instruments are related to terrorist financing, money
laundering or predicate offences, countries should also adopt measures,
including legislative ones consistent with Recommendation 4, which
would enable the confiscation of such currency or instruments.
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1.6.6 General Requirements

a) Statistics -Countries should maintain comprehensive statistics on
matters relevant to the effectiveness and efficiency of their AML
& CFT systems. This should include statistics on the STRs
received and disseminated;, on money laundering and terrorist
financing investigatios, prosecutions and convictions; on
property frozen, seized and confiscated, and on mutual legal
assistance or other international requests far cooperation.

b) Guidance and Feedback - The competent authorities, supervisors
and SRBs should establish guidelines, and provide feedback,
which will assist financial institutions and designated non-
financial businesses and professions in applying national
measures to combat money laundering and terrorist financing,
and, in particular, in detecting and reporting suspicious
transactions.

1.6.7 Sanctions - Countries should ensure that there is a range of effective,
proportionate and dissuasive sanctions, whether criminal, civil or
administrative, available to deal with natural or legal persons covered by
Recommendations 6, and 8 to 23 that fail to comply with AML & CFT
requirements. Sanctions should be applicable not only to financial
institutions and DNFBPs, but also to their directors and senior
management.

17  International Cooperation

1.7.1 International Instruments - Countries should take immediate steps to
become party to and implement fully the Vienna Convention, 1988; the
Palerma convention, 2000, the United Nations Cenvention against
Corruption, 2003; and the Terrorist Financing Convention, 1999. Where
applicable, countries are also encouraged to ratify and implement other
relevant international conventions, such as the Council of Europe
Caonvention of Cybercrime, 2007, the Inter-American Convention against
Terrorism, 2002; and the Council of Eurepe Convention an Laundering,
Search, Seizure and Confiscation of the Proceeds from Crime and an the
Financing of Terrorism, 2005.

1.7.2 Mutual Legal Assistance -Countries should rapidly, constructively and
~ effectively provide the widest possible range of mutual legal assistance in
relation to money laundering, associated predicate offences and terrorist
financing investigations, prosecutions, and related proceedings. Countries
should have an adequate legal basis for providing assistance and, where
appropriale, should have in place treaties, arrangements or other
mechanisms to enhance cooperation. In particular, countries should:

a) Nat prohibit, or place unreasonable or unduly restrictive conditions
an, the provision of mutual legal assistance.

h) Ensure that they have clear and efficient processes for the timely
priaritization and execution of mutual legal assistance requests.
Countries should use a_central authority, or another established
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official mechanism, for effective transmission and execution of
requests. To manitor progress on requests, a case management
system should be maintained.

c) Not refuse to execute a request for mutual legal assistance on the

sole ground that the offence is also considered to involve fiscal
matters,

d) Not refuse to execute a request for mutual legal assistance on the

grounds that laws require financial institutions to maintain
secrecy or confidentiality.

e) Maintain the confidentiality of mutual legal assistance requests
they raceive and the information contained in them, subject to
fundamental principles of domestic law, in order to protect the
integrity of the investigation or inquiry. If the requested country
cannot comply with the requirement of confidentiality, it should
promptly infarm the requesting country.

f) Countries should render mutual legal assistance, notwithstanding
the absence of dual criminality, if the assistance does not
involve coercive actions. Countries should consider adopting
such measures as may be necessary to enable them to provide a
wide scape of assistance in the absence of dual criminality.

g) Where dual criminality is required for mutual legal assistance, that
requirement should be deemed to be satisfied regardless of
whether both countries place the offence within, the same
categoty of offence, or denominate the offence by the same
terminology, provided that both countries criminalize the
conduct underlying the offence.

h) Countries should ensure that, of the powers and investigative
techniques required under Recommendation 31, and any other
powers and investigative techniques available to their competent
autharities:

a. all those relating to the production, search and seizure of
information, documents or evidence (including financial
records) from financial institutions or other persons, and
the taking of witness statements; and

b. abroad range of other powers and investigative techniques;

These are also available for use in response to requests for mutual legal assistance,
and, if consistent with their domestic framework, in response to direct requests
from foreign judicial or law enforcement authaorities to domestic counterparts.

To avoid conflicts of jurisdiction, consideration should be given to devising and
applying mechanisms for determining the best venue for prosecution of defendants
In the interests of justice in cases that are subject to prosecution in more than one
country.

Countries should, when making mutual legal assistance requests, make best efforts
to provide complete factual and legal information that will allow for timely and
efficient execution of requests, including any need for urgency, and should send
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requests using expeditious means. Countries should, before sending reguests, make
best efforts to ascertain the legal requirements and formalities to obtain assistance,

The authorities responsible for mutual legal assistance (e.g. a Central Authority)
should be provided with adequate financial, human and technical resources.
Countries should have in place processes to ensure that the staff of such authorities
maintain  high  professional standards, including standards concerning
canfidentiality, and should be of high integrity and be appropriately skilled.

Mutual Legal Assistance: Freezing and Confiscation -Countries should ensure that
they have the authority to take expeditious action in response te, with requests to
identify, freeze seize and confiscate property laundered; proceeds from money
\aundering, predicate offences and terrorist financing; instrumentalities used in, or
intended to use in, the commission of these offences; or property of corresponding
value. This authority should include being able to respond to requests made on the
basis of nen-conviction-based confiscation proceedings and related provisional
measures, unless this is inconsistent with fundamental principles of their domestic
law. Countries should also have effective mechanisms for coordinating seizure and
confiscation proceedings, which should include the sharing of confiscated assets.

Extradition - Countries should constructively and effectively execute extradition
requests in relation to money laundering and terrorist financing, without undue delay.
Countries should also take all possible measures to ensure that they do not provide
safe havens for individuals charged with the financing or terrorism, terrorist acts or
terrorist organizations. In particular, countries should:

191 ensure money laundering and terrorist financing are extraditable
offences;

19.2 ensure that they have clear and efficient processes for the timely
execution of extradition requests including prioritization where
appropriate. To monitor progress of requests a case management system
should be maintained;

1.9.3 not place unreasonable or unduly restrictive conditions an the execution
of requasts; and

1.9.4 ensure they have an adequate legal framework for-extradition.

Each country should either extradite its own nationals, or, where a country does not do
so solely on the grounds of nationality, that country should, at the request of the country
seeking extradition, submit the case, without undue delay, to its competent authorities
for the purpose of prosecution of the offences set forth in the request. Those authaorities
should take their decision and conduct their proceedings in the same manner as in the
case of any other offence of a serious nature under the domestic law of that country.
The countries concerned should cooperate with each other, in particular on procedural
and evidentiary aspects, to ensure the efficiency of such prosecutions.

Where dual criminality is required for extradition, that requirement should be deemed to
be salisfied regardless of whether both countries place the offence within the same
category of offence, or denominate the offence by the same terminology, provided that
both countries criminalize the conduct underlying the offence.

Consistent with fundamental principles of domestic law, countries should have
simplified extradition mechanisms, such as allowing direct transmission or requests for
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provisional arrests between appropriate authorities, extraditing persons based only on
warrants of arrests or judgments, or introducing a simplified extradition of consenting
persons who waive formal extradition proceedings. The authorities responsible for
extradition should be provided with adeguate financial, human and technical resources.
Countries should have in place processes to ensure that the staff of such authorities
maintain high professional standards, including standards convening confidentiality, and
should be of high integrity and be appropriately skilled.

110 Other forms of International Cooperation - Countries should ensure that their
competent authorities can rapidly, constructively and effectively provide the widest
range of international cooperation in relation to money laundering, associated
predicate offences and terrorist financing. Countries should do so both spontaneously
and upon request, and there should be a lawful basis for providing cooperation.
Countries should authorize their competent authorities to use the most efficient
means 1o cooperate. Should a competent authority need bilateral or multilateral
agreements or arrangements, such as a Memorandum of Understanding (MOU), these
should be negotiated and signed in a timely way with the widest range of fareign
counterparts.

Competent authorities should use clear channels or mechanisms for the effective
transmission and execution of requests for information or other types of assistance.
Competent authorities should have clear and efficient processes for the prieritization
and timely execution of requests, and for safeguarding the information received.

Monitoring Members Progress

Monitoring the progress of members to comply with the reguirements of 40+9
recommendations is facilitated by two-stage process: self-assessments and mutual
evaluations. In the self-assessment stage, each member responds to a standard
questionnaire, on an annual hasis, regarding its implementation of 40+9 recammendations.
In the mutual evaluation stage, each member is examined and assessed by experts from
other member countrias in every five years. The first Mutual Evaluation (ME) of Bangladesh
was conducted by a joint team of World Bank and International Monetary Fund in October,
2002 and the report thereof was adopted by the APG in September, 2003. The 2" Mutual
Evaluation of Bangladesh was conducted by an APG team in August, 2008 and 3" round ME
was conducted by APG team in October, 2075.

The NCCT List

FATF adopted a process of identifying those jurisdictions that serve as obstacles to
international cooperation in implementing its recommendations. The process used 25
criteria, which was consistent with 40+9 recommendations, to identify such non-cooperative
countries and territories (NCCT's) and place them on a publicly available list. NCCT was a
process of black listing of non-compliant country. Considering its massive impact on
respective country, the FATF introduced new implementation mechanism known as
International Cooperation and Review Group (ICRG).
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The FATF has set up the International Co-operation Review Group (ICRG) as a new process
that is designed to notably engage those jurisdictiens which are "unwilling” and pose a real
risk to the international financial system. The ICRG process is designed to bind members of
FATF and FATF Style Regional Bedy (FSRB) that show effective commitment to the standards
against those that evade their international obligations. The time and money that one
jurisdiction spend on creating an effective system in that country is wasted if a neighbor
remains a safe haven for criminals. The ICRG process is focused on specific threats and
specific risk in specific countries. |f needed, these jurisdictions may be publicly identified by
the FATF Plenary.

The second role of the ICRG is to work with those jurisdictions to convalesce the
shortcomings underpinning the judgment of the FATF Plenary. This means there could be a
focused follow up process between the ICRG and a specific jurisdiction. If all evaluation
reviews and regular follow ups and conducted properly, there should be no duplication or
conflict within the FATF family and between the follow up processas.

The Basel Commuttee on Banking Supervision

The Basel Committee on Banking Supervision (Basel Committee) was formed in 1974 by the
central bank governors of the Group of Ten countries. Individual coutnries are represented
by their central banks, or by the relevant authorities with formal responsibility for
prudential supervision of banking where that authority is not the central hank. The
committee has no formal international supervisory authority or force of law. Rather, it
formulates broad supervisory standards and guidelines and recommends statements of
best practices on a wide range of bankffinancial institution supervisor issues. These
standards and guidelines are adopted with the expectation that the appropriate atuharities
within each country will take all necessary steps to implement them through detailed
measures, statutory, regulatory or otherwise, that best suit that country's national system.

Three of the Basel Committee’s supervisory standard and guideline concern money
laundering issues,

Statement of Principles on Money Laundering

In 1988, the Basel Committee issued its Statement of Prevention of Criminal Use of the
Banking System for the Purpose of Money Laundering (Statement of Prevention). The
Statement on Prevention outlines basic policies and procedures that managements of
banks/Fls should undertake to assist in suppressing money laundering. There are
essentially four principles contained in the Statement on Prevention:

11 Proper customer identification
1.2 High ethical standards and compliance with laws;

1.3 Cooperation with law enforcement authorities; and

1.4 Policies and procedures to adhere to the statement
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Basel Core Principles for Banking

In 1997, the Basel Committee issued its Core Principles for Effective Banking Supervision
{Core Principles), which provides a comprehensive blueprint for an effective bank

supervisory system and covers a wide range of topics, Core Principle 15, ane of the 25 Core
Principles, deals with money laundering; it provides:

Banking supervisors must determine that banks have adeguate policies, practices
and procedures in place, including strict “know your customer” rules, that promote
lugh ethical and professional standards in the financial sector and prevent the
bank from being used, intentionally or unintentionally, by criminal elements.

These “Know your customer” or *KYC" policies and procedures are a crucial part of an
effective institutional framewark for every country,

In addition, the Basel Committee issued a “Core Principles Methodology” in 1999, which
contains 11 specific criteria and five additional criteria to help assess the adequacy of KYC
policies end procedures. These, additional criteria include specific reference to compliance
with The Forty Recommendations.

Lustomer Due Diligence

In October 2001, the Basel Committee issued an extensive paper on KYC principles,
entitited Customer Due Diligence for Banks/Fls (Customer Due Diligence). This paper was
issued in response to noted deficiencies in KYC procedures on a world-wide basis. These
KYC standards build upon and provide mere specific infermation on the Statement on
Prevention and Core Principle 15.

International Organization of Securities Commissioners

The International Organization of Securities Commissioners (I0SCO) is an organization of
securities commissioners and administrators that have day-to-day responsibilities for
securities regulation and the administration of securities in their respective countries. The
current membership of I0SCO is comprised of regulatory bodies from 105 countries. With
regard to money laundering, 10SCO passed a “Resolution on Maney Laundering” in 1992. Like
other international organizations of this type, I0SCO does nat have law-making authority.
Similar to the Basel committee and Internaticanl Asseciation of Insurance Supervisors
UAIS), it relies on its members to implement its recommendations within their respective
countries,

The Fgmaont Group of Financial Intelligence Units

In 1995, a number of government units of different countries commonly known as Financial
Intelligence Units {FIUs) began working together and formed the Egmont Group of FlUs
(Egmont Group), named after the location of its first meeting at the Egmont-Arenberg Palace
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each of their national AML programs and to coordinate AML initiatives. This support includes
expanding and systematizing the exchange of financial intelligence information, improving
expertise and capabilities of personnel, and fostering better communication ameng FiUs
through technoloby, and helping to develop FIUs worldwide.

The mission of the Egmont Group has been expanded in 2004 to include specifically financial
intelligence on terrorist financing. To be a member of the Egmont Group, a country's Fil
must first meet the Egmont FIU definition, which is “a central, national agency responsible
for receiving (and, as permitted, requesting), analyzing and disseminating to the competent
authorities, disclosures of financial information: (i) concerning suspected proceeds of crime
and potential financing of terrorism, or (ii) required by national regulation, in order to
counter money laundering and terrorist financing.”

Bangladesh has got the membership of prestigious Egment Goup, formed with Financial
Intelligence Units of various countries which help get global support in fighting against
money laundering, terrorist financing and other financial crimes. It will help stop money
laundering and terrorist financing. It won't be easy now to launder money abroad through
corruption.

Asia Pacific Group on Money Laundering (AP5)

The Asia Pacific Group on Maoney Laundering (APG), founded in 1997 in Bangkok, Thailand, is
an autonomous and collaborative international organization consisting of 40 members and a
number of international and regional abservers. Some of the key international organizatios
who participate with, and support, the efforts of the APG in the region include the Financial
Action Task Force, International Monetary Fund, World Bank, OECD (Organization for
Economic Cooperation and Development), United Nations Office on Drugs and Crime, Asian
Development Bank and the Egmont Group of Financial Intelligence Units.

APG members and observers are committed to the effective implementation and
enforcement of internationally accepted standards against money laundering and the
financing of ferrorsm, in particular the Forty Recommendations of the Financial Action Task
Force on Money Laundering and Terrorist Financing.

The APG has five key roles:

15  To assess compliance by APG members with the global standards through a robust
mutual evaluation program;

16 To coordinate bi-lateral and donor-agency technical assistance and training in the
Asia Pacific region in order to improve compliance by APG member with the global
standards;

17 To participate in, and co-operate with, the international anti money laundering
network - primarily with the FATF and with other regional Anti Money Laundering
groups;

18 To conduct research and analysis into money laundering and terrorist financing
trends and methods to better inform APG members of systemic and other associated
risks and vulnerabhilities; and
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19 To contribute to the glebal policy development of Anti Money Laundering (AML) and
Counter Financing on Terrorism (CFT) standards by active Associate Membership
status in the FATF.

The APG also assists its members to establish coordinated domestic systems for reporting
and investigating suspicious transaction reports and to develop effective capacities to
investigate and prosecute money laundering and the financing or terrorism offences.

CHAPTER li: NATIONAL INITIATIVES

Natianal Initiatives

In line with international efforts, Bangladesh has also taken many initiatives to prevent
money laundering and combating financing of terrorism and proliferation of weapons of
mass destructions considering their severe effects on the country.

Founding Member of APG

Bangladesh is founding member of Asia Pacific Group on Maney Laundering (APG) and has
been participating ennual plenary meeting since 1997. APG is a FATF style regional body that
enforces international standards in Asia Pacific region. As a member of APG, Bangladesh is
committed to implement FATF's 40 recommendations. Bangladesh has farmally endorsed by
the APG Membership out-of-session in September 2014 as the Ce-Chair for 2018-2020.
Bangladesh hosted the 13th APG Typologies Workshop in 2010 and APG Annual Meeting of
2016.

Legal Framework

Bangladesh is the first country in the South Asia that has enacted Money Laundering
Prevention Act (MLPA) in 2002. To address the shortcomings of the MLPA, 2002 and to meet
the international standards Bangladesh enacted Money Laundering Prevention Ordinance
(MLPO) in 2008 which was replaced by MLPA, 2009 by the parliament in 2009. To address
the deficiencies identified in the Mutual Evaluation Repert (MER), Bangladesh has again
enacted Money Laundering Prevention Act in February, 2012 repealing MLPA, 2009. Maney
Laundering Prevention Rules, 2013 has been framed for effective implementation of the act.
Later on, MLPA-2012 has been amended on 2015 and Money Laundering Prevention Rules,
2019 has been framed for effective implementation of the act.

1.1 Bangladesh also enacted Anti-Terrorism Ordinance (ATO) in 2008 to combat terrorism
and terrorist financing. Subsequently, ATO, 2008 has repealed by Anti-Terrorism Act
(ATA), 2009 with the approval of the parliament, To address the gap identified in the
Mutual Evaluation Report (MER) of Bangladesh that is adopted in 2009 by APG,
some provisions of ATA 2009 have been amended in 2012 and 2013. Anti-Terrorism
Rules, 2013 has alse been promulgated to make the roles and responsibilities of
related agencies clear specially to provide specific guidance on the implementation
procedure of the provisions of the UNSCRs.
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1.2 Bangladesh has enacted Mutual Legal Assistance in Criminal Matters Act, 2012 to
enhance international cooperation on ML, TF & PF and other related offences. The
Government also enacted Mutual Legal Assistance in Criminal Matters Rules, 2013
which mainly emphasize on the process of widest possible range of providing mutual
legal assistance in relation to ML, TF & PF and other associated offences.

Central and Regional Jaskforce

The Government of Bangladesh has formed a central and 7 regional taskforces (Chittagong,
Rajshahi, Bogra, Sylhet, Rangpur, Khulna and Barisal) an 27 January, 2002 to prevent illegal
hundi activities, illicit flow of fund & money laundering in Bangladesh. The Deputy Governor
of Bangladesh Bank and head of BFIU is the convener of that committee. Both the task
force's meeting is held bi-monthly. The meeting minutes of the regional task force are
discussed in the central task force meeting. Besides, high profile cases are discussed in the
central task force meeting. The central task force set out important decisions that are
implemented through banks, financial institutions and Government agencies concerned.

Anti Maney Laundering Department

Anti Money Laundering Department (AMLD) was established in Bangladesh Bank in June
2002, which worked as the FIU of Bangladesh. It was the authority for receiving, analyzing
and disseminating Suspicious Transaction Reports (STRs) and Cash Transaction Reports
{CTRs).

Bangladesh Financial intelligence Unit

As per the provision of MLPA, 2012 Bangladesh Financial Intelligence Unit (BFIU) has heen
established abolishing AMLD as a national central agency to receive, analyze and
disseminate STRs/SARs, CTRs and complaints. BFIU has been entrusted with the
responsibility of exchanging information related to ML & TF with its foreign counterparts.
The main objective of BFIU is to establish an effective system for prevention of AML, CFT &
CPF and it has been bestowed with operational independence. BFIU has also achieved the
membership of Egmont Group in July, 2013.

BFIU has continued its effort to develop its IT infrastructure which is necessary for efficient
and effective functioning of the unit. In this regard, it has procured goAML software for
oniine reporting and software hased analysis of CTRs and STRs. It also has estahlished MIS
to preserve and update all the information and to generate necessary reports using the MIS.

To provide guidance for effective implementation of AML & CFT regime, a National
Coordination Committee headed by the Honorable Finance Minister and a Waorking
Committee headed by the Secretary of Bank and Financial Institutions Division of Ministry of
Finance were formed consisting representatives from all concerned Ministries, Agencies
and regulatory authorities.
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National ML & TF Risk Assessment (NRA)

Bangladesh first conducted National ML & TF Risk Assessment (NRA) in 2011-2012. The
methodology used for NRA was developed by ACC, BFIU and CID of Bangladesh Police
consulting with Strategic Implementation Plan (SIP) of World Bank. The report was prepared
by using the last 10 years’ statistics from relevant agencies and identified the vulnerabilities
of sectors, limitations of legal framework and weaknesses of the institutions on ML & TF.

Second NRA has been conducted by a ‘core committee’ comprises of ACC, BFIU and CID of
Bangladesh Police and another ‘working committee’ comprises of 23 members. This report
considers the output of institutional, sectoral, geographical risk assessment. It covers all
the sectors of the economy, legal and institutional framework. The report identifies some
high risk areas for Bangladesh that are corruption, fraud-forgery, drug trafficking, gold
smuggling and human trafficking. Banks, non-banks financial institutions, real estate
developers and jewelers were identified as most vulnerable sactors for ML, TF & PF. The
foreign donation receiving NGO/NPO working in the coastal or border area were identified
as vulnerable for TF incidence.

National Strategy for Preventing ML, TF & PF

National Strategy for Preventing Money Laundering and Combating Financing of Terrorism,
20M-2013 was adopted by the NCC in April 2011, Bangladesh has completed all the action
items under the 12{twelve) strategies during that time. A high level committee headed by the
Head of BFIU and Deputy Governor of Bangladesh Bank has formulated the National Strategy
for Preventing Money Laundering and Combating Financing of Terrorism 2015-2017 which
has been approved by the National Coordination Committee (NCC) on ML & TF. The strategy
identifies the particular action plan for all the Ministries, Division and Agency to develop an
effective AML & CFT system in Bangladesh. The strategy consists of following 11 (eleven)
strategies against 11 (cleven) strategic objectives:

1.1 Updating National ML & TF Risk Assessment Report regularly and introducing Risk Based
Approach of monitoring and supervision of all reporting organizations.

1.2 Deterring corruption induced money laundering considering corruption as a high risk.

1.3 Modernization of Border Control Mechanism and depriving perpetrators from use of
proceeds of crime to prevent smuggling of gold and drugs, human trafficking, other
transnatignal organized crimes considering the risk thereon.

1.4 Tackling illicit financial flows (IFF) by preventing the creation of proceeds of crime,
curbing domestic and cross-border tax evasion and addressing trade based money
laundering.

1.5 Discouraging illicit fund transfer by increasing pace of stolen assets reco\rery initiatives
and or recovering the evaded tax.

1.6 Enhancing the capacity of BFIU in identifying and analyzing emerging ML & TF cases
including ML & TF risks arising from the use of new technelogies.

ode?
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1.7 Enhancing compliance of all reporting agencies with special focus on new reporting
agencies like NGOs/NPOs and DNFBPs.

1.8 Expanding investigative capacity and improving the quality of investigation and
nrosecution of ML & TF cases to deter the criminals.

19 Establishing identification and tracing out mechanism of TF & PF and fully
implementation of targeted financial sanctions related to TF & PF effectively.

110 Boosting national and international coerdination both at policy and operational levels.

11 Developing a transparent, accountable and inclusive financial system in Bangladesh.

Chief Anti Money Laundering Compliance Officers (CAM{.CG) Conference Separate annual
conferences for the CAMLCOs of Banks, Financial Institutions, Insurance Companies and
Capital Market Intermediaries were arranged by BFIU. It also has arranged a number of
training pragrams, workshops, seminars and road-shows to create awareness among the
staff of reporting organizations, regulatory authorities about related issues,

Lomont Group Memberships

BFIU has achieved the membership of Egmaont group in the Egmont plenary on July, 2013 in
Sun City, South Africa. Through Egmont membership, BFIU has achieved access to a wider
global platform and this will help to establish relationship with other FlUs of different
countries to get benefit by exchanging views, experiences and information via Egmont
Secure Web.

The Government of Bangladesh is very much vigilant against terrorism and violent
extremism. An inter-ministerial committee headed by Minister of Home is working actively
to prevent and redress of terrorism, to fight against terrorist and the terrorist organizations
in a more coordinated way. The committee comprised of high officials from different
ministries, law enforcement and intelligent agencies. The committee tried to find out more
sensitive and sophisticated ways to create awareness among the gerieral people ahout the
negative impact of terrorism.

Memeorangdum of Understanding (MOU) Between ACC and BFIL/

Anti-Corruption Commission (ACC) and the Bangladesh Financial Intelligence Unit (BFIU) has
signed a Memorandum of Understanding (MoU) on 4 May, 2014 with a view to increasing the
scope of cooperation for dealing with money laundering and other financial crimes. The ACC
and the BFIU have jointly undertaken various initiatives to fight against money laundering
and other financial crimes.
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NGO/NPO Sectar Review

Bangladesh first assessed the ML, TF & PF risk associated with the NGO/NPO sector in 2008.
As the sector was mainly depending on foreign donaticn, the report identified strategic
deficiencies of supervision and control of the regulator, According to the requirement of
FATF Recommendation 8, BFIU has conducted NGO/NPO sector review with the help from
NGO Affairs Bureau, Microcredit Regulatory Authority, Department of Social Services and
Research Department of Bangladesh Bank. The review report is a very comprehensive one
that covers legal & institutional aspects, supervision mechanism, compliance requirements
and risk & vulnerabilities relating to ML &TF,

implementation of TES

UN Security Council Resolutions related to TF adopted under Chapter VI| of the Charter of UN
are mandatory for all jurisdictions including Bangladesh. Bangladesh has issued Statutory
Regulatory Order (SRO) No. 398/2012 on 29 November 2012, which was amended and
strengthenad by SRO No. 188/2013 dated 18 June 2013 under the United Nations (Security
Council) Act, 1948. Before the issuance of those SROs, BFIU was used to issue circular
letters as a medium of instructions for the reporting organization te implement the
requirements of UNSCRs on regular basis.

In addition to the SROs the UNSCRs requirements were also incorporated in the ATA, 2009.
Section 20(A) of ATA, 2009 provides that the Government of Bangladesh has power of taking
measures for the purposes of implementing United Nations Security Council Resolution No.
1267 and its successor resolutions and United Nations Security Council Resolution No. 1373
and United Nations Security Council resolutions related to the prevention, suppression and
disruption of proliferation of weapens of mass destruction and its financing.

Loordinated Effort on the Implementation of the UNSCR

A national committee is coordinating and monitoring the effective implementation of the
United Nations Security Council Resolutions (UNSCR) relating to terrorism, terrorist
financing and financing of proliferation of weapons of mass destruction. The committee is
neaded by the Foreign Secrelary and comprises of representatives from Ministry of Home
Affairs; Bank and Financial Institutions Division, Ministry of Finance; Legislative and
Parliamentary Affairs Division, Ministry of Law, Justice and Parliamentary Affairs and
Bangladesh Bank.

Risk Based Approach

Recommendation 1 of Financial Action Task Force (FATF), the international standard setter
on AML and CFT requires financial institutions and designated non-financial businesses and
professions (ONFBPs) to identify, assess and take effective action to mitigate their ML & TF
risks. This requirement is reflected in the Money Laundering Prevention Rules (MLPR) 2019.
Rule 10 of MLPR 2019 states that (1) As a reporting organization, every financial institution
shall periodically prepare a report after considering the nature of its business, customers,
products or services, country or geographical lcu:at:un etc., which will be used for risk

management or control of the institution. =
B - st
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(2) According to the risk assessment report, in cases where a high risk of money
laundering, terrorism or terrorist financing is identified, the financial institution as the
reporting organization shall conduct Enhanced due diligence.

(3) In cases where the financial institution as a reporting entity has been identified as a low
risk, simplified customer due diligence shall be conducted, provided that they are consistent
with the low risk indicators and in cases of suspicion of money laundering, terrorism or
terrorist financing or would not be acceptable in certain high risk situations.

ML and TF Risk Assessment Guidelines

BFIU has issued a guidelines titled ‘ML and TF Risk Assessment Guidelines far Banking
Sector’ in January, 2015 (Circular letter no. 01/2015) for providing the basic ideas of
identifying, assessing and mitigating ML & TF risks that banks may encounter in doing their
businesses. Banks were instructed to assess their own ML & TF risk considering thair
customers, products, delivery channels and geographical positions. They were also
instructed to assess regulatory risk ie. risk arises from non-compliance of AML & CFT
measures. All the banks have submitted their ML & TF risk assessment reports to BFIU in
complying with the instruction.

Memarandumm of Understanding (MOU) and Other Fll/s

To enhance the cooperation with foreign counterparts, BFIU signed Memaorandum of
Understanding (Mol) with other FlUs. BFIU has signed 60 MoU (till date) so far to exchange
the information related to ML & TF with FIU of other countries.
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CHAPTER V. VULNERABILITIES OF FINANCIAL INSTITUTIONS

Vidnerabitity of the Financial System to Money L aundering

Money laundering is often thought to be associated solely with banks and money changers.
All financial institutions, both banks and non-banks, are susceptible to money laundering
activities. Whilst the traditional banking processes of deposit taking, money transfer
systems and lending do offer a vital laundering mechanism, particularly in the initial
conversion from cash, it should be recognized that products and services offered by other
types of financial and non-financial sector businesses are also attractive to the launderer.
The sophisticated launderer often involves many other unwitting accomplices such as
currency exchange houses, stock brokerage houses, gold dealers, real estate dealers,
insurance companies, trading companies and others selling high value commodities and
luxury goods.

Certain points of vulnerability have been identified in the laundering process, which the
meoney launderer finds difficult to aveid, and where his activities are therefore more
susceptible to being recognized. These are:

11 entry of cash into the financial system;
1.2, cross-horder flows of cash; and
1.3.  Transfers within and from the financial system.

Financial institutions should consider the money laundering risks posed by the products
and services they offer, particularly where there is no face-to-face contact with the
customer, and devise their procedures with due regard to that risk.

Although it may not appear obvious that the products might be used for money laundering
purposes, vigilance is necessary throughout the financial system to ensure that
weaknesses cannot be exploited.

Banks and other Financial Institutions conducting relevant financial business in liquid
products are clearly most vulnerable to use by money launderers, particularly where they
are of high value. The liquidity of some products may attract money launderers since it
allows them quickly and easily to move their money from one product to another, mixing
lawful and illicit proceeds and integrating them into the legitimate economy.

All banks and non-banking financial institutions, as providers of a wide range of money
’_‘_--"' 17 _-“\
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transmission and lending services, are vulnerable to being used in the layering and
integration stages of money laundering as well as the placement stage.

Electronic funds transfer systems increase the vulnerability by enabling the cash deposits
to be switched rapidly between accounts in different names and different jurisdictions.

However, in addition, hanks and nan-banking financial institutions, as providers of a wide
range of services, are vulnerable to being used in the layering and integration stages. Other
loan accounts may be used as part of this process to create complex layers of transactions.

Some banks and non-banking financial institutions may additionally be susceptible to the
attention of the mare sophisticated criminal organizations and their “professional money
launderers”. Such organizations, possibly under the disqguise of front companies and
nominees, may create large scale but false international trading activities in order to move
their illicit money from ane country to anather. They may create the illusion of international
trade using false/inflated invoices to generate apparently legitimate international wire
transfers, and may use falsified/bogus letters of credit to confuse the trail further. Many of
the front companies may even approach their bankers for credit to fund the business
activity. Banks and non-hanking financial institutions offering international trade services
should be on their guard for laundering by these means.

Vutnarabilities of Products and Services

Vulnerahilities of Products and Services

91. Lease/Term Loan Finance - Front companies can take lease/term loan finance from a
financial institution and repay the loan from illegal source, and thus bring illegal
money in the formal financial system in absence of proper measures. The firm can
also repay the loan amount even before maturity period if they are not asked about
the sources of fund. In case of financial or capital lease, the asset purchased with Fl's
financing facility can be sold immediately after repayment of the loan through illegal
money and sold proceeds can be shown as legal. So the money launderers and
terrorist financer can use this financial instrument for placement and layering of their
ill-gotten maoney. '

92. Factoring - International factoring provides a simple solution of problems faced in
case of open account trade regardless of whether the exporter is a small organization
or a major corporation. The role of the factor/bank is to collect money owed from
abroad by approaching importers in their own country, in their own language and in
the locally accepted manner. A factor can also provide exporters with 100% protection
against the importer's inability to pay. As international factoring lets exporters safely
offer of competitive credit terms to their foreign customers, this international
financing mechanism is now popular among both exporters and importers.
International factoring means the seller and buyer are in different countries. Over the
years, international factoring has taken various forms due to varying needs of the
exporters and security to the factors besides price bearing capacity of the former.
These are (a) Direct Export Factoring (b) Direct Import Factoring (c) Back to Back
Factoring.

$.2.1 Direct Export Factoring: The direct export factoring is mostly used when
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handling exports to countries where the correspending factoring
network does not reach. This form of direct export factoring is often
provided in combination with outside credit insurance scheme and the
traditional services offered by a banking netwark.

9.22 The exporter ships the goods to his importer/ debtor,

923 The exporter assigns his invoices to the export factor.

9.2.4 The export factor pays the seller the agreed advance.

9.2.5 The export factor handles the accounts receivable in accordance with the
sale contract between the exporter and the importer.

9.2.6 The importer pays on the due date to expart factor.

227 The export factor settles the advance with the funds received and
forwards the balance to the seller.
a) Direct import factoring: Factors in an exporter’s country are not

sometimes perceived very active in marketing international
factoring services. In that case, factors in importers’ country
offer their services directly to foreign suppliers. The exporter
may alsa establish direct contact with factors in the importing
country. The resultant arrangement will be of direct import
factoring.

i.  The exporter ships the goods to his importer.

il.  The exporter assigns his invoices to the import factor, who
assumes the credit risk, provided this has been agreed to
beforehand

iii. The import facter handles the accounts receivable in
accordance with the sales contract between the exporter
and the imparter.

iv.  The importer pays the import factor on the due date.

v. The import factor forwards the payment to the exporter,
possibly deducting the agent's commission.

b) Back-to-Back factoring: This is a highly specialized form of

-
[

international factoring. It is used when the supplier sells his
goods through his subsidiary te the importers/ debtors in the
import factor's country. This is done to avoid large volumes of
sales to a few importers/ debtors for whom it is difficult for the
import factor to cover the credit risk. In such a case, impaort
factor can sign a domestic factoring agreement with the
importer/ debtor. This agreement will facilitate to get debtors'
receivables as security for the credit line as it has been asked to
establish in favor of export factor.

.. The parent company ships goods to its subsidiary, which
sells and ships the goods to the debtors in the import
factor's country.

ii.  The seller assigns his invoices on the subsidiary via export
factor to import factor.

i The subsidiary assigns its receivables to the import factor
with or without credit risk coverage.

iv. The export factor pays the parent company the agreed

advances. ’,‘D’
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v.  The subsidiary’s debtors pay the import factor.

The import factor distributes the funds according to the instructions from
the export factor.

It is clear that in international factoring there is a provision that the
two firms must be member of Factor Chain International or some
association that can ensure the credit worthiness of the firms. In
absence of this kind of private sector watchdog in the local factoring,
the supplier and the buyer may ally together to legalize their
proceeds of crime. Without conducting any bonafide transaction, the
supplier may get finance from Fls and Fls may get repayment from
huyer, Fls may focus on getting repayment without considering the
sources of fund, which can be taken as an opportunity by the money
launderer to place their ill-gotten money.

Privale Placement of Fgurty/Securitization of Assets

Some Fls offer financing facilities to firms through private placement of equity and
securitization of assets. Fls sell those financial instruments to private investors who may
take this as an opportunity to make their money legal. Later the money launderers can sell
these instruments and bring their money in the formal financial system.

Personal Loan/Car Loan/Home Loan

Any person can take personal loan from Fls and repay it by illegally earned money; thus
he/she can launder money and bring it in the formal channel. After taking home Loan ar car
loan, money launderers can repay these with their illegally earned money and later by
selling that home/car, they can show the proceeds as legal money.

SMEMomen Entrepreneur Loan

Small, medium and women entrepreneurs can take loan facilities from Fls and in many
cases, repayment may be done by the illegally earned money. They even do so only to
validate their money by even not utilizing the loan. This way they can bring the illegal money
into the financial system.

Deposit Scheme

Fls can sell deposit products with at least a six months' maturity period. However, the
depositor can encash their deposit money prior to the maturity date with prior approval
from Bangladesh Hank, foregoing interest income. This deposit product may be used as
wcrative vehicle to place ill-gotten money in the financial system in absence of strong
MEdSUres.

Loan Backed Money Laungering
In the “loan backed” money laundering method, a criminal provides an associate with a
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specific amount of illegitimate money, The associate then provides a "loan or mortgage”
back to the money launderer for the same amount with all the necessary "loan or mortgage”
documentation. This creates an illusion that the trafficker's funds are legitimate. The
scheme is reinforced through “legislatively” scheduled payments made on the loan by the
money launderer,

Eiectronic Transfers of Funds

An electronic transfer of funds is any transfer of funds that is initiated by electronic means,
such as an Automated Clearing House {(ACH) computer, an automated teller machine (ATM),
electronic terminals, mabile telephones, telephones or magnetic tapes. It can happen within
a country or across borders, and ftrillions of dollars are transferred in millions of
transactions each day as it is one of the fastest ways to move maney. As such, illicit fund
transfers can be easily hidden among the millions of legitimate transfers that occur each
day.

Maney launderers also use electronic transfers of funds in the second stage of the
laundering process, the layering stage. The goal is to move the funds from one account to
another, from one bank to another, and from one jurisdiction to another with each layer of
transactions -making it more difficult for law enforcement and investigative agencies to
trace the origin of the funds. To avoid detection in either stage, the money launderer may
take basic precautions such as varying the amounts sent, keeping them relatively small and
under reporting thresholds, and, where possible, using reputable organizations.

The processes in place to verify the electronic transfer of funds have been tightened in
recent years. Many transaction monitoring software providers have sophisticated
algorithms to help detect or trigger alerts that may indicate money laundering or other
suspicious activity using electronic transfers of funds,

Correspondent Banking

Correspondent banking is the provision of banking services by one bank (the “correspondent
bank’) to another bank (the “respondent bank™). By establishing multiple correspondent
relationships globally, banks can undertake international financial transactions for
themselves and for their customers in jurisdictions where they have no physical presence.
Large international banks typically act as correspondents for thousands of other banks
around the world. Respondent banks obtain a wide range of services through correspondent
relationships, including cash management (for example, interest bearing accounts in a
variety of currencies), international wire transfers of funds, check clearing, payable-
through accounts and foreign exchange services.

The services offered by a correspondent bank to smaller, less well-known banks may be
restricted to non-credit, cash management services,

Correspondent banking is vulnerable to money laundering for two main reasons:

9.3. By their nature, correspandent banking relationships create a situation in which a
financial institution carries out financial transactions on behalf of customers of
another institution. This indirect relationship means that the correspandent bank
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provides services for individuals or entities for which it has neither verified the
identities nor obtained any first-hand knowledge.

9.4, The amount of money that flows through correspondent accounts can pose a
significant threat to financial institutions, as they process large volumes of
transactions for their customers. This makes it more difficult to identify suspect
transactions, as the financial institution generally does not have the information of
the actual parties conducting the transaction to know whether they are unusual.

Crypto-Currencies

Crypto-currencies have no physical existence, but are best thought of as electronic
accounting systems that keep track of people’s transactions and hence remaining
purchasing power. Crypto currencies are typically decentralized, with no central authority
responsible for maintaining the ledger and no central authority responsible for maintaining
the code used to implement the ledger system, unlike the ledgers maintained by
commercial banks for example. As crypto-currencies are denominated in their own unit of
account, they are like foreign currencies relative to traditional fiat currencies, such as
dollars and pounds.

There are various Crypto-Currencies are traded in the market for example Binance Coin,
Vechain, Tether, EQS, TRON, Bitcoin, Stellar, Ethereum, Ethersum Classic, Tezo5(Pre-
Launch), NEO, Monero, Litecoin, Bitcoin Cash, RaiBlocks, I0TA, Dash, Cardano, Ripple. NEM
etc.

The mechanics of Bitcoin - the original crypto-currency - to illustrate the fundamental
elements of decentralized cryplo-currencies. Transactions are implemented as messages
that debit or credit account balances in duplicate ledgers. Programming protocols ensure
that ledgers are synchronized, and agents are rewarded for updating and quality-assuring
the ledgers with transaction data, which accumulate in ‘blocks'. Cryptography is used to
secure the transaction messages and the integrity of the ledgers containing account
balances. '

Crypto-currencies expand the mechanisms by which people can transact with each other,
strengthening competitive pressures on payment systems providers. But, as noted by many
international institutions and central banks, crypto- currencies facilitate a relatively small
volume of transactions. These new payments mechanisms are unlikely to completely
supplant traditional payments systems. People in different countries typically transact in
their own local currency. Since most jurisdictions require tax obligations to be paid in
domestic fiat currency, national currencies are likely to remain an important payment
mechanism. Crypto-currencies are also unlikely to supplant financial institutions' role in
providing credit. Banks and other financial institutions transform assets, manage risk,
assess prospective creditors and monitor creditors’ progress in meeting their obligations.
Credit is largely incompatible with the (pseudo) anonymity that is a comman element of
crypto-currency design.

Ensuring price stability is likely to remain the pre-eminent monetary policy objective for




AML & OFT Palicy Guideline

10

central banks, an objective unchanged by the growth of crypto-currencies. As the ‘licensed
distributors’ of fiat currency, central banks should remain able to set interest rates in their
domestic fiat currency units. The introduction of crypto-currencies should not
fundamentally disrupt central banks’ use of interest rates ta stahilize the inflation rates of
their own fiat currencies.

Crypto-currencies also raise consumer protection, anti-money laundering, and counter-
terrorism financing concerns. As niche payment systems, crypto-currencies do not
currently pose material financial stability concerns, but risks could increase in materiality if
crypto-currencies become more popular and/or more integrated with the activities of
traditional financial institutions. Crypto-currencies are extremely volatile, and there are
significant risks associated with holding such assets. There is no certainty that specific
crypto-currencies, such as Bitcoin, will continue to function and be valued by transactors,
and there are nan-trivial risks of loss and theft.

Structural Vutnerabiliiies
Structural Yulnerabilities

10.1. Fls are yet to develop sufficient capacity to verify the identity and source of funds of
their clients. '

10.2. The human resources are not skilled and trained enough to trace money laundering
and terrorist financing activities.

10.3. None of the Fls has Anti Money Laundering software to monitor and report
transactions of a suspicious nature to the financial intelligence unit of the central
bank.
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CHAPTER V- COMPLIANCE REQUIREMENTS -LAW, CIRCULAR, AND PENALTIES

Complignce Regquirements under the Laws

In Bangladesh, compliance requirements for Fls, as reporting organization, are based on
Money Laundering Prevention Act 2012 (Amendment 2015), Anti-terrorism Act 2009,
(Amendment 2012 & 2013) and circulars or instructions issued by BFILU.

Responsibilities of Bank in Prevention of Money L aundering

11T maintain complete and accurate information with regard to the identity of its
customers during the operation of their accounts;

1.2 If any account of a customer is closed, to preserve previous records of transactions of
such account for at least A(five) years from the date of such clesure;

1.3 To provide with the information maintained under clauses (5.1.1) and (5.1.2) to BFIU from
time to time, on its demand;

1.4 If any doubtful transaction or attempt of such transaction is observed, to report the
matter as "suspicious transaction report” to the BFIU immediately on its own accord.

Penallies of Money Laundering

For the purposes of Money Laundering Prevention Act, money laundering shall he deemed
to be an offence as per section 4(1) of MLPA, 2012 (Amendment 2015). Penalties for money

laundering offence and non-compliance of the provisions of the law are as follows-

N

commit the cffence of money
laundering

Dffence Reference _ Penalties
Any person who commits or | Section 4(2) (including | The accused person shall be punished
abets or conspires to | amendments) with imprisonment for a term of at

least 4 (four) years but not exceeding
12 (twelve) years and, in addition to
that, a fine equivalent to the twice of
the value of the property involved in
the offence or taka 10 (ten) lac,
whichever is greater. However, in case
of failure to pay the fine within the
time limit fixed by the court, the court
may order additional imprisonment in
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Offence

Reference

Penalties

consideration of the amount of fine in
the unpaid amount.

Committing
laundering

money

Section 4(3)

In addition to any fine or punishment,
the court may pass an order fo
forfeit the property of the convicted
person in favour of the State, which
directly or indirectly involved in
or related with money laundering
or any predicate offence.

Any entity which commits

Section LiL)

Subject to the provisions of section
27, action shall be taken in

| or attempts or aids or | (including accordance with the provisions of
| conspires to commit an amendments) sub-section (2) and shall bhe
offense under this section punished with a fine of not less than
twice of the value of the property or
! taka 20 (twenty) lac, whichever is
greater and in addition to this, the
registration of the said entity shall
be liable to be canceled.
However, if the entity fails to pay
the fine within
the time limit prescribed by the
. court, the court may, in the
| unrevised sense, order the
| imprisonment of the entity, chairman
or director, whatever the name may
be, considering the amount of the
i penalty.
| Divulge any information Shall be punished with
relating to the investigation Section é imprisonment  for a term not
or any other related exceeding 2 (two) years or a fine not
information to any persaon, exceeding taka b0 (fifty) thousand or
srganization will both.
or news media.
Obstruction - or non- Shall be punished with
cooperation in investigation, imprisonment for a term not
failure to submit report or exceeding 1 (one) year or a fine not
refusal to provide Section 7 exceeding taka 25 (twenty five)
Information thousand or will bath.
Providing false information Shall be punished with
in any manner regarding the imprisonment for a term not
source of fund or self- exceeding 3 (three) years or a fine
identity or the identity of an Section 8 not exceeding taka 50 (fifty)

account holder or the

beneficiary or nomines of
the Account.

thousand or will hoth.
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| Non-compliance Reference _ Penalties

Providing false information Shall be punished with
in any manner regarding the imprisonment for a term not
source of fund or self- exceeding 3 (three) years or a fine
identity or the identity of an Section 8 not exceeding taka 50 (fifty)

account holder or the
beneficiary or nominee of
the Account,

thousand or will both.

Failure to provide with
required information on time

Section 23(3) of
MLPA, 2012
(including
amendments 2015)

Maximum BOT 5 lac fine at the rate
of BOT 10 thousand per day.

License may be suspended if fined
more than 3 times a year.

Providing wrong or false
information by the institution

Section 23(4) of
MLPA, 2012
{including
amendments 2015)

Maximum BOT § lac fine with a
minimum of BOT 20 thousand.
License may be suspended if fined
more than 3 times a year

Failure of répurting
institutions to comply with
the direction of BFIU.

Section 23(5) of
MLPA, 2012
(including
amendments 2015)

Maximum BOT 5 lac fine at the rate
of BOT 10 thousand per day. License
may be suspended if fined more than
3 times a year.

Failure to comply with the
freezing order

Section 23(6) of
MLPA, 2012
(including
amendments 2015)

Not less than the balance held on
that account but not more than twice
of the balance held at the time of
issuing the order.

Individual responsible in the
entity for non- compliance

Section 23(8) of
MLPA, 2012
(including
amendments 2015)

If any reporting organization is
imposed fine under sub-sections (3),
(4) (5) & (6) BFIU may also impose a
fine not less than BOT 10 thousand
but not exceeding BOT 5 lac on the
responsible  owner,  directors,
officers and staff or persons
employed on centractual basis of
that reporting organization and,
where necessary, may direct the
relevant organization to take
necessary administrative actions.

Failure to comply with the
provision of sub- section (1)
of section 25

a.Not to  maintain
complete and correct
information of customer
(KYC).

b. Not to preserve
records of transaction
at least 5 years after
termination of

Sub section (1 & 2) of
section 25, MLPA, 2012

(including

amendments 2015)

(a) Fine at least BOT 50 thousand
but not exceeding BDT 25 lac on
the reporting organization.

(b) In addition to the above, license
of the organization or branches,
service centers, booths or
agents may be revoked.
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Non-compliance Reference SnEE s e Cppnallle E T
relationship.
c. Not to provide with
the above
Information to BFIU as per
their requirement
| d. Not to submit suspicious
transaction report |
| spontaneously to BFIU for |
| unusual/ doubtful
| transaction.

Powers and Responsibilities of BFIY

Z. Powers and Responsibilities of BFIU in Preventing and Restraining the Offence of Money

Laundering -as per section 23 of MLP Act 2012 (Amendment 2015)

For the purposes of this Act Bangladesh Financial Intelligence Unit (BFIU) shall have the

following powers and responsibilities:

21To analyze or review information related to cash transactions and suspicious
transactions received from any reporting organizations and information obtained
thraugh any other sources and to collect necessary additional information relating to
the purpose of analyzing or reviewing from the reporting organizations and maintain
data and information on the same and, and investigating agency or the relevant law
enforcement agencies for taking the necessary actions;

2.2 Notwithstanding anything contained in any other law, obtain necessary infermation or
report from repaorting organizations.

2.3 Issue an order to any reporting organization to suspend or freeze transactions of any
account for maximum of 7(seven) times by 30 {(thirty) days each if there are
reasonable grounds to suspect that any meney or property has been deposited into
the account by committing an offence or money of an account has been or might be
used ta commit a crime/an offence;

2.4 Provided that such order may be extended for additional period of a maximum of 6 (six)
months by 30 (thirty) days each, if it appears necessary to find out correct information
relating to transactions of the account;

2.5 Issue from time to time, any directions necessary for the prevention of money
laundering to the reporting organizations;

2.6 Conduct on-site inspections on the reporting organizations, if necessary;

2.7 Arrange meetings and seminars including training for the officers and staff of any
organization or institution, including the reporting organizations, considered
necessary for the purpose of ensuring proper implementation of this Act by
Bangladesh Financial Intelligence Unit (BFIL);

2.8 Carry out any other functions including monitoring activities of the reporting
organizations necessary for the purpose of this Act.

3. If any investigation agency makes a request to provide it with any information in any
investigation relating to money laundering or suspicious transaction, then Bangladesh
Financial Intelligence Unit (BFIU) shall provide with such information where no obligation for

it is under any existing law or for any ather reason. _
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L. If any reporting erganization fails to provide with the requested information timely under
this section pursuant to this Saction, Bangladesh Financial Intelligence Unit (BFIU) may
impose a fine on such crganization which may extend to a maximum of taka 5(five) lakhs at
the rate of taka 10 (ten) thousand per day and if any organization is fined more than 3(three)
times in Tlene) financial year, BFIU may suspend the registration or license of the
organization or any of its branches, service centers, booths or agents for the purpose of
closing its operation within Bangladesh or, as the case may be, shall inform the registration
or licensing autharity about the fact so as to the relevant authority may take appropriate
measures against the organization.

B If any reporting organization provides false information or statement requested under this
Section, BFIU may impose a fine on such organization not less than taka 20 (twenty)
thousand but not exceeding takas 5 (five) lacs and if any organization is fined more than
3(three) times in 1(one) financial year, Bangladesh Financial Intelligence Unit (BFIU) may
suspend the registration or license of the organization or any of its branches/service
centers/booths/agents for the purpose of closing its operation within Bangladesh or, as the
case may be, shall inform the registration or licensing authority about the fact so as to the
relevant authority may take appropriate measures against the said organization.

b. If any reporting organization fails to comply with any instruction given by Bangladesh
Financial Intelligence Unit (BFIU) under this Act, BFIU may impose a fine on such
organization which may extend to a maximum of taka 5(five) lacs at the rate of taka 10 (ten)
thousand per day for each of such non compliance and if any organization is fined more
than 3{three) times in Tone) financial year, BFIU may suspend the registration or license of
the organization or any of its branches, service centars, booths or agents for the purpose of
closing its operation within Bangladesh or, as the case may be, shall infarm the registration
or licensing authority about the fact so as to the relevant authority may take appropriate
measures against the said organization.

7. If any reporting organization fails to comply with any order for freezing or suspension of
transaction issued by Bangladesh Financial Intelligence Unit (BFIU) under clause (c) of sub-
section (1), BFIU may impose a fine on such organization not less than the balance held on
that account but not more than twice of the balance held at the time of issuing the order.

8. If any person or entity or reperting organization fails to pay any fine imposed by BFIU
under sections 23 and 25 of this Act, Bangladesh Financial Intelligence Unit (BFIU) shall
inform Bangladesh Bank and BHU may recover the fine from accounts maintained in the
name of the relevant person, entity or reporting organization in any bank or financial
institution or Bangladesh Bank and in this regard if any amount of the fine remains
unrealized Bangladesh Financial Intelligence Unit (BFIU) may, if necessary, make an
application before the court for recovery and the court may pass such order which it deems
fit {as per section 23(7) of MLP Act- 2012} While conducting enquiry and investigation of the
offences under this Act an investigation agency may obtain documents and information
related to the customer of a bank or financial institution through an order by the competent
court or through Bangladesh Financial Intelligence Unit.

9. If any reporting organization is imposed fine under sub-section {(3), (4), (5) and (8),
Bangladesh Financial Intelligence Unit (BFIU) may alse impose a fine not less than taka
10(ten) thousand but not exceeding taka 5(five) lacs on the responsible owner, directors,
officers and staff or persons employed on contractual basis of that reporting organization
and, where necessary, may direct the relevant organization to take necessary

administrative actians. "M
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Responsibilities of Reporting Organizetions

10. Responsibilities of Reporting Organizations in Preventing the Offence of Money Laundering

- as per section 25 of MLP Act 2012 (Amendment 2015)

Reporting Organizations shall have the following duties and responsibilities including other

duties and responsibilities specified by rules in the prevention of money laundering:

10.7 maintain complete and correct information with regard to the identity of its customers
during the operation of their accounts;

10.2 in case of closed account of any customer, keep previous records of transactions of
such accaunt and its transactions for at least S(five) years from the date of closure;

10.3 provide the information maintained under sub-sections (a) and (b) to Bangladesh
Financial Intelligence Unit (BFIU) from time to time, as requested;

10.4 if any doubtful transaction or attempt of such transaction as defined under 2(n) is
observed by reporting organization, it shall be reported as Suspicious Transaction
Report (STR) to the Bangladesh Financial Intelligence Unit (BFIU) proactively and
immediately.

n. If any reporting organization violates the provisions contained in sub-section (1),
Bangladesh Financial Intelligence Unit (BFIU) or regulatory/controlling authority of the
reporting organization;

1.1 Impese a fine on the said reporting arganization of a minimum of Tk, 50 (fifty) thousand
and up to @ maximum of Tk. 25 (twenty-five) lacs; and

1.2 Cancel the license or the authorization for carrying out commercial activities of the said
Organization or any of its branches/service centers/booths/agents, in addition to the
fine mentioned in clause (a), and where appropriate, shall inform the registration or
licensing or authority about the subject matter so that the relevant autharity may take
appropriate action against the said Organization.

11.3 Bangladesh Bank shall collect the sum of fine received under sub-section (2) under
manner determined by it and the sum received shall be deposited into the State
Treasury.

Offences Committed by an Eniity
Offences Committed by an Entity as per section 27 of MLP Act 2012 (Amendment 2015)

11If any offence under this Act is committed by an entity, every proprietor, director,
manager, secretary or any other officer, staff or representative of the said entity who
is directly involved in the offence shall he deemed to be guilty of the offence, unless
he is able to prove that the said offence has been committed without his knowledge or
he took steps to prevent the commission of the said offence.

Explanation - In this section -“Director” means any partner or the Board of
Directors, by whatever name it is called; it also means its member.
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Anti-Terrorism Act 2009 (Amendment 2612 & 2013)

1.2 Respansibilities of Bank in Combating Terrorist Financing

1.211f any suspicious transaction is identified, bank shall spontanecusly report
it to BFIU without any delay.

122 The Board of Directors or the CEQ of the bank shall approve and issue
directions regarding the duties of its officers and shall ascertain
whether the directions issued by BFIU under section 15, has been
complied with or net,

Penalties of Terrorist Financing

Offence. Reference | Penaitles o
Committing the offence of | Section (1) & Min 4 vyears to 20 years of rigorous
financing terrorism | 7(3) AT Act, imprisonment with fine of twa times of the
(Individual) 2009 (including | value of the property involved with the

amendments) offence or BDT 10 lac, whichever is higher.

The entity can be banned by the Government
Section 7(1) & with fine of three times of the amount

Committing the offence of | 7(4) AT Act involved with the offence or BDT 50 lac,
financing terrarism (Entity) 2009 (including (whichever is greater; and the head of
amendments) such entity, whether he is

designated as Chairman, Managing Director,
Chief Executive or any other name, shall be
punished with an imprisonment for a term)|
not exceeding 20 (twenty) years but not less
than four years and in addition to that a fine
may be imposed equal to twice of the value
of the property involved with the offence or
taka 20 (twenty) lac, whichever is greater,
unless he is able to prove that the said
offence was committed without his
knowledge or he had tried utmost to pravent
the commission of the

said offence.

Nnn-cnmi:liant:e Reference . Penalties

Failure to comply with the | Section 15(8) of | Maximum fine of BOT 25 lac and may
directions issued by BB or | AT Act, 2009 | suspend the registration or license
knowingly  provide any | (including
wrong infarmation ] amendments)
Failure to take necessary Section 16{]}

. Maximum fine BDT 25 lac and
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Non-compliance Reference ~ Penalties
measures, with appropriate | & 16 (3) AT suspend the registration or license.
caution and responsibility, to | Act, 2009
prevent and identify terrorist | (including

financing and fo
spontaneously report
suspiciaus transaction if any.

amendments)

Failure to comply with the
directions issued by
Bangladesh Bank by any
reporting organization
under section 15

Section 16(4) of
AT  Act, 2009
(including
amendments)

The chairman of the Board of
Directors, orthe Chief Executive Officer,
by whatever name called, shall be
liable to pay a fine determined and
directed by Bangladesh Bank not
exceeding taka 25 (twenty five) lac and
Bangladesh Bank may remaove the said
person from his position as the case
may be, shall inform the competent
authority aboutthe subject matter to
take appropriate action against the
person.

Offences Relating to Financing for Terrorist Aclivities

Offences relating to financing for terrorist activities - {(as per section 7 of ATA 2009

(Amendment 2013)}

111f any person or entity willfully provides, receives, collects or makes arrangements for
money, service ar any other property, whether from legitimate or illegitimate source,
by any means, directly or indirectly, with the intention that, it would, in full or in part,

be used-

111 te carry out terrorist activity;

1.1.2 by a terrorist person or entity for any purpose, or is in the knowledge that
it may be used by a terrorist person or entity; the said person or entity
shall be deemed to have committed the offence of terrorist financing.

1.2 Conviction fer terrorist financing shall not depend on any requirement that the fund,
service or any other property mentioned in sub-section (1) was actually used to carry
out or direct or attempt to carry out a terrorist act or be linked to a specific terrorist

act.

1.3 If any person is convicted of any of the cffences mentioned in sub-section (1), the person
shall be punished with rigorous imprisonment for a term not exceeding 20 (twenty)
years but not less than 4 (four) years, and in addition to that, a fine equivalent to twice
the value of the property involved with the offence or taka 10(ten) lac, whichever is

greater, may be imposed,

13.11f any entity is convicted of any of the offences mentioned in the sub-
section (1) -(a) steps may be taken against the entity in accordance
with section 18 and in addition to that a fine equivalent to thrice the
value of the property involved with the offence or of taka 50 (fifty) lac,
whichever is greater, may be imposed; and (b) the head of that entity,

whether he is designated

as Chairman, Managing Director, Chief
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Executive or by whatever name called, shall be punished with rigorous
imprisonment for a term not exceeding 20 (twenty) years but not less
than & (four) years and, in addition to that, a fine equivalent to twice
the value of the property involved with the offence or of taka 20
(twenty) lac, whichever is greater, may be imposed unless he is able to
prove that the said offence was committed without his knowledge or
he had tried his best to prevent the commission of the said offence.

Powers of BFIY/
Powers of BFIU - {as per section 15 of ATA 2009 (Amendment 2013))

BFIU may take necessary steps to prevent and identify any transaction carried out by any
reporting agency with intent to commit an offence under this Act and for this purpose it
shall have the following powers and authority, namely: -

1110 call for & report relating to any suspicious transaction from any reporting agency,
analyze or review the same and to collect additional information relating there to for
the purpose of analyzing or reviewing the same and maintain record or database of
them and, as the case may be, provide with the said information or report to the police
or other concerned law enforcement agencies for taking necessary actions;

1.1.11f there is reasonable ground to suspect that a transaction is connected to
terrorist activities, to issue a written order to the respective reporting
agency to suspend or freeze transactions of that relevant account for a
period not exceeding 30 (thirty) days and, if it appears necessary to
reveal correct information relating to transactions of the said account,
such suspension or freezing order may be extended for an additional
term not exceeding 6 (six) months by 30 (thirty) days at a time;

112 carrect information relating to transactions of the said account, such
suspension or freezing order may be extended for an additional term
not exceeding 6 (six) months by 30 (thirty) days at a time;

1.1.3 to monitor and supervise the activities of the reporting agencies;

1.1.4 to give directions to the reporting agencies to take preventive steps to
prevent financing of terrorist activities and proliferation of weapons of
mass destructions (WMD); '

1.1.3 to monitor the compliance of the reporting agencies and ta carry out on-
site inspection of the reperting agencies for carrying out any purpose
of this Act; and

1.1.6 te provide training to the officers and employees of the reporting agencies
for the purpose of identificatien of suspicious transactions and
prevention of financing of terrorist activities. BFIU, on identification of
a reporting agency or any of its customers as being involved in a
suspicious transaction connected to financing of terrorist activities,
shall inform the same to the police or the appropriate law enforcement
agency and provide all necessary cooperation to facilitate their
inquiries and investigations into the matter.

1.2 Bangladesh Bank, on identification of & reperting agency or any of its customers as being
involved in a suspicious transaction connected to financing of terrorist activities, shall
inform the same to the police or the appropriate law enforcement agency and provide
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all necessary cooperation to facilitate their inguiries and investigations into the
matter,

1.3 If the offence is committed in another country or the trial of an offence is pending in
another shall take steps to seize the accounts of any person or entity upon request of
the foreign state or pursuant to any international, regional or bilateral agreement,
United Nations conventions ratified by the Government of Bangladesh or respective
resolutions adopted by the United Nations Security Council.

1.4 The fund seized uner sub-section (3) shall be subject to disposal by the concerned court
or pursuant to the concerned agreements, conventions or resolutions adopted by the
United Nations Security Council.

1.5 The power and responsibilities of BFIU under the provisions of this Act shall be exercised
by BFIU, and if BFIU requests to provide with any information under this Act, all the
governmental, semi-governmental or autonomous bodies, or any other relevant
institutions or organizations shall, on such request or, as the case may be,
spontaneously provide it with such information.

1.6 Bangladesh Financial Intelligence Unit shall, on request or, as the cases may be,
spontaneously provide the financial intelligence units of other countries or any other
similar foreign counterparts with any information relating to terrorist activities or
financing of terrorist activities.

1.7 For the interest of investigation relating to financing of terrorist activities, the law
enforcement agencies shall have the right to access any decument or file of any bank
under the following conditions, namely: -

1.7.1 According to an order passed by a competent court or special tribunal; or
1.7.2 with the approval of the BFIU.

18 If any reporting agency fails to comply with the directions issued by BFIU under this
section or knowingly provides any wrong or false information or statement, the said
reporting agency shall be liable to pay a fine, determined and directed by BFIU, not
exceeding taka 25 {twenty five} lac, and BFIU may suspend the registration or license
with intent to stop operation of the said agency or any of its branches, service
centers, booths or agents within Bangladesh or, as the case may be, shall inform the
registering or licensing authority about the subject matter to take appropriate action
against the agency.

1.9 If any reporting agency fails to pay or does not pay any fine impesed by BFIU according to
sub-section (8), BFIU may recover the amount from the reporting agency by debiting
its accounts maintained in any other bank or financial institution or BFIU and in case
of any unrealized or unpaid amount, BFIU may, if necessary, apply before the
concerned court for recovery.

DOuttes of Reporting Organizations
Duties of Reporting Organizations - {as per section 16 of ATA 2009 {Amendment 2013)}

17 Every reporting agency shall take necessary measures, with appropriate caution and
responsioility, to prevent and identify financial transactions through it which is
connected to any offence under this Act and if any suspicious transaction is identified,
the agency shall spontaneously report it to BFIU without any delay.

12 The Board of Oirectors, or in the absence of the Board of Directors, the Chief Executive,
by whatever name called, of each reporting organization shall approve and issue
directions regarding the duties of its officers, and shall ascertain whether the
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directions issued by BFIU under section 15, which are applicable to the reporting
agency, have been complied with or not.

1.3 If any reporting agency fails to comply with the provision under sub-section (1), the said
reporting agency shall be liable to pay a fine, determined and directed by BFIU, not
exceeding taka 25 (twenty five) lac and BFIU may suspend the registration or license
with If the Board of Directors, or in the absence of the Board of Directors, the Chief
Executive Officer, by whatever name called, of any reporting organization fails to
comply with the provision of sub-section (2), the Chairman of the Board of Directors,
or the Chief Executive Officer, as the case may be, shall be liable to pay a fine,
determined and directed by Bangladesh Bank, not exceeding taka 25 (twenty five) lac,
and BFIU may remove the said person from his office or, as the case may be, shall
inform the competent authority about the subject matter to take appropriate action
against the person.

1.4 If any reporting agency fails to pay or does not pay any fine imposed by Bangladesh Bank
under sub-section (3), or if the Chairman of the Board of Directors, or the Chief
Executive Officer, by whatever name called, fails to pay or does not pay any fine
imposed by Bangladesh Bank under sub-section (4), Bangladesh Bank may recover
the amount from the reporting agency or from the account of the concerned person by
debiting any account maintained by him in any bank or financial institution or in
Bangladesh Bank, and in case of any unrealized or unpaid amount, Bangladesh Bank
may, if necessary, apply befare the concerned court for recovery.

Lompliance Reguirements under Circulars

In pursuance of BFIU Master Circular no. 26 dated 16.06.2020, and section 156(2) of Anti-
Terrorism Act, 2009 {Amendment 2012), Premier Bank has its own policy manual approved
by its Beard of Oirectors to prevent maoney laundering, combating financing of terrorism
and financing of proliferation of weapons of mass destruction offences. This policy manual
nas developed in conformity with international standard and laws and regulations in force
in Bangladesh. Premier Bank will review this manual time to time and confirm the
meticulous compliance of the circulars, guidelines & instructions issued by Bangladesh
Financial Intelligence Unit (BFIU).

Premier Bank has designated one high level Officer as Chief Anti Money Laundering
Compliance Officer (CAMLCO) in the Central Compliance Committee (CCC) at Head Office
and Branch Anti Money Laundering Compliance Officer (BAMLCO) at branch level.

Appoiniment and Training

1.1 Employee Screening: Premier Bank shall maintain proper screening mechanism in their
different appointment procedures so that they do not face ML, TF and PF risks arose
by any of their staffs. ML & TF risks arose by or through its employees can be
minimized if the bank follows fair recruitment procedures. This fair recruitment
procedure shall not only include implementation of fairness in judging publicly
declared competitive recruitment, but also include the judgment of good character.
For this, Premier Bank should follow the following measures (at least two or three
from the undermentioned points):

11.1 reference check
11.2 background check
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1.1.3 screening through or clearance from Law Enforcement Agency
1.1.4 personal interviewing

1.1.5 personal guarantee

1.1.6 personal profile check etc.

12 Bank will have a HKYE Policy, which is to be complied by respective
divisions/departments.

1.3 Know-your-customer, an essential precaution, must be coupled with know-your-
employee, There are a lot of instances that highlight the invalvement of employees in
fraudulent transactions and in most cases in assaciation with customers, Therefore,
brings in sharp focus the need for thorough checks on employees' credentials and
proper screening of candidates to prevent the hiring of undesirables.

1.4 Policies, procedures, job descriptions, internal controls, approval levels, levels of
authority, compliance with personnel laws and regulations, code of conduct/ethics,
accountability, dual control, and other deterrents shall be firmly in place.

1.5 Before assigning an employee in a particular job or desk, HR shall examine the
consistence and capability of the employee and be ensured that the employee shall
have necessary training on AML & CFT lessons for the particular job or desk.

1.6 The AML & CFT shall be conversant with these and other requirements, and see that they
are constantly and uniformly updated and followed up.

1.7 Employee Training: With a view to ensuring the compliance of preventive activities
regarding ML, TF and PF AML & CFT Division and Learning & Talentr Deveplopment
Centre (LTOC) of PBL shall jeintly undertake the following:

1.7.1 Participation of all employees in suitable workshops/training programs ta
be ensured. AML & CFT training/workshop should include the following;
a) An overview of AML & CFT initiatives;
b) Relevant provisions of MLPA & ATA and the rules thereof;
c) Regulatory requirements as per BFIU circulars, circular letters and
guidelines;
d) CDD & EDD procedures;
e) CTR and STR/SAR reporting procedures;
f) Self-assessment and record keeping
1.7.2 Besides reqular and refreshers’ AML & CFT training, bank shall arrange -
a) Job specific training or focused training, i.e.
I.  Trade Based Money Laundering
ii.  Credit Backed Money Laundering
iii.  AML & CFT Training for agent banking employees

b} UNSCR screening related training for all employees who deal with
international transactions, customer relations and account
opening;

c) Credit fraud and ML related training for all employees who deal with
advance and credit of the bank;

d) Customer due diligence and ongoing monitoring of transaction
related training for the employees who canduct transaction of
customers.

1.7.3 Participation of the CAMLCO and DCAMLCO in suitable workshops/training
programs with a view to increasing their efficiency andfor attaining
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professional certification.

1.8 Awaremess of Senior Management - Witout proper concern and awareness of the senior
management of a bank, it is difficult to have effective implementation of AML & CFT
measures in the bank. Therefore, bank shall arrange, at least once a year, an
awareness program for all the members of its board of directors and officials
engaged with policy making of the bank.

1.2 Education and Training for Customer - Premier Bank has been responding to custamer
on different matters including KYC, therefore, it informs the prospective custamers
about the logic behind the information and the documents sought at the time of
account opening. The bank distributes leaflets time to time to make customers aware
about ML, TF, and PF and has also arranged to stick posters at conspicuous places of

the branch. PBL also advertises in public and other media awareness messages on
ML, TF and PF.

1.10 Disclaimer

This pelicy guideline is intended to provide direction to the employees of the Premier
Bank Limited, its agents and agent employees regarding their responsibilities pertaining
to AML & CFT and in no way a substitute for Money Laundering Prevention Act, 2012
(including amendments 2015), Anti-Terrorism Act, 2009 (including amendments 2012 &
2013) and BFIU guidelines and circulars,

Suspicious Transaction Reporting (STR)

According to the provision of section 25 (1) (d) of MLPA, 2012 (amendment 2015) Premier
Bank has to report to Bangladesh Financial Intelligence Unit (BFIU) proactively and
immediately, facts on suspicious, unusual or doubtful transactions likely to be related to
money laundering. Bangladesh Bank has the power to call STR from Fls related to financing
of terrorism according to section 15 of Anti-Terrorism Act- 2009, (Amendment 2012 & 2013).

largeted Financial Sanctions

BFIU has instructed all banks and Fis to take necessary action on UNSCR (targeted financial
sanctions).To comply with this direction Bank should consult the UN sanction list regularly
and if find any account with it, bank should inform BFIU immediately.

Bank shall ensure cautionary measures are taken while establishing and maintaining
correspondent banking relationship with any person or entity from any of the list of
countries that are listed as Jurisdictions under Increased Monitoring and High-Risk
Jurisdictions subject to a Call for Action of FATF. Re-evaluate remaining correspondent
banking relationships/accounts time to time following instruction of BFIU circular 26, dated
16 June 2020.
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Automated Screening Mechanism of UNSCRs

Premier Bank has already started automated screening mechanism that prohibit any listed
individuals or entities to enter into the banking channel. The bank is operating the system
for detecting any listed individuals or entities prior to establish any relationship with them.
In particular, bank needs to emphasize on account opening and any kind of foreign exchange
transaction through an authomated screening mechanism so that any listed individuals or
entities could nat use the formal financial channel. In short, bank shall ensure that
screening has been done before -

11 any international relationship or transaction;

1.2 opening any account or establishing relationship domestically;

1.3 any international relationship or transaction;

1.4 opening any account ar establishing relationship domestically;

Premier Bank uses AML solution namely n screen - (software provided by Nazdak) for
screening sanction list while opening any account or establishing relationship with
customers. Without screening through AML Solution ie n screen no account shall be
opened. Premier Bank has purchased sanction screening software titled "PBL n-screen”
Screening of sanctioned lists of UNSCRs, OFAC, UN, EU and so on for all types of foreign
trade related transactions as one of the important issues of our regulatory requirement.
Without screening any transaction cannot be done as per regulatory requirement.

1.5 For proper implementation of UN sanction list, all officials of Premier Bank must have
enough knowledge about-
1.5.1 legal obligation and consequences of non-compliance;
1.5.2 sources of information;
1.5.3 what to do and how to do with sanction list;
15.4 transactional review;
1.5.5 how to deal with ‘false positives”;
1.5.6 how to deal with actual match;
1.5.7 how to deal with ‘aggrieved person or entity’
1.5.8 how to exercise ‘exemption’ requirements;
1.5.9 Listing & de-listing process etc.

Self-Assessment

Banking system in Bangladesh is mainly based on branch banking. The branches of the
banks are in every corner of the country and they have an active role in stimulating the
economic growth of the country. It is very difficult for the AML & CFT Division or ICC to
scrutinize the activities of every single branch and hence there is a risk regarding the
operation of thé branches. In order to reduce that risk, BFIU has established a Self-
Assessment Reporting system for the branches,

According to the instructions of BFIU, branches of bank reed to conduct the Self-
Assessment to evaluate them on a half yearly basis. Self- Assessment has to be done
through a checklist that is circulated by BFIU circular no. 26, dated June 16, 2020. Before
finalizing the evaluation report, there shall have to be a meeting presided over by the Head
of Branch with all concerned cfficials of the branch. In that meeting, there shall be a
discussien on the branch evaluation report; if the identified problems according to that
report are possible to solve at the branch level, then necessary actions should be taken
without any delay to finalize it; and in the final report, recommendations shall have to be
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Jotted down. In the subsequent quarterly meetings on preventing ML, TF & PF, the progress
of the related matters should be discussed.

After the end of every half year, the branch evaluation repart along with the measures

taken by the branch in this regard and adopted recommendations regarding the issue

should be submitted to the Internal Audit Division or ICCD of the Head Office and the AML &

CFT Division within the 15th of the next month. Each branch will assess its AML & CFT

activities covering the following areas on half yearly basis:

11 The percentage of officers/employees that received official training on AML & CFT:

1.2 Training, experiences and activities of BAMLCO;

1.3 The awareness of the officersfemployees about the internal AML & CFT policies,
procedures and programs, and Bangladesh Bank's instructions and guidelines;

1.4 The arrangement of AML & CFT related meeting on regular interval;

1.5 The effectiveness of the customer identification & source of fund verification during
opening an account;

1.6 The risk categorization of customers by the branch;

1.7 Regular update of KYC profile as per BFIU circular;

1.8 KYC procedure for walk-in-customer, online customer etc.

1.9 The monitoring of customers 'transactions with the TP after categarizing the customers
based on risk or transactions over specific limit;

1.10 UN sanction screening mechanism;

1.11 Identification of Suspicious Transaction Reports (STRs);

112 Identification of Structuring;

1.13 Cash transaction reporting;

1.14 The maintenance of a separate file containing MLPA, Circulars, Training Records,
Reports and other AML related documents and distribution of those among all
employees;

115 The measures taken by the branch during opening of account of PEPs, Influential
sersons (IPs), High Official of International Organization;

1.16 Mobile financial services or wire transfer;

1.17 Comgliance related to Head Office, BFIU and Bangladesh Bank audit;

1.18 Transaction monitoring related to inward and outward remittance;

ingependent Testing Procegiire

The audit must be independent (i.e. performed by people not involved with the branch's
AML & CFT compliance). Audit is a kind of assessment of checking of a planned activity.
Independent testing is done through a checklist that is provided by BFIU Circular No. 26
dated June 16,2020 by Internal Control and Compliance Division of the Premier Bank. The
individuals conducting the audit should report directly to the Board of Directors/Senior
Management. Audit function shall be done by the ICCD. At the same time external auditors
could be appointed (if possible) to review the adequacy of the program. In order to comply
the section & of Money Laundering Prevention Act 2012 (amendment 2015) ie. the
information collected, received and retrieved by the bank, may be audited/inspected to
check whether the tasks of AML & CFT Division are in order. The team comprising by one
or more officials of Audit Wing of AML & CFT Division (who are out of the said desk) may be
appointed to review the adequacy of the task in order to maintain the confidentiality/
secrecy of the Division as per MLPA.
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ICCD's Obligations Regarding Self-Assessment or Independent Testing Procedure

The ICCD shall assess the branch evaluation report received from the branches and if
there is any risky matter realized in any branch, it shall inspect the branch immediately
and shall inform the matter to the AML & CFT Division while executing inspection/audit
activities in various branches according to its own regular yearly inspection/audit
schedule, the ICCD should examine the AML & CFT activities of the concerned branch using
the specified checklists for the Independent Testing Procedure. The ICCD should send a
copy of the report with the rating of the branches inspected/audited by the ICCD to the
AML & CFT Division of the bank. Besides, ICCD should audit additional 10% (ten percent) of
branches as per section 8.2 of BFIU circular no. 26 dated June 16, 2020. The audit team of
ICCD should examine the AML & CFT related activities and determine the score of the
branch and send a copy of the report to the AML & CFT Division.

Obligations Regarding SAP or [TP of AML & CFT Division

Obligations Regarding Self-Assessment or Independent Testing Procedure of AML & CFT Division

Based on the received bdranch evaluation reports from the branches and the
inspection/audit reports submitted by the ICCD, the AML & CFT Division shall prepare a
checklist based evaluation repart on the inspected branches in a considered half year time.
In that report, beside other topics, the following topics must be included:

1.1 Total number of branch and number of Self-Assessment Report received from the
branches;

1.2 The number of branches inspected/audited by the ICCD at the time of reporting and the
status of the branches (branch wise achieved number);

1.3 Same kinds of irregularities that have been seen in maximum number of branches
accoriding to the received Self-Assessment Report and measures taken by the AML &
CFT Division to prevent those irregularities.

1.4 The general and special irregularities mentioned in the report submitted by the ICCD and
the measures taken by the AML & CFT Division to prevent those irregularities; and

1.5 Measures to improve the ratings by ensuring the compliance activities of the branches
that are evaluated "unsatisfactory” and "marginal” in the received report.

- “Safe Harbor” Provision for Reporting under MLP Act

1.1 The Money Laundering Prevention Act encourages reporting organizations to report all
suspicious transactions by protecting reporting organizations and their employees
from criminal and civil liability when reporting suspicious transactions in good faith to
the competent authorities. ,

1.2 Section 28 of the Act provides the “Safe Harbor" for such reporting, which is, although
any persan may be damaged or there remains possibility to be damaged, any criminal
or civil or administrative or any other legal action cannot be administered against the
reporting organization, or its Beard of Direciges.or any of its employees.
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1.3 Despite the above safe harbor, if the reporting erganizations fail to report STR/SAR, then
they will be subject to punishment under Section 25(2) of the Act.

CHAPTER VI: AML & CFT COMPLIANCE PROGRAM IN PREMIER BANK

1 The financial risks arising from money laundering are quite high, and there are sound
banking practices that reduce these risks. There is a way to reduce all negative
effects, including having effective AML/CFT applications and programs. A strong
AML/CFT institutional framework, which includes broad premise crimes for money
laundering, helps fight crime and corruption in general. An effective AML regime in
itself is a deterrent to criminal activity. Such a regime makes it difficult for criminals
to benefit from their actions. Bank can play a vital role in preventing ML, TF & PF and
in this regard their roles and responsibilities are defined in MLP Act 2012 (amendment
2015), ATA, 2009 (amendment 2012 & 2013) and rules and instructions issued under
this legal framewark by BFIU. To prevent ML, TF & PF and to ensure the soundness,
stability, and implementation of required provisions of Acts, Rules and directives of
BFIU, Premier Bank has developed and maintained an effective AML, CFT and CPF
compliance program. This covers senior management role, internal policies,
procedures and controls, compliance structure including appointment of compliance
officer, independent audit function and awareness building.

AML & CFT Division

AML & CFT Division performs secretarial duties of the Central Compliance Committee
(ccc).

A. Strategic AML & CFT:

a. Strategy, Policy Development, Design and Implementation
.. Reviewfupdate/design of annual strategies and programs
ii. Development of Standard Operating Procedures (SOP) &
Departmental Operating Instructions (DOI)
lii. On-going assessment of strategy
b. Training & Development
I. Role based workshops, trainings and e-learnings
ii.. Socialization of AML & CFT compliance culture
c. Strategic Initiatives '
i, Futuristic & forward looking AMLECFT strategies
ii. Secretariat to the Central Compliance Committee (CCC)

()
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lii. Strategic Guidance to different departments, projects and
digitization/automation initiatives.

B. AML & CFT Systems & Assurance
a. AML & CFT Systems Implementation
i. AML & CFT Compliance Solutions implementation
ii. On-going systems review and maintenance
b. AML & CFT Assurance Framework
i. Assurance framework design & maintenance
ii. Application of assurance framework through implementation
of Key Risk Indicators (KRI) and Control Sample Testing (CSTs)
ili. Review and update of assurance framework
c. AML & CFT Analytics
i. Periodic dashboards/Management Information (M) packs

i. Design and Implementation of AML & CFT Assurance
Scoracards.
C. AML & CFT Operations
a. System-based Monitoring
i. Automated rule hased transaction review
ii. Automated rule-based activity review
b. Manual Manitoring
i. Branch/Office reviews
ii. Caorrespondent relationship review
lil. PEP/IP, adverse media & other High Risk/EDD reviews
¢. Internal Returns, Reparting & Compliance
. Internal reports and returns to other divisions/departments
il. Internal reports and returns from branches/offices
jil. Internal audit and inspection report compliance
d. FATCA Compliance:
.. Collection of data from branches/offices
il. Maintenance, review and submission of FATCA reportable
customers to competent authority
iii. Feriodic certification by FATCA responsible officer (RO) to
Internal Revenue Service (IRS)
D. Regulatory Reporting & Compliance
a. Regulatory Queries:
I Dealing with queries from Bangladesh Financial Intelligence
Unit (BFIU) & Anti-Corruption Commissien (ACC)
li. Meeting any other ad-hoc requirement from regulatory bodies
b. Regulatory Reporting
i. CTR, STR, SAR reporting to BFIU
ii. Half-yearly evaluation reparting to BFIU
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Reguirement for Compliance Program

Banks are the most dominant player in the financial system and in the economy of
Bangladesh. Banks are the most vulnerable institutes for AML/CFT issues. Banks may
face following types of risks while doing their business.

11

12

13

1.4

15

Reputational risk is a major threat to banks, since the nature of their business
requires maintaining the confidence of depositors, borrowers and the general
stakeholders. Reputational risk is defined as the potential that adverse publicity
regarding a bank's business practices and associations, whether accurate or
not, will cause a loss of confidence in the integrity of the institution. Banks are
especially vulnerable to reputational risk because they can so easily become a
vehicle for or a victim of illegal activities perpetrated by their customers. They
need to protect themselves by means of continuous vigilance through an
effective KYC program. Assets management, or held on a fiduciary basis, can
pose particular reputational dangers.

Operational risk can be defined as the risk of direct or indirect loss resulting
from inadequate or failing of internal processes, people and systems or from
external events. Most operational risk in the KYC context relates to weaknesses
in the implementation of banks' programs, ineffective control procedures and
failure to practice due diligence. A public perception that a bank is not able to
manage its operational risk effectively which can disrupt or adversely affect the
business of the bank,

Legal risk is the possibility that lawsuits, adverse judgments or contracts that
turn out to be unenforceable can disrupt or adversely affect the operations or
condition of a bank. Banks may become subject to lawsuits resulting from the
failure to observe mandatory KYC standards or from the failure to practice due
diligence. Consequently, banks can, for example, suffer fines, criminal liabilities
and special penalties imposed by regulators. Indeed, a court case involving a
bank may have far greater cost implications for its business than just the legal
costs. Banks will be unable to protect themselves effactively from such legal
risks if they do nat practice due diligence in identifying their customers and
understanding their business.

On the liabilities side, concentration risk is closely associated with funding risk,
particularly the risk of early and sudden withdrawal of funds by the large
depositors, with potentially damaging consequences for the bank's liquidity.
Funding risk is more Likely to be higher in the case of small banks and those
that are less active in the wholesale markets than large banks.

Customers frequently have multiple accounts with the same bank, but in offices

Premier Bank
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and legal risk arising from such accounts, banks should be able to aggregate
and moniter significant balances and activity in these accounts on a fully
consolidated countrywide basis.

Sentor Management Commiiment

Senior Management of PBL is highly committed to the development and enforcement
of the Anti Money Laundering, Anti Terrorist Financing and Proliferation Financing
objectives, which can deter criminals from using their facilities for money laundering
or financing of terrarism or proliferation financing, thus ensuring that they comply
with their obligations under the laws. Senior Management means the Managing
Director & CED and the Board of Directors of the Bank. In the process of developing
compliance program, Premier Bank has given special attention to the range of
activities, complexity of operations, and the nature and the degree of ML & TF risk
facing by Premier Bank Limited. This program includes:

11
1.2

1.3

1.4

15

1é

1.7

18

Senior Management role including their commitment to prevent ML, TF & PF;
Internal policies, pracedures and controls- it shall include Bank's AML & CFT
policy, customer acceptance policy, customer due diligence (CDD), transaction
monitoring, self-assessment, independent testing procedure, employee
screening, record keeping and reperting to BFIU;

Compliance structure includes establishment of central compliance committee
(CCC), appointment of Chief Anti Money Laundering Compliance Officer
(CAMLCD), Branch Anti Money Laundering Compliance Officer (BAMLCO):
Independent audit function-it includes the roles and responsibilities of internal
audit on AML, CFT and CPF compliance and external audit function;

Awareness building program includes training, workshop, seminar for bank
employees, members of the Board of Directors, owners and above all for the
customers on AML, CFT and CPF issues.

introduce proper mechanisms and formulate procedures to effectively
implement AML, CFT & CPF policies and internal controls approved by the Board,
including the mechanism and procedures to menitor and detect complex and
unusual transactions;

provide periodic reporting on time to the Board on the level of ML, TF & PF risks
facing the bank, strength and adeguacy of risk management and internal
controls implemented to manage the risks and the latest development on AML,
CFT & CPF which may have an.impact on the bank;

Senior Management of Premier Bank shall advice Human Resources Division
(HRD) for inclusion of AML, CFT & CPF compliance in their manual so that it
helps to adopt HR Palicy in order for ensuring the compliance of AML, CFT & CPF
measures by the employees of the bank.

Senior Management must convey that the corporate culture is as concerned
about its reputation as it is about profits, marketing, and customer service. As
part of the Bank's Anti Money Laundering Policy the Managing Director & CEQ,
on behalf of the Senior Management, js-sanding a statement to all employees
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11
12

1.3

1.4

15

16
17

18

112

113

114

every year that clearly sets forth the Bank's policy against ML, TF & PF and any
activity which facilitates money laundering or the funding of terrorist or
criminal activities. The statement evidence indicates the strong commitment of
the Bank and its senior management to comply with all laws and regulations
designed to combat money laundering and terrorist financing.

Roles and Responsibilities of Board of Directars:

Approve AML & CFT compliance program and ensure its implementation;

Issue directives to ensure compliance with the instruction of BFIU issued under
section 15 of ATA, 2009;

Take reasonable measures through analyzing self assessment report and
independent testing report summary;

Understand ML & TF risk of the Bank, take measures to mitigate those risks;
CEO or/and MD shall issue statement of commitment to prevent ML, TF & PF in
the Bank and if necessary shall also observe the overall status of the
compliance issue;

Ensure compliance of AML & CFT program;

Establish appropriate mechanisms to ensure the AML, CFT & CPF policies are
periodically reviewed and assessed in line with changes and developments in
the bank's products and services, technology as well as trends in ML, TF & PF;
Assess the implementation of the approved AML, CFT & CPF policies through
regular reporting and updates by the Senior Management and Audit Committee;
Allocate enough human and other logistics to effective implementation of AML &
CFT compliance program,

Approve policies regarding AML, CFT & CPF measures within the reporting
institution, including those required for risk assessment, mitigation and
profiling, COD, record keeping, on-going due diligence, reporting of suspicious
transactions and combating the financing of terrorism:

Ensure effective internal audit function in assessing and evaluating the
robustness and adequacy of controls implemented to prevent ML, TF & PF;
Establish an effective internal control system for AML, CFT & CPF and maintain
adequate oversight of the overall AML, CFT & CPF measures undertaken by the
hank;

Establish MIS that is reflective of the nature of the bank's operations, size of
business, complexity of business operations and structure, risk profiles of
products and services offered as well as geographical coverage.

Maintain accountability and oversight for establishing AML, CFT & CPF policies
and minimum standards.

Premicr Bank
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Statement of Commitment of CEQ ar MD includes the followings

11 Banks policy or strategy to prevent ML, TF & PF;

12 Emphasize on gffective implementation of Bank's AML & CFT compliance
program;

13 Clear indication of balance between business and compliance, risk and
mitigating measures;

14 Compliance is the responsibility of each employee during their normal course of
assignment and ignorance shall not be considered as the excuse for non-
compliance;

15 Point of contact for clarification in case of any ambiguity arises;

16  Consequences of non-compliance as per Human Resources (HR) Palicy of the
Bank.

Senior Management

Senior Management has accountability to ensure that the Bank's policy, process and

procedures towards AML & CFT are appropriately designed and implemented, and are

effectively operated to minimize the risk of the Bank being used in cannection with ML

& TF. Senior Management must need to ensure the adequacy of the human and other

resources devoted to AML & CFT. Moreover, they need to ensure the autonomy of the

designated officials related to AML & CFT. Senior Management must take the report
from the AML & CFT Division into consideration which will assess the operation and
effectiveness of the Bank's systems and controls in relation to manage ML & TF risk

and take any necessary action to remedy the deficiencies identified by the repert in a

timely manner.

11 Senior Management should adopt HR policy for ensuring the compliance of AML
& CFT measures by the employees of the Bank.

12 Senior Management must be responsive of the level of money laundering and
terrorist financing risk when the Bank is exposed to and take a view whether
the Bank is equipped to mitigate that risk effectively; this implies that decisions
on entering or maintaining high-risk business relationships must be escalated
to senior management.

13 Senior Management should approve Anti Money Laundering & Combating of
Financing Terrorism Policy

2 An AML & CFT Policy must include the following &4 (four) key elements:
21 High level summary of key controls;
22  Objective of the policy (e.g. to protect the reputation of the institution);
23  Scope of the policy (A statement confirming that the AML/CFT ]JU[![."_\I’ applies to
all areas of the business); and
24 Waivers and exceptions- procedures for obtaining exemptions from any
aspects of the policy should be carefully controlled; and operational contrels.
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The Board of Directors

The Board of Directors shall develop, administer, and maintain an Anti Money
Laundering Policy that ensures and menitors compliance with Anti Money Laundering
legislation, including record keeping and reporting requirements. Such a compliance
policy shall be written, approved by the Board of Directors, and noted as such in the
Board meeting minutes.

The written AML & CFT Policy

The written AML & CFT Policy at a minimum should establish clear respansibilities and
accountahilities within the Bank to ensure that policies, procedures, and controls are
introduced and maintained which can deter criminals from using the Bank for money
laundering and the financing of terrorist activities, thus ensuring that we comply with
our obligatiens under the legislation.

11 In addition, the policy should emphasize the responsibility of every employee to
protect the institution from exploitation by money launderers and terrorist
financiers, and should set forth the conseguence of non-compliance with the
applicable laws and the institution's policy including the criminal, civil and
disciplinary penalties and reputational harm that could ensue from any Bank
with money laundering and terrorist financing activity.

Customer Acceptance Policy

A clear Customer Acceptance Policy was developed by the Premier Bank Limited
which was approved at the 223rd Board meeting dated November 27, 2019 with
immediate effect. This customer acceptance policy integrated with Know Your
Customer (KYC) policy. This pulicy' is available at our website (website link). This
customer acceptance policies and procedures have to be implemented to identify the
types of customer that are likely to pase higher risk of ML and TF pursuant to the
Bank’s risk assessment. While assessing risk, Branch should consider the factors
relevant to the situation, such as customer's background, occupation (including public
or high profile position), source of income and wealth, country of origin and residence
(when different), product/service used, nature and purpose of accounts, linked
accounts, business activities and other customer oriented risk indicators in
determining what is the level of overall risk and the appropriate measures to be
applied to manage those risks, Such policies and procedures should require due
diligence for all customers and commensurate due diligence as the level of risk
associated with the customer varies. For the lower risk customer, basic due diligence
should be followed as per regulatory mrcutars and laws and for the higher risk
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customer, Branch should take enhanced measures to mitigate and manage those
risks. Enhanced due diligence may be essential for an individual planning to maintain
higher risk customer,

Folicy for Rejection of Customer

11 No account shall be opened in ananymous or fictitious name

1.2 Premier Bank will not establish any kind of correspondence relationship with
shell Bank.

13 No account should be opened or operated in the name of any persen or entity
listed under UNSCRs or their close alliance on suspicion of involvement in
terrorist and terrorist financing activities and prescribed or enlisted by
Bangladesh Government.

ML & TF Risk Assessment

Assessing AML & CFT risk is one of the most important steps in creating a good AML &
CFT compliance program. As maoney laundering risks increase, stronger controls are
necessary. However, all categories of risk - whether low, medium or high- must be
igentified and mitigated by the application of controls, such as verification of customer
identity, customer due diligence policies, suspicious activity monitering and sanctions
screening. Money Laundering and Terrorist Financing risks vary across jurisdictions,
geographical regions, customers, products and services, delivery channels, and over
time. Considering the issues, Branch can assess their risk level and the action taken
against mitigation of risk. Premier Bank has developed ML & TF risk assessment
precedure including the risk register which is mentioned in our ML & TF Rick
Management guideline,
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CHAPTER Vil: COMPLIANCE STRUCTURE & HR INITIATIVES

The Premier Bank Limited constitutes a Central Compliance Committee headed by the
the Chief Anti Money Laundering Compliance Officer (CAMLCO).

Central Compliance Committee (CCC):

Central Compliance Committee (CCC) is a cross departmental committee to facilitate
the Anti-Money Laundering initiatives of the Bank. The Committee shall ba formed
under the leadership of an Executive who will be called as "Chief Anti Money
Laundering Compliance Officer (CAMLCO)" and it shall report directly to the Managing
Director of the Bank. The Bank shall designate an Executive in the rank of maximum
two grades below the Managing Director & CEOQ as its CAMLCO. CCC will consist of
atleast 7 members where the CAMLCO & D-CAMLCO and the Heads/ Executives of
different divisions (i.e. HRD, Credit Division, Retail & Corporate Banking Division, FED,
OPO, Card Division and ITD etc. will be the member of the said committee. However, no
official from ICCD can be a member of the said committea.

Central Compliance Committee (CCC) will arrange at least & (four) meetings an
quarterly basis in a year. However, the Committee may call or arrange any number of
meetings at any time, if necessary. The committee will review the overall status of the
Bank regarding AML & CFT issues. The necessary decisions will be made and
instruction will be given by the committes?, '

Formation of CCC

CCC (previously named CCU was first formed in July 16, 2015 with officials from
concerned departments/divisions of Head Office which has been restructured upen
the instructions given in the latest BFIU Master Circular No. 26 and formed a new
committee  with  more members and better involvement of other
departments/divisions of the Bank. The new committee consists of sixteen (16) senior
members from different departments/divisions like as AML & CFT Division, Retail
Banking Division, Credit Risk Management Division, Corporate Banking Division, SME
Division, International Division, Finance & Accounts Division, IT Division, HR Division,
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Operations Dwisien, Remittance Division) to ensure proper involvement of thase in
complying with AML & CFT issues.

Responsibilities of CCC

The committee shall have the following responsibilities;

1. To develop and implement the Bank’s Policy, Procedure and Strategies in Anti
Money Laundering (AML), Terrorist Financing (TF) & Proliferation Financing (PF)
and review thereon.

1Z. Toensure a satisfactory compliance on Bank's AML & CFT as per the guidelines.

13.  To supervise AML & CFT Division for the proper implementation of yearly
programs on AML & CFT.

14, To co-ordinate and monitor Bank’s AML & CFT compliance initiatives.

15.  To co-ordinate the ML & TF risk assessment of the Bank and review therson.

16.  Toarrange at least 4 meetings in a year; to make necessary decisions and give
necessary instructions by reviewing the overall status of the Bank on AML &
CFT issues.

1.7. To submit a report to the Managing Director on Half Yearly basis related to AML
& CFT issues containing action taken by Bank, implementation progress and
recammendations.

18. Toinstruct AML & CFT Division to issue instructions, for the Branches to follow
on know Your Customer (KYC), Transaction Monitaring, Internal Compliance etc,

19 To nominate one employee from each Branch as BAMLCO to ensure Internal
Monitoring and Control System.

110, To impart training, workshep, seminar related to AML & CFT for the employees
of the Bank.

11 Committee may incorporate any member in the committee if they feel the
necessity.

112 Formal minutes of the meeting shall be maintained to document the AML & CFT
activities and decisians.

113, Any other issues regarding AML & CFT as & when required by the Bank.

The Central Compliance Committee is obligated to prepare a checklist based on half-

yearly evaluation report based on evaluation reports received from branches and

inspection/audit reports fram IC&CD that includes:

114 Total number of branch, sub-branch and number of self-assessment report
received from the branches/sub-branches,

P
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115, Total number of branch, sub-branch inspected/audited by the Internal Audit
Department at the time of reporting and the status of the branches (branch wise
achieved number).

116, Same kinds of irregularities that have been seen in maximum number of
branches according to the received self-assessment repart and measures
taken by the CCC to prevent those irregularities.

117 The general and special irregularities mentioned in the report submitted by the
Internal Audit department and the measures taken by the CCC to prevent those
irregularities; and

118. Measures to improve the ratings by ensuring the compliance activities of the
branches.

AML & CFT Division

11 The Bank shall constitute an AML & CFT Division at its Head Office.

12.  The Bank shall appoint Chief Anti Money Laundering Compliance Officer
(CAMLCO).

1.3.  The Bank shall appoint Deputy Chief Anti Money Laundering Compliance Officer
(DCAMLCO) & Head of AML & CFT Division.

14, The Bank shall appoint Branch Anti Money Laundering Compliance Officer
(BAMLCO).

1.5, Formation of AML & CFT Division

6. The Bank shall constitute an AML & CFT Division at its Head Office or any
suitable place as a permanent set-up with specific organogram like other
department or division of a Bank.

17. AML & CFT Division shall implement and enforce corporate-wide Anti Money
Laundering Policies, Procedures and Measures to the Bank and will report
directly to the Managing Director & CEO through the CAMLCO.

1.8, AML & CFT Division's Organogram Chart of The Premier Bank Limited.

9. The Premier Bank Ltd. has already been established a separate AML & CFT
Division at its Head Office. Organogram of the AML& CFT Division of The Premier
Bank is given below:
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110. Manpower for Anti-Money Laundering & Combating Financing Terrorism Division

1.

f'm

The Bank shall ensure adequate human resources and other logistic support
based on the size and nature of the Bank The division shall be established
consisting appropriate number of employees. The Head of the Division will be
the Deputy CAMLCO of the Bank. The employee of the AML& CFT Division must
have enough knowledge on AML & CFT measures of Bangladesh including MLPA,
ATA and rules and instructions issued by BFIU or Bangladesh Bank.

Separation of AML&CFT Division from Internal Control & Compliance Division
(IC&CD).

To ensurethe independent audit function in the Bank AML& CFT Division should
be completely separated from the Internal Control & Compliance Division
(IC&CD).

In this regard, ICCO also examines the performance of AML & CFT Division and
the Bank's AML & CFT compliance program. To ensure this autonomy there shall
not be any member from ICCD to AML& CFT Division and vis-a-vis; but there
should be encugh ce-ordination and co-operation in performing their
responsibility and information exchange. There should not be any impediment to
transfer employee from ICCD to AML & CE] Qivision and vis-a-vis but no one

W\
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should be posted in these 2 {two) departments/units at the same time. Also, no
official from ICCD can be a member of the CCC. Both AML & CFT Division and
ICCO will independently perform their respective jobs regarding AML & CFT
issues.

Responsibilities of AML & CFT Division

1. AML & CFT Division is the prime maover of the Bank for ensuring the compliance
of AML & CFT measures. Main responsibilities of AML & CFT Division are to:

1.1.1. develop Banks policy, procedure and strategies in preventing ML, TF
&PF;

1.1.2. coardinate Banks AML & CFT compliance initiatives;

1.13. coordinate the ML & TF Risk Assessment of the Bank and review
thereon;

1.1.4, present the compliance status with recoemmendations before the
CED or MD en half yearly basis;

1.1.5. forward STR/SAR and CTR to BFIU in time and in praper manner;

L16. report summary of Self Assessment and Independent Testing
Procedure to BFIU in time and in proper manner;

1.1.7. impart training, workshap, seminar related to AML & CFT for the
employee of the Bank;

1.1.8. take required measures to submit information, report or documents
in time,

1.1.9. ensure the implementation of the AML & CFT program on Yearly
Basis.

Authorities of AML & CFT Division

To perform the responsibilities, the AML & CFT Division has the fnllnwi'ng authorities:

11 Assign BAMLCO their specific job responsibilities;

12 Appointment of BAMLCD and assign their specific job responsibilities;

13, Requisition of human resources and logistic supports for AML & CFT Division;

4. Make suggestion or administrative sanction for non-compliance by the
employees.

Functions of Chief Anti Money Laundering Compliance Ofiicer (CAMLED):

CAMLCO shall act on his own authority and shall not take mandatorily any permission
or consultation from the Managing Director & CEQ before submission of STR/SAR &
any document or information to BFIU. However, CAMLCO will report directly to the MD
& CED of the Bank. He/she shall maintain the confidentiality of STR/SAR and any

o
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document or information required by laws and instructions by BFIU. He/she must have
access to any information of the bank. He/she shall ensure his/her continuing
competence, He/she must ensure overall AML, CFT & CPF of the bank and oversee the
submission of STR/SAR or any document or information to BFIU in time. He should
maintain the day-to-day operations of the Bank's AML, CFT & CPF compliance.
CAMLCO will inform to the Managing Director & CED or to the Board of Directors for
proper functioning of CCC/AML & CFT Division. CAMLCO shall review and update ML,
TF & PF risk assessment of the bank and take corrective actions of the bank to
address the deficiency identified by the BFIU, CAMLCO may choose to delegate duties
or rely on suitably qualified staff for their practical performance whilst remaining
responsible and accountable for the operation of the designated functions. The
CAMLCO will need to be involved in establishing the basis on which a risk-based
approach to the prevention of money laundering /terrorist financing is put into
practice.

Premier Bank

Borutig At

Key Responsibilities of the CAMLCOD Frequency

1. Monitor, review, coordinate application and enforcement of the Bank's
compliance policies including Anti Money Laundering Policy, Customer
Acceptance Policy, Know Your Customer Policy and Anti Terrarism
Financing Policy. These will include: an AML Risk Assessment:
practices, procedures and controls for account opening; KYC
procedures; ongoing account/ transaction monitoring for detecting
suspicious transactions/account activity, and a written AML & CFT
training plan.

On-going

2. To monitor changes of laws/regulations and directives of Bangladesh
Financial Intelligence Unit that may require revisions to the Policies.

On-going

3. Ensure the Bank's Policies are complete and up-to-date; maintain
ongoing awareness of new and changing business activities and
products and identify potential compliance issues that should be
caonsidered by the Bank.

On-gaing

L. Respond to compliance questions and concerns of the staff and advice
branches/ divisions and assist in providing solutions to potential
issues involving compliance and money laundering and terrorist
financing risk.

As required

5. Actively develop the compliance knowledge of all staff. especially the

Bank to raise the level of awareness of compliance in the Bank.

compliance personnel. Develop and conduct training courses in the On-going

¢. Develop and maintain ongoing relationships with regulatory
authorities, external and internal auditors, Branch/Division Heads and

Compliance resources to assist in early identification of compliance On-geing

ISSUES.
7. Assist in review of control procedures in the Bank to ensure legal and

regulatory compliance and in the development of adequate and On-aoin

sufficient Independent Testing Procedures to prevent and detect going
compliance lapses.
B. Monitor Bank's Self Assessment for AML compliance and any

; ; Half Yearly
| correchive action,
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‘ 7. Inspect branches and concerned divisions of Head Office regarding :
iz ; g : . As required
anti money laundering and terrorist financing compliance.

‘ 10. Manage the STR & SAR Process:

a. Review the transactions referred by branch or divisional
compliance officers as suspicious.
b. Review the Transaction Monitoring reports.
c. Ensure that internal Suspicious Transaction Reports (STRs) and
Susp:cmus Activity Reports (SARs)
are prepared when appropriate,
- are accompanied by documentation of the hranch's decision to
retain or terminate the account as required under the Policy, .
- are advised to other branches of the Bank who are known to going
have a relationship with the customer,
- are reported to the Managing Director & CED and/or the Board
of Directors of the Bank when the suspicious activity is judged
to represent significant risk to the Bank, including reputation
risk.
d. Manage the process for reporting suspicious activity to
Bangladesh Bank authorities after appropriate internal
___consultation.
1. Ensure timely Anti Money Laundering and Terrorist Financing
: : : ; ; . Monthly,
reperting and compliance to Bangladesh Financial Intelligence Unit, N

including CTR, Independent Testing Procedure, Self Assessment
Report etc. as per specific schedule.

Half-Yearly

12. Ensure timely campliance of Bangladesh Financial Intelligence Unit A
(BFIU) Inspection Team, Internal Audit Team and External Audit Team. 4
13. Ensure that a message from the MD & CEO is issued on an annual
basis to all officials of the Bank highlighting the commitment of senior po—
management of the Bank to the development and enforcement of the 4
. Anti Money Laundering chjectives as per the Policy.
14 Maintain communication/liaison with the delegates of foreign Banks, <
_ local Banks, Bangladesh Bank and various law enforcement agencies. n-going
19, Collect and review KYC profiles of Correspondents through On-geing
International Division at Head Office.
16. Prepare/Complete KYC Questionnaires of PBL for correspondents. As required
17. Arrange AML training programs for the officials of different scheduled
Banks of different districts as and when advised by Bangladesh | As required
Financial Intelligence Unit.
18. Perform Bank Account Enquiry function as requested by Bangladesh F——
Financial Intelligence Unit (BFIU) on different persons/companies. q
19. Perform Bank Account Freeze function as requested by Bangladesh A .
s required

Financial Intelligence Unit (BFIU) on different persons/companies.
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Authorities and Respaonsibilities of CAMLCO
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The Chief Anti Money Laundering Compliance Officer (CAMLCO)

Must be familiar with the ways in which any of the Bank's products and services
may he abused by money launderers.

Must be able to assist the Bank to develop effective AML and CFT policies,
including programs to provide AML and CFT training te all personnel.

Must be able to assist the Bank to assess the ways in which products under
development may be abused by maney launderers in order to establish
appropriate AML and CFT controls before any product is rolled out into the
marketplace.

Must be capable of assisting the Bank to evaluate whether questionable activity

Is suspicious under the standard set forth in the AML and CFT Policy and under
any applicable law and regulation,

Deputy Chief Anti Money L aundering Compliance Officer (DCAMLED)

The Bank shall form an AML/CFT Division with adequate number of officials
considering number of the branches, size and area of the business, number of
the customers and organizational risk to perform secretarial duty of the Central
Campliance Committee and ML/TF prevention related activities. Deputy Chief
Anti Money Laundering Officer (DCAMLCO) will perform the duty of head of the
division. Executive below Deputy General Manager (DGM) or' Senior Vice

President (SVP) will not be employed as D-CAMLCO®.
e
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1

11

12,

13.

14,

15

CAMLCO may choose to delegate duties or rely on the Deputy CAMLCO in
absence of CAMLCO for their practical performance whilst remaining
responsible and accountable for the operation of the designated functions.

The Deputy CAMLCO shall be the Head of AML & CFT Division and will report
directly to the CAMLCO.

Branch Level Organization Structure

For the implementatian of all existing acts, rules, BFIU's instructions and Bank's
own policies on Anti Money Laundering and Terrorist Financing, CCC shall
neminate an experienced Branch Anti Money Laundering Compliance Officer
(BAMLCO) in every branch and a Sub-Branch Anti Money Laundering
Compliance Officer (SEAMLCO) in every sub-branch.

Branch Manager, Branch Operations Manager (the second man) of the branch or
a high official experienced in General Banking/Credit/Foreign Trade Banking
shall be nominated as the BAMLCO. The BAMLCO has to have detailed
knowledge in the existing acts, rules and regulations, BFIU's instructions and
Bank's own policies on preventing Money Laundering and Terrorist Financing.
Clear job descriptions and responsibilities of BAMLCO shall be mentioned in the
appointment letter.

Appointment of Branch Anti Money Laundering Compliance Officer (BAMLCO)
and Branch Anti Money Laundering Officer (BAMLCO) for sub-branch.

The Branch Manager/ Branch Operations Manager/GB Incharge/ Credit
Incharge/any experienced official of every branch shall be designated as the
Branch Anti Mongy Laundering Compliance Officer (BAMLCO). BAMLCO should
have a clear understanding about MLP Act, Rules & Regulations; BFIU
Instructions and Bank Policy regarding AML & CFT issues. The BAMLCO shall
implement and enforce Anti Money Laundering Policies, Procedures and
Measures within the branch and shall report directly to Chief Anti Money
Laundering Compliance Qfficer (CAMLCO) at Head Office regarding all AML &
CFT matters. Branch Manager shall have overall supervision ensuring that the
AML & CFT pregram is effective within the branch. All other officials of the
branch shall also assist BAMLCO to this effect. All staff engaged in each branch
at all levels must be made aware of the identity of the respective BAMLCO of the
branch. BAMLCD/in-charge of Sub-Branch with the assistance cof rest of the
employees of the Sub-branch shall implement and enforce Anti Money
Laundering Policies, Procedures and Measures within the sub-branch and shall
report directly to the BAMLCO of its respective mather branch.

Branch Anti Money Laundering Compliance Committee (BAMLCC): Every branch
shall create 2 Branch Anti Money Laundering Compliance Committee (BAMLCC)
consisting at |least with the following members: ‘d

Bank

amuge fire!
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1.6,

EE

1.5.2. Branch Operations Manager
1.5.3, General Banking In charge
1.5.4, Credit In charge

1.5.5. Foreign Exchange In charge
15.6 Cash In Charge (Teller)
1.5.7. In-charge of Sub Branch

Branch Manager:

1.6.1. Branch Manager is the owner of the business & compliance for the
branch. Main objective is to achieve numbers towards
enhancement of Bank's profit in strict compliance with
applicable Money Laundering Prevention and Anti Terrorism
laws, regulations and policies.

1.6.2. Ensure that the AML and CFT program are effective within the
branch.

1.6.3. Issue job description to all individuals as per their nature of
activities.

1.6.4. Arrange quarterly meeting of the Branch Anti Money Laundering
Compliance Committee (BAMLCC) to review the AML and ATF
compliance status of the branch at the end of every guarterly
and maintain minutes in documented form.

1.6.5. Perform half yearly Self Assessment on AML performance of the
branch and ensure compliance and any corrective action.

1.6.6. Ensure good rating of the Independent Testing Procedure (|TP)
conducted on the AML compliance of the branch by internal
auditors as well as Bangladesh Bank inspectors.

1.6.7. Job Rotation: Maintaining proper communication with HR and other
Divisions at Head Office for timely transfer of all Branch officials
including the Branch Manager him/herself once in every 3 years.

1.6.8. Leave Management: Ensure that all branch officials including the
Branch Manager him/herself have taken 15 continuous days
leave @t a time each year as mandatory leave.

Branch Anti Money Laundering Compliance Officer (BAMLLO)

Under the obligation of BFIU Circular No.26 dated June 16, 2020 “far the
implementation of all existing acts, rules, BFIU's instructions and bank's own
policies for Anti ML TF & PF, bank shall nominate Head of Branch or Manager
Operations of the Branch or even Experienced Bank Official as Branch Anti
Money Laundering Compliance Officer (BAMLCO) in every branch.” BAMLCO has
to have sufficient knowledge in the existing acts, rules and regulations, BFIU's
instructions (circular, circular letters etc.) and our own palicies on Anti Money
Laundering, Terrorist Financing and Proliferagi

atian Financing. BJ
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Responsibilities of BAMLCO

The Branch Manager/ Branch Operations Manager/GB Incharge/ Credit
Incharge/any experienced official of every branch shall be designated as the
Branch Anti Money Laundering Compliance Officer (BAMLCO). BAMLCO sheuld
have a clear understanding about AML & CFT Acts, Rules & Regulations; BFIU
Instructions and Bank Policy regarding AML & CFT issues. The BAMLCO shall
implement and enforce Anti Money Laundering Policies, Procedures and
Measures within the branch and shall report directly to Chief Anti Meney
Laundering Compliance Officer (CAMLCO) at Head Office regarding all AML &
ATF matters. Branch Manager shall have overall supervision ensuring that the
AML & CTF program is effective within the branch. All other officials of the
branch shall also assist BAMLCO to this effect. All staff engaged in each branch
at all levels must be made aware of the identity of the respective BAMLCO of the
branch. BAMLCO can idependently send STR/SAR to CCC/AML & CFT Division if
needed.

1.7, BAMLCO will perfarm the following responsibilities:
1.7.1. Knowledge on AML, CFT & CPF issues:
a) Be familiar with laws, circulars (both BFIU and AML & CFT
Division), policies, guidelines, national initiatives regarding
AML, CFT & CPF issues to all members of the branch.
b) BAMLCO must inform/update to all the members of the branch
regarding laws, circulars (both BFIU and AML & CFT
Division), Policies, guidelines, national & international
initiatives on AML, CFT & CPF matters and ensure its
meticulous compliance.
1.7.2. Make sure all the on boarding customer and transaction have been
screening by the system and report to competent authority, if
any.

1.8.  Implementation of Branch Compliance Program:

BAMLCO will implement all instructions of AML & CFT Division/CCC regarding
AML & CFT issues time to time. He/she will keep/preserve all
records/decuments on AML/CFT Compliance issues in relevant files with the
branches as per the instruction circular no. 03/2021, dated 13 December 2021.

19.  Sanction Screening: .
1.9.1. Ensure sanction list screening like UN Sanction list, OFAC, and EU
list of organization banned by Bangladesh Government before
nsaction.

A
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1.9.2. Ensure sanction list screening like the list of countries that are
listed as Jurisdictions under increased monitoring and high-risk
jurisdictions subject to a call for action of FATF in order to take
cautionary measures while establishing and maintaining
business relationship with any person or entity from any of those
countries.

1.10. Customer Due Diligence;

1101 Identify and verify the identity of the customer information and
documents obtained from the reliable source.

110.2. Ensure the KYC of customer is done appropriately.

1.10.3. Ensure proper implementation of e-KYC.

110.4. Ensure that KYC is updated for high and low risk customers
periodically and at the time of TP breach (if required).

110.5. Ensure due diligence while establishing relationship with the new
customer and also while conducting financial transaction with
the existing customer,

110.6. Ensure due diligence when there is a suspicion of ML, TF & PF.

110.7. Ensure due diligence of walk-in customer, online customers and
depositors or withdrawer other than account holder.

170.8. Identify the beneficial owner of the account and conduct due
diligence of the beneficial owners.

110.9. Keep information of ‘dormant accounts’ and take proper measures
so that any withdrawal from these accounts shall not be allowed
without compliance of BFIU's instruction.

17, Enhance Due Diligence (EDD):

1.111. Take approval from the CAMLCO before opening an account of PEP,
Influential Persan and Senior Official of International
Organization and their family members as well as their close
assoclates as per BIFU Circular no. 26 dated June 16, 2020.

1M.2. Ensure doing EOD of PEPs, Influential Persons and Senior Officials

' of International Organization and their family members as well
as close associates.

1.1.3. Comply Enhance Due Diligence (EDD) for the high risk customer
and obtain additional information/documents.

11.4. Ensure  EDD while establishing and maintaining business
relationship and conducting financial transaction with a persan
or entity of the countries and territories that do not meat
international (FATF) standard in combating money laundering.
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112, Transaction Monitoring:

113,

114

175

112.1. Introduce self-auditing, self-assessment and independent testing
procedure in the branch and report to ICCD & AML & CFT Divisian
in a timely manner.

112.2. Ensure regular transaction monitoring to find out any unusual
transaction. Records of all transaction monitoring should be kept
in the file.

1.12.3. Review cash transaction to find out any structuring;

112.4. Ensure monitoring of account transaction as per instruction of BFIU
as well as AML & CFT Division.

Risk Grading of Customer:

113.1. Ensure proper risk grading of any custemer in comparison with
his/her occupation, source of fund, transaction profile (TP) and
geographical location of the customer.

113.2. Maintain a shadow file of international and local PEPs, high-risk
custemer, high officials of any international organization. All
information about these customers should be kept in that file.

Arrangement of Quarterly Meeting:

114.7. BAMLCO shall arrange quarterly meeting to discuss issues as per
BFIU circular no. 26, dated 16 June 2020 and confirms all
empolyees of the branch are present in the meeting.

114.2. BAMLCO shall take effective measures on the following matters
after reviewing all accounts in order to comply the existing
rules, and acls to prevent ML, TF and PF: a) KYC, b) Transaction
Monitoring, ¢} Identification of STR/SAR and reporting, d) Record
Keeping, e) Training, f) Materialization of UN Sanction list and
Local Sanction List, g} activities regarding self-assessment
procedure.

Report Submisstion an AML & CFT Program:

1.15.1. Review Monthly Cash Transaction Repaort (CTF), Quarterly (Meeting
Minutes), Half-yearly (Self-Assessment Procedures) Reparts and
send those to AML & CFT Division within the stipulated time
without delay. Conduct meeting before finalization of Self-
Assessment report.

115.2. Review infermation and documents before submitting those reports
to AML & CFT for anward submission to BFIU.

Premier BﬁT}](
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116. STR/SAR Identification and Reporting;

116.1. Report STR/SAR by menitoring and analyzing transaction;

116.2. Review the CTR of each month and find out STR/SAR and send it to
AML & CFT Division;

116.3. Ensure that all employees of the branch are well aware and
capable to identify any unusual transaction or any attempt of
unusual transaction;

1.16.4. Analyze the Cash Transactions immediate below the CTR threshold
Limit to identify structuring.

1.16.5. Monitor customer unusual behavior and unusual transaction
pattern.

116.6. Considering all the information of the account holder, investigate
the purpose of transaction and source of fund with relevant
documents, if found any suspicious transactions then report to
AML & CFT Divisian,

117.  Record Keeping:
1.17.1. Keep records of customer's identification and transactions at least
(05) five years after the termination of relationships with the
customers.
1.17.2. Ensure that the branch is maintaining AML, CFT & CPF files properly
and record keeping is done as per the requirements.
117 3. Ensure confidentiality of the records preserved.

118. Training:
118.1. Send cofficials for training and make sure that all employses have
training on AML & CFT.
118 2. Ensure refresher training every 02 (two) years of all empolyees of
the branch. :
1.18.3. Keep records of training of all employees of the branch.

119.  Other Responsibilities:

1.19.1. Ensure any freezing order or stop payment order are implemented
properly and without delay.

1.19.2. All required information and document are submitted properly to
CCC/AML & CFT Division.

119.3. Follow the media report on terrorism, terrorist financing or other
offences, like corruption, bribery, drug trafficking, gold
smuggling, human ftrafficking, kidnapping or other predicate
offences and find out any relationship of the branch with the
involved person; if so the BAMLCO should make an STR/SAR;

W
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119.4, Create awareness regarding AML, CFT & CPF amang the customer
of the branch,

1195 Ensure that corrective actions have been taken by the branch to
address the deficiency identified by the BFIU, or BB, ICCD, and
AML & CFT Divisiaon;

1.19.6. Menitor the staff of the branch to check whether any of them are
directly or indirectly involved in or is facilitating Money
Laundering and Terrarist Financing,

119.7. Any other responsibility assigned by the CCC/ AML & CFT Division.

Responsibilities of BAMLO

Premier Bank has already opened 37 (Thirthy Seven) Sub-brances where the
sub-branch head will be considered as Branch Anti Money Laundering Officer
(BAMLO) under the BAMLCO of its respective mother branch.

120. Sanction Screening:

1.20.1. Ensure sanction list screening like UN Sanction list, OFAC, and FU
list of organization banned by Bangladesh Government before
opening of account and while making any transaction.

1202 Ensure sanction list screening like the list of countries that are
listed as Jurisdictions under increased monitoring and high-risk
jurisdictions subject to a call for action of FATF in order to take
cautionary measures while establishing and maintaining

business relationship with any person or entity from any of those
countries,

121, Customer Due Diligence:

1211 Identify and verify the identity of the customer information and
documents obtained from the reliable source.

1.21.2. Ensure the KYC of customer is done appropriately.

1.21.3. Ensure proper implementation of e-KYC,

1.21.4. Ensure that KYC is updated for high and low risk customers
periodically and at the time of TP breach (if required).

121.5. Ensure due diligence while establishing relationship with the new
customer and also while conducting financial transaction with
the existing customer,

1.21.6. Ensure due diligence when there is a suspicion of ML, TF & PF.

1.21.7, Ensure due diligence of walk-in customer, anline customers and
depositors or withdrawer other than account holder.

1.21.8, Identify the beneficial owner of the account and conduct due
diligence of the beneficial ow :

g ners o
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121.9. Keep information of ‘dormant accounts’ and take proper measures
so tht any withdrawal from these accounts shall not be allowed
without compliance of BFIU's instruction.

1.22. Enhance Due Diligence (EDD):

1.22.1. Take approval from the CAMLCO before opening an account of PEP,
Influential Person and Senior Official of International
Organization and their family members as well as their close
associates as per BIFU Circular no. 26 dated June 16, 2020.

1.22.2. Ensure doing EDD of PEPs, Influential Persons and Senior Officials
of International Organization and their family members as well
as close associates.

1.22.3. Comply Enhance Due Diligence (EDD) for the high risk customer and
obtain additional infarmation/documents.

122 4 Ensure EDD while establishing and maintaining business
relationship and conducting financial transaction with a person
or entity of the countries and territories that do not meet
international (FATF} standard in combating money laundering.

1.23. Transaction Monitoring:

1.23.1. Introduce self-auditing, self-assessment and independent testing
procedure in the branch and report to ICCO & AML & CFT Division
in a timely manner.

1.23.2. Ensure regular transaction menitoring to find out any unusual
transaction. Records of all transaction monitoring should be kept
in the file.

1.23.3. Review cash transaction to find out any structuring;

1.23.4. Ensure monitoring of account transaction as per instruction of BFIU
as well as AML & CFT Division,

1.24. Risk Grading of Customer:

1241, Ensure proper risk grading of any customer in comparisen with
his/her occupation, source of fund, transaction profile (TP) and
geographical location of the customer.

1.24.2. Maintain a shadow file of international and local PEPs, high-risk
customer, high officials of any international organization. All
information about these customers should be kept in that file.
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1.25. Arrangement of Quarterly Meeting:

1.25.1. BAMLCO shall arrange quarterly meeting to discuss issues as per
BFIU circular ne. 26, dated 16 June 2020 and confirms all
empaolyees of the branch are present in the meeting.

125.2. BAMLCO shall take effective measures on the following matters
after reviewing all accounts inorder te comply the existing rules,
and acts to prevent ML, TF and PF. a) KYC, b) Transaction
Monitoring, ¢} Identification of STR/SAR and reparting, d) Record
Keeping, and e) Training, f) Materialization of UN Sanction list
and Local Sanction List, g) activities regarding self-assessment
procedure.

126. STR/SAR Identification and Reporting:

1.26.1. Report STR/SAR by monitaring and analyzing transaction;

1.26.2. Review the CTR of each month and find out STR/SAR and send it to
AML & CFT Division;

126.3. Ensure that all employees of the branch are well aware and
capable to identify any unusual transaction or any attempt of
unusual transaction;

1.26.4. Analyze the Cash Transactions immediate below the CTR threshold
limit to identify structuring.

1.26,5. Monitor customer unusual behavior and unusual transaction
pattern.

1.26.6. Considering all the information of the account holder, investigate
the purpose of transaction and source of fund with relevant
documents, if found any suspicious transactions then report to
AML & CFT Divicion.

1.27. Dther Responsibilities:

1.27.1. Ensure any freezing order or stop payment order are implemented
properly and without delay.

127.2. All required information and document are submitted properly to
CCC/AML & CFT Division.

127.3. Follow the media report on terrorism, terrorist financing or other
cffences, like corruption, bribery, drug trafficking, gold
smuggling, human trafficking, kidnapping or other predicate
offences and find out any relationship of the branch with the
involved person; if so the BAMLCO should make an STR/SAR:

1.27.4. Create awareness regarding AML, CFT & CPF among the customer
of tha branch.
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1.27.5. Ensure that corrective actions have been taken by the branch to
address the deficiency identified by the BFIU, or BB, ICCD, and
AML & CFT Division;

1.27.6. Manitor the staff of the branch to check whether any of them are
directly or indirectly involved in or is facilitating Money
Laundering and Terrorist Financing.

1.27.7. Any other responsibility assigned by the CCC/ AML & CFT Division.

Internagl Control & Compliance Division

Internal Audit or Internal Control and Compliance Division {ICCD ) shall have an
important role for ensuring proper implementation of Bank's AML & CFT
Compliance Program. The Bank shall ensure that ICCD is equipped with enough
manpower and autonomy to look after the prevention of ML&TF. The ICC has to
oversee the implementation of the AML & CFT compliance program of the Bank
and has to review the 'Self Assessment Report' received from the branches and
to execute the 'Independent Testing Procedure' appropriately.

SLNo. | _ The Internal Audit Officials must: | Frequency
1 understand ML & TF risk of the Bank and check the adequacy of the 3
i : On-going
mitigating measures;
2 examine the overall integrity and effectiveness of the AML/CFT 0 :
i n-going
Compliance Program;
3 examine the adequacy of Customer Due Diligence npolicies,

procedures and processes, and whether they comply with internal | On-going
requirements;

A determine personnel adherence to the Bank's AML & CFT Compliance A
. : On-going
rograrm,
5 perform appropriate transaction testing with particular emphasis on
high risk operations (products, service, customers and geographic | On-going
locations); -
b assess the adequacy of the Bank's processes for identifying and :
; i S On-going
| reporting suspicious activity;
7 where an automated system is not used to identify or aggregate

large transactions, the audit should include a sample test check of | On-going
i tellers’ cash proof sheets;
8 communicate the findings to the board andfer senior management in

a timely manner; On-going
9 recommend corrective action to address the identified deficiencies; On-going
10 track previously identified deficiencies and ensures correction made | On-going
by the concerned person; E
n examine that corrective actions have taken on deficiency identified | On-going |
by the BFIU or BB;
12 assess training adequacy, including its comprehensiveness, accuracy | On-going
I of materials, training schedule and attendance tracking;
i[ 13 Determine when assessing the training program and materials: On-going |
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SLNo. The Internal Audit Officials must: _ | Frequency

a. the impertance of the Board and the Senior Management's on
ongeing educaticn, training and compliance
the employee accountability for ensuring AML & CFT compliance
comprehensiveness of training, in view of specific risks of
individual business lines,

d. training of personnel from all applicable areas of the Bank,

e. freguency of training,

f. coverage of Bank policies, procedures, processes and new|rules
and regulations,

g. coverage of different forms of money laundering and tenrorist
financing as they relate to identifying suspicious activity,

h. Penalties for noncompliance and regulatory requirements.

14 Review of control procedures in the Bank to ensure legal and
. regulatory compliance and in the development of adequate and

’ sufficient Independent Testing Procedures {ITP) to prevent and detect Oo-gaing
compliance lapses.

15 Perform AML Risk Assessment for the Business. On-going

16 Perform periodic Quality Assurance on the AML pregram in the ;

i On-going

branches/divisiens.
Managing Director & CEQ
| Key Responsibilities of the MD & CEQ Frequency

1. Overall responsibility to ensure that the Bank has an AML and CFT programs On-going
in place and those are working effectively.
2. On behalf of the Senior Management, Managing Director & CED shall send a
statement to all employees on an annual basis that clearly sets forth the
Bank's policy against ML, TF & PF and any activity which facilitates money
laundering or the funding of terrorist or criminal activities. If necessary, MD
& CEO will also monitor the overall status of the compliance issue.

Yearly

For proper implementation of AML & CFT measures, following process will be
incorporated in PBL HR Policy
11.1. Revised Code of Conduct & Ethics for the employees of The Premier
Bank Limited which is the integral part of the Service Rules and
Regulations:
1.1.2. Proper administrative sanction (proportionate and dissuasive) for
nan-compliance of AML & CFT measures;
11.3 Proper weight should be given in the annual performance
evaluation of employees for extra ordinary preventive action vies

a vies for non-compliance; p"
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1.1.4, Written procedure to recover the fined amount from the concerned
employee if the fing imposed on employee by the BFIU;

115. Other measures that shall be taken in case of non-compliance by
the Bank.

12. Know Your Employee (KYE) Procedure in Appointment of Employees: One of the
major purposes of combating money laundering activities is to protect the Bank
from risks arising oul of money laundering. Ta meet this ebjective, Human
Resources Division shall have to undertake proper Screening Mechanism in its
different appointment procedures so that The Premier Bank does not face any
money laundering risk by any of its staffs,

13, Recruitment Procedure: To minimize ML & TF risks arise by or through its
employees, Human Resources Division shall have to undertake fair recruitment
procedure.  This fair recruitment procedure shall not enly include
implementation of fairness in judging publicly declared competitive recruitment,
but also include the judgment of good character. For this, Bank shall have to
follow at least one from the following measures:

1.3.1. reference check

13.2. background check

13.3. screening through or clearance from Law Enforcement Agency
1.3.4. personal interviewing

1.3.5. personal guarantee etc.

1.4 Training and Awareness -
Training for Employee: Every employee of the Bank shall have at least basic
AML & CFT training that should cover all the aspects of AML & CFT measures in
Bangladesh. To keep the employees updated about AML & CFT measures, Bank
shall require imparting refreshment training programs of its employees on a
regular basis.

15, Awareness for Senior Management, Customer & Mass People: For effective
implementation of AML & CFT measures in the Bank, Bank shall arrange
awareness program for Senior Management, Customer and for Mass people.

16.  Job Rotation: Human Resources Division shall ensure that all branch officials
including the branch managers must be transferred once in every 3 years.

17.  Leave Management: Human Resources Division shall monitor leaves taken by
employees to ensure that all branch officials including the branch managers
have taken 10 continuous days leave at a time each year as mandatory leave as
per HRD Circular No. 73/2021 dated March 14, 2021 and Bangladesh Bank BRPD

Circular No. 19 dated October 25, 2018. ﬂ}M
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CHAPTER VIli: CUSTOMER DUE DILIGENCE

Introduction

"Service First” is one of the main key issues for Premier Bank and as a result Premier
Bank pays more attention to satisfy customer needs. As part of the process customer
due diligence (CDD) plays an essential role. COD is a vital and most effective defense
against Money Laundering (ML) and Terrorist Financing (TF). As such, inadequacy in KYC
standard can result in serious customer and counterparty risks, especially,
reputational, operaticnal, leagal and compliance risks. As per section 25 of Money
Laundering Prevention Act, 2012 (amendment 2015) and section 7 of Money Laundering
Prevention Rules 2019, each bank requires to keep complete and accurate information
of its customers. It is also the responsibility of each bank to identify suspicious
transactions proactively and report the same to BFIU.

1. Sound Know Your Customer (KYC) procedures are critical elements in the
effective management of banking risks. KYC safeguards go beyond simple
account opening and record keeping and require banks to formulate a customer
acceptance policy and a tiered customer identification program that involves
more extensive due diligence for higher risk accounts, and includes proactive
account monitoring for suspicious activities.

1.2. For the safety and soundness of financial institution the primary requirement
Is sound KYC procedures that help to protect financial institution's reputation and
the integrity of banking systems by reducing the likelihood of banks becoming a
vehicle for or a victim of financial crime and suffering consequential reputational
damage. They constitute an essential part of sound risk management (e.g. by
providing the basis for identifying, limiting and controlling risk exposures in
assets and liabilities, including assets under management).

13 The inadequecy or absence of KYC standards can subject banks to serious
customer and counterparty risks, especially reputational, operational, legal and
concentration risks. It is worth noting that all these risks are interrelated,
However, any one of them can result in significant financial loss to banks (e.g.
through the withdrawal of funds by depasitors, the termination of inter-bank
facilities, claims against the bank, investigation costs, asset seizures and freezes,
and loan losses), as well as the need to divert considerable management time
and energy to resolving problems that arise.

14. A sound Customer Due Diligence (COD) program is one of the best ways to
prevent money laundering and other financial crime. The maore you know about its
customers, the greater chance of preventing money-laundering abuses.
Customer Due Diligence (COD) combines the Know Your Customer (KYC)
procedure, transaction monitoring based on the information and data ar
documents collected from reliable and independent sources.

1.5. The COD abligations on banks under legislation and regulation are designed to
make it more difficult to abuse the banking industry for money laundering or
terrorist financing or proliferation financing. The COD obligations compel banks to
understand who their customers are to guard against the risk of committing

T
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offences under MLP Act, 2012 (amendment 2015) including 'Predicate Offences’
and the relevant offences under ATA, 2009 (amendment 2012 & 2013).

1.6. Therefore, Premier Bank implements adequate COD measures considering the
risks of ML, TF & PF. Such risk sensitive COD measures should be based on-

1.6.1. Types of customers;

1.6.2. Business relationship with the customer;
1.6.3. Types of banking products; and

1.6.4. Transaction carried out by the customer.

Legal Obligation of COD

111 Under the obligation of MLPA, 2012(amendment 2075), “The branch
shall have to maintain complete and accurate information with
regard to the identity of its customers during the operations of
their accounts and provide with the information maintained under
the clause to Bangladesh Bank”. Under the MLP Act, 2012, SRO No.
357-Law/2013 dated 2111.2013, Part -vi, section 17, (3) the bank
shall identify the customer (whether permanent ar occasional, and
whether natural or legal person or legal arrangement) and verify
that customer's identity using reliable, independent source
documents, data or information (identification data). The
verification of identity of a customer or a beneficial owner should
include a series of independent checks and inquiries and not rely
only on documents provided by the customer or beneficial awner.
The bank shall verify that any person purporting to act on behalf
of the customer is so authorized, and identify and verify the
identity of that person.

8} The bank shall identify the beneficial owner and take
reasonable measures to verify the identity of the beneficial
owner, using the relevant information or data obtained from
a reliable source, such that the bank is satisfied that it
knows who the beneficial owner is.

b} The bank shall understand and, as appropriate, obtain
information on, the purpose and intended nature of the
business relationship. The bank shall also conduct angeing
due diligence on the business relationship,

c) There are two things:

i)  The bank shall scrutinize the transactions undertaken
by a customer throughout the relationship with the
customer to ensure that the transactions are
consistent with the nature, business and risk profile of
the customer, including where necessary, with the
source of funds,

ii) The bank shall keep up to date documents, data,
infarmation and so on collected under COD process
and review the amstmg records, particularly for high
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risk categories customers with utmost care and need
to mitigate any sort of risk.

12 Customer Due Diligence: Considering the Risk Grading of Customer Due
Diligence (CDD) should be done at different stages, Ongoing CDD has to be
conducted to identify the nature of business, level of risk and incompatibility of
income with the source of fund. Existing information of High-risk Customers
should be evaluated, assessed or examined. Authenticity of the Customer or
Beneficial Owner information has to be verified during establishing business
relationship or befere transaction occured in the account. But at the time of
Occasional Customers, these measurements have to be taken during conducting
transaction. Verification of information should be done as soon as possible after
establishing business relationship where risk about ML/TF low or where
dissolution of business relationship is not necessary. Guidelines on Beneficial
Ownership issued by BFIU should be followed to identify actual beneficiary of the
account and what steps can be taken in this aspect. It is required for Premier
Bank to be certain about the customer's identity and inderlying purpose of
establishing relationship with the bank, and must collect sufficient information up
to its satisfaction, “Satisfaction of the bank™ means satisfaction of the account
opening approving cfficer that is necessary due diligence has been conducted
considering the risks of the customers in the light of existing directions.

1.2.1. Timing of CDD - Officials involved with account opening/transaction

must apply COD measures when he/she does any of the following;

a) Establishing a business relationship

b} Carrying out an occasional transaction

c) Suspecting money laundering or terrorist financing or

d) Suspecting the veracity of documents, data or information
previously obtained for the purpose of identification or
verification.

12.2. As per FATF new standards Banks requires various Customer Due
Diligence measures:

a) Normal CDD Measures:

i) ldentifying the customer and verifying that customer
identity using reliable, independent source documents,
data of information.

ii) Identifying the beneficial owner and taking reasonable
measures to verify the identity of the beneficial owner
such as that the bank is satisfied that it knows who
the beneficial owner is. For legal persons and
arrangements  this should include banks
understanding the ownership and control structure of
the customer. '

i) Understanding and as appropriate, abtaining
infarmation on the purpose and intended nature of the
business relationship.

./'H’T- 2
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iv) Conducting on going due diligence on the business
relationship and scrutiny of transactions undertaken
throughout the course of that relationship to ensure
that the transaction being conducted are consistent
with the bank's knowledge of the customer, their
business and risk profile, including where necessary
the source of funds.

b) Enhanced Customer Due Diligence: Bank should examine, as far
as possible, the hackground and purpose of all complex,
unusual lerge transactions and all unusual patterns of
transactions, which have no apparent economic or lawful
purpose, where the risk of money laundering or terrorist
financing are higher, bank should be required to conduct
enhanced CDD measures, consistent with the risks
identified. In particular, they should increase the degree and
nature of menitoring of the business relationship, in order to
determine whether those transactions or activities appear
unusual or suspicious.

1.23.C0D Measures that could be applied for higher risk business
relationship include:

a) Obtaining additional information on the customer (occupation,
volume of assets, information available through public data
base and internet etc. and updating more the identification
data of customer and beneficial owner.

b) Obtaining additional information on the intended nature of the
business relationship.

c) Obtaining information on the source of wealth of the customer.

d) Obtaining information on the reasans for intended or performed
transaction

e) Obtaining the approval of senior management to commence or
continue the business relationship

f) Conducting enhanced monitaring of the business relationship,
by increasing the number and timing of controls applied and
selecting patterns of transactions that need further
gxamination

g) Requiring the first payment to be carried out through an
account in the customer's name with a bank subject to
similar CDO standards.

1.2.4. Simplified Customer Due Diligence: Where the risk of money
laundering or terrorist financing are lower, bank could be allowed
to conduct simplified COD measures, which should take into
account the nature of the lower risk. The simplified measures
should be commensurate with the lower risk factors. Example of

possible maasures are: M
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a) Verify the identity of the customer and the beneficial owner
after the establishment of the business relationship
b) Reducing the frequency of customer identification update.
c) Reducing the degree of on-gong monitoring and serutinizing
transactions based an a reasonable monetary threshold
d) Not collecting specific information or carrying out specific
measures to understand the purpose and intended nature of
the business relationship but inferring the purpose and
nature from the type of transactions or business
relationship established.
Simplified COD shall be done for low risk accounts like Student
Accounts, Farmer's Accounts and other No-Frill accounts.
Simplified Customsr Due Diligence (SCDD) process can be
followed as per Guidelines on e-KYC in this aspect5. However,
Simplified CDO measures are not acceptable whenever there is
a suspicion of money laundering or terrorist financing or
where specific higher risk scenarios apply.

1.2.5. CDD related other issues:

a) While opening an Account of Customer, the bank will preserve
Customer's Identification and Documents with conducting
CDO. In this regard, Sample FORMAT of 'Digital KYC Form'
provided by BFIU in the Guidelines on e-KYC or KYC FORM
Annexure - A may be applied where Digital KYC Form cannot
be used.

b} Bank may not consider KYC form/forms ANNEXURE - A provided
by BFIU &s a part of Account Opening Form (AOF) in any way,
KYC form should not be filled in by the customers.

c) Ensure to update the Account Opening Form as instructed by
BRPD circular 23, dated 28 December 2021.

d) For providing Privilege Banking service to the customers, Bank
will take enhanced safety measure in addition to CDD
related instructions. :

€¢) Enhanced safety measures have to be taken and Counter
Measures is to be required from FATF (where necessary) to
establish and continue business relationship and
transaction with those countries, persons, entities who do
not meet the international standard of ML/TF prevention
measures or have the significant deficiency.

f) Before establishing business relatienship with any foreign bank,
Bank has to consider ML/TF prevention system of that
country.

g) “Guidelines for Prevention of Trade Based Money Laundering”
issued by BFIU has to be followed during opening of foreign
trade account and transaction.

126 If CDD is not possible: After preserving related documents both
account closure or declining to open an account, Branch will send
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those documents to AML/CFT Division. AML/CFT Division will take
initiatives to inform other branches about all this information, if
necessary. BFIU will issue circular time to time regarding opening
and operating of an account of under privileged people of the
saciety.

Anow Your Customer (KYC) Policres and Procedures

Money Laundering Prevention Act 2012 requires all reporting agencies to
maintain correct and concrete information with regard to identity of its customer
during the operation of their accounts. FATF recommendation 10 states that
where the financial institution is unable to identify the customer and verify that
customer's identity using reliable, independent source documents, data or
information, and to identify the beneficial owner, and take reasonable measures
to verify the identity of the beneficial owner and unable to obtain information on
the purpose and intended nature of the business relationship, it should not open
the account, commence business relations or perform the transaction; or should
terminate the business relationship; and should consider making a suspicious
transactions report in relation to the customer.

1.2.7. Who is a Customer? Customer identification and verification in terms
of ML & TF risk management shall apply to bath individuals and
institutions where customer is defined as under:

&) the person or entity that maintains an account with the
bank/has business relationship with the bank;

b) the person or entity on whose behalf an account is maintained
(i.e. beneficial owners):

c) professional intermediaries who is assigned to conduct
transactions on behalf of the customer/trust/beneficial
owner;

d) any person or entity connected with occasional financial
transaction who can pose a significant reputational or other
risk to the bank;

e) any person or emtity defined as “customer” by BFIU from time
to time.

12.8. Nature of Customer’s Business - When a business relationship is
being established, the nature of the business that the customer
expects to conduct with the bank should be ascertained at the
cutset to establish what might be expected later as normal
activity. This information should be updated as appropriate, and as
opportunities arise. In order to judge whether a transaction is or is
not suspicious, bank need to have a clear understanding of the
business carried on by its customers.

12.9. ldentifying Real Person - Bank must establish to its satisfaction that

it is dealing with a real person (natural, corporate or legal), and
must verify the identity of persons who are authorized to operate
any account, or transact business for the cus't% Whenever
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possible, the prospective customer should be interviewed
personally. This will safeguard against opening of fictitious
account.

1.2.10, Document is not encugh - The best identification documents possible
should be obtained from the prospective customer i.e. those that
are the most difficult to obtain illicitly. No single piece of
identification can be fully guaranteed as genuine, or as being
sufficient to establish identity so verification will generally be a
cumulative process. The overriding principle is that bank must
know who its customers are, and have the necessary
decumentary evidence to verify this, Collection of document is not
enough for KYC, identification is very important,

1.2.11. Reliance on Third Party - Countries may permit financial institutions
to rely on third parties to perform the COD measures set out in
Recommendation 10 or 1o introduce business, provided that the
criteria set out below are met. Where such reliance is permitted,
the ultimate responsibility for COD measures remains with the
bank relying an the third party. The criteria that should be met are
as follows:

a) A bank relying upon a third party should immediately obtain the
necessary information.

b) Banks should take adequate steps to satisfy themselves that
copies of identification data and other relevant
documentation relating to the COD reguirements will be
made available from the third party upon request without
delay.

c) The bank should satisfy itself that the third party is regulated,
supervised or monitored for, and has measures in place for
compliance with, COD and record-keeping requirements.

1.2.12. Customer Praofiling

a) Followings are required:

1) Obtaining and document the customers basic
background information.

i) Try to use the information to evaluate the
appropriateness of the customer's transaction
activity.

iii) Determine the customer's source of fund.

b) KYC Profile Should Disclose;
i) The customer expected transaction trend
ii)  The source of wealth
iii)  Net worth
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i) Regular review of transaction activity and balance
fluctuation report

ii) Newspaper and Magazine article, financial statement,
brochure, industry activities relating to the customer.

i) Periodical discussion with the client relating to their
business activities including future plan of the
business for the next 12 months.

1.2.13. Customer Assessment

a) Methodology of Assessing Customer - In preparing the policy,
following indicators/factors have been considered to assess
customers:

i) Customer's background

ii)  Country of origin and country where it operates

i) Geographic location of service or business

iv)  Purpose of establishing relationship with bank

v) Information available for verifying the customer
identity

vi) Paolitically Exposed Person (PEP), Influential Person (IP)
and chieffsenior official of international organizations,
their family members and close assaociates

vii) Linked accounts

viil) Customer profession or nature of business

ix) Monthly income/Net worth/Turnover

%)  Presence of beneficial owner

xi) Existence of customer details in sanction lists/banned
list

xii) Existence of customer's name in adverse media
reports

xiii) Presence of customer in branch during opening
account and availing services

xiv) Risk profile of customer based on risk register

xv) Mode of marketing the products/services to the
customer

xvi) Type of product/service availed

xvii) Source of fund to the account

xviii) Transaction profile and pattern

xix) On-boarding channel

xx) Other risk indicators

1.2.14. Know Your Customer Program - Having sufficiently verified/corrected

information about customers - “Knowing Your Customer” (KYC) -
and making use of that information underpins all AML, CFT & CPF
efforts, and is the most effective defense against being used to
launder the proceeds of crime. Financial institutions with
inadequate KYC program may be subject to significant risks,
especially legal and reputational risk. Sound KYC Policies and

Procedures not only ,_'.-'-;- financiaan's overall
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safety and soundness, they also protect the integrity of its system
by reducing AML, and CFT & CPF related offences.

12.15. Know Your Customer (KYC) Procedure - Money Laundering
Prevention Act, 2012 (Amendment 2015) requires all reporting
agencies to maintain correct and concrete information with regard
to identity of its customer during the operation of their accounts.
FATF recommendation 10 states that where the financial
institution is unable to identify the customer and verify that
customer's identity using reliable, independent source documents,
data or information, and to identify the beneficial owner, and to
take reasonable measures to verify the identity of the beneficial
owner and unable to obtaining information on the purpose and
intended nature of the business relationship, it should not open
the account, commence business relations or perform the
transaction; or should terminate the business relationship; and
should consider making a suspicious transaction report in relation
to the customer.

1.2.16. Components of KYC Program - Bank is in the process of designing the
KYC program and has included certain key elements. Such
essential elements have been started from the bank's risk
management and control procedures and included -

a) Customer acceptance policy,

b) Customer identification,

c) On-going monitaring of high risk accounts, and

d) Identification of suspicious transactions.
Bank should not only establish the identity of its customers, but should
also monitor account activity to determine those transactions that do
not conform with the normal or expected transactions for that
customer or type of account. KYC should be a core feature of bank's
risk management and control procedures, and be complemented by
regular compliance reviews and internal audit. The intensity of KYC
programs beyond these essential elements should be tailored to the
degree of risk.

Customer Acceptance Polfcy

Premier Bank has developed its Customer Acceptance Policy laying down explicit
criteria for acceptance of customers including a description of the types of
customer that are likely to pose a higher than average risk to a financial
institution. In preparing such policies, factors such as custamers' background,
country of erigin, public or high-profile position, linked accounts, business
activities or other risk indicators should be considered. It is important that the
customer acceptance policy is not so restrictive that it results in a denial of
access by the general public to financial services, especially for people who are
financially or socially disadvantaged. On the other hand, quite extensive due

diligence would be essential for an indivh a high r:tw whose source
f"l I'H"
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of funds is unclear. Decisions to enter into business relationships with higher risk
customers, such as public figures (if considered high risk) or politically exposed
persons should be taken exclusively at senior management level.
12.17. The guidelines for Customer Acceptance policy for the Bank are as
follows:
a) No account can be opened in anonymous or fictitious name.
b) Parameters of risk perception are clearly defined in terms of

the source of fund, the nature of business activity, location
of customer and his clients, mode of payments, volume of
turnover, service offered, social and financial status etc. to
categorize customers into different risk grade.

c) Documentation requirements and other information to be

collected in respect of different categories of customers
depending on perceived risk.

d) Bank should not open an account or clese an account where the

bank is unable to apply appropriate customer due diligence
measuras ie. bank is unable to verify the identity and/or
obtain documents required as per the risk categorization
due te non-cooperation of the customer or nen reliability of
the data/information furnished to the bank. Decision by the
bank to close an account should be taken at a reasanably
high level after giving due notice to the customer explaining
the reasons for such & decision.

e) Circumstances, in which a customer is permitted to act on

behalf of another person/entity, should be clearly spelt out
in conformity with the established law and practices of
financial service as there could be occasions when an
account Is operated by a mandate holder or where an
account is opened by an intermediary in fiduciary capacity.

f) Necessary checks before opening a new account to ensure that

the identity of the customer does not match with any person
with known criminal background or with banned entities
such as individual terrorists or terrorist organizations etc.

g) The status of a customer may change as relation with a

customer progress. The transaction pattern, volume of a
customer's account may also change. With times an ordinary
customer can turn into a risky one. To address this issue,
customer acceptance paolicy should include measures to
monitor customer's activities throughout the business
relation.

h) Bank should not open account in the name of listed in UN

Sanction lists, OFAC Sanction lists and directed by
Bangladesh Bank or any other sanction lists.

) No account should be opened through Online. In case of foreign

resident account may be opened through Bangladesh
Mission or own bank branch if available or legal
representative obtaining KYC/e-KYC, ETP, source of income
and risk grading.
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j) No account should be opened for those customers for whom
reports of unusual or suspicious transaction are repeatedly
submitted to the BFIU, if it is known, account of such person
fentity should not be opened

k) No account should be opened for that customer for whom the
collection of information for assessing their overall profile
s impessible.

) No account should be opened for that customer whose activities
or transaction are not consistent with the information
avallable to them, their professicnal activity, their risk
profile and the crigin of the fund.

m) No account should be opened for that customer failing to
provide all information required for the identification and
verification of their identity.

n) The status of a customer may change as relation with a
customer progress. The transaction pattern, volume of a
customer's account may also change, With times an ordinary
customer can turn into a risky one. To address this issue,
customer acceptance policy should include measures to
monitor customer’s activities throughout the business
relation.

Risk Perception

Parameters of risk perception which are used to determine the profile and risk
category of a customer are as follows:
1.1.1. Customers' constitution: Individual, proprietorship, partnership, public
or private ltd, etc.
1.1.2. Business segment: Retail, Corporate, SME etc.
11.3. Country of residence/ Nationality: Whether Bangladeshi or any
overseas location.
1.1.4. Product subscription: Salary Account/NRB product etc.
11.5. Economic profile: High net worth individual, Public limited Co. etc.
1.1.6. Account status: Active, In-operative, dormant etc,
11.7. Account vintage: less than six months old etc. And as per BRPD
circular 23 dated 28 December 2021,
1.1.8. Presence in regulatory negative/ PEP/Defaulter /Fraudster etc.
1.1.9. Suspicious Transaction Report (STR) filed for the customer, AML
alerts.

Acceplance of Customer

111 Individual - Any citizen (male, female and third gender) of
Bangladesh who is an adult individual of 18 years of age or more,
and eligible to enter into a contract can open account individually
or jointly.

1.1.2. Existing Customer - Branch must ensure that one customer has one
unique customer identification_code (UCIC) though he/shefit may
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have more than one account with the bank.

11.3. The following entities can open account on completion of due
diligence:
a) Proprietorship concern;
b) Partnership firm;
¢) Private Limited Companies:
d) Public Limited Companies;
e) One Person company,
f) Government, semi-government and autonomaus bodies;
g) NGOs, NPOs, Clubs, Societies, Charities, Religious
Organization, Social Organizations;
h) Educational institute (School, College, Madrasah, University);
i} Local Authorities;
j) Executors/Administrators/Trustees;
k) Liguidators;
|} Feundations;
m) Embassies;
n) Other legally formed entities acceptable to bank

Neon-Resident Bangladeshi - Non-Resident Bangladeshis can open account
with Premier Bank while they are in Bangladesh and can also open account
without being physically present in the country as per the process defined later in
the document,

Customers Who Want to Open Foreign Currency Account - Resident
Bangladeshis, Nen-Resident Bangladeshis and Fareign Nationals can be allowed
1o open Foreign Currency (FC) Accounts with AD Branches observing formalities
and existing laws, policies (including GFET) and instructions.

Correspondent Institutions - Other banks (local or fareign) can be allowed to
estanlish Correspondent Relationships as well as SWIFT RMA (Relationship
Management Application) with Premier Bank after completion of due diligence
and KYC formalities subject to approval from the CAMLCO of the-bank.

Exchange Houses - Exchange houses can establish relationship with Premier
Bank after completion of due diligence and KYC formalities subject ta approval
from the CAMLCO of the bank.

Politically Exposed Persons (PEPs)/ Influential Persons (IPs)/ Chief or Senior
Officials of International Organizations and their Family Members and Close
Associates: PEPs/IPs/Chief or Senior Officials of international organizations can
open accounts with the approval of CAMLCD of the bank. Enhanced due diligence
is applicable for establishing and maintaining relationship with these accounts.

Special Types of Customer(s) - There are different types of people who cannot
comply fully with the terms and conditions, laws, rules etc. to become customer,
should be considered separately and they may be termed as special customers.
Special care should be taken while opening and allowing operation of these
accounts. All required documents should be obtained in order to follow

"‘,
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instructions of circulars and guidelines of Bangladesh Bank as well as the bank.
Below are some examples of special customers:

1.7.1. Minor - A minor is a person who is below 18 years. In that case
account may be opened and operated by his/her guardian (as
defined by Bangladesh Financial Intelligence Unit) up to the date of
their attaining majority.

1.7.2. Iliterate Person- Illiterate person(s) can open and opearate accounts
with his/her/their respective thumb impressions in presence of
the branch manager/branch operations manager. For withdrawal
of money the illiterate person/persons must come personally to
the branch/office, where he/she/they opened the accaunt and
shall put thumb impression on the cheques in presence of the
branch manager/branch eperations manager. No debit card will
be issued to such customers.

1.7.3. Blind Person- Blind person(s) can open account. Such accounts
should be carefully handled by the bank. For withdrawal of money,
the blind person{s) must come personally to the branch/office,
where he/shefthey opened the account and put their repective
thumb impressions/signatures on the cheque in presence of the
branch manager/branch operations manager.

1.7.4, Under Priviledged Person- Special care needs to be taken for the
people who are financially or socially disadvantaged people i.e.
street children accounts, farmer's accounts etc.

Policy for Rejection af g Customer

111 Accounts in fictitious names or numbered accounts-
a) No account shall be opened in anenymous or fictitious name;
b) No account shall be opened without having name, address,
signature etc.

1.1.2. Lunatics, persons of unsound mind and bankrupts will not be allowed
to open account.

11.3. Activities of Customer- No account shall be upened for customers
whose activities are not consistent with the information available
about them, their professional activities, their risk profiles and the
sources of the funds.

1.14. Insolvent-No individual account in the name of an insolvent shall be

 opened.

11.5. Unlicensed Banks andfor NBFls- No account shall be opened for
unlicensed banks and/or NBFls and other entities that provide
banking services to unlicensed banks andfor NBFls.

1.1.6. Section 311 of USA Patriot Act Designated Entities - No account shall
be opened for Section 311 designated entities.

11.7. Other Entities - No account will be opened or maintained for any
unregulated charities, unlicensed/unregulated remittance agents,
exchanges houses, casa de cambio, bureau de change or money
transfer agents, red llght business/adult entertainment
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companies, gambling houses and individuals or entities with
virtual currencies and illegal drugs.

11.8. Shell Bank- Bank shall not establish correspondent relationships
with shell banks (a shell bank is defined as a bank that has no
physical presence in the country in which it is incorporated and
licensed, and which is unaffiliated with a regulated financial group
that is subject to effective consolidated supervision), and any
other entity which maintains relationship with such shell bank(s).

1.1.9. Existence in Sanction List - No account shall be opened or operated

in the name of any persan or entity listed under sanction list (e.g.
United Nations Security Council Resolutions) (UNSCRs), OFAC list
efc), adverse media list of their associates having suspicion of
being involved in terrorist or terrorist financing activities and
proscribed or enlisted by Bangladesh Gavernment.
Bank shall net open an account where it is unable to apply
appropriate customer due diligence measures i.e. when the bank
is unable to verify the identity and/or obtain documents required
as per risk categorization due to non cooperation of the customer,
While undertaking due diligence procedures, bank must be careful
to avoid harassment to the customer.

Customer Identification - Customer identification is an essential element of
KYC standards. The customer identification process applies naturally at the outset
of the relationship. To ensure that records remain up-to-date and relevant, there
's a need for bank to undertake regular reviews of existing records. An
appropriate time to do so is when a transaction of significance takes place, when
customer documentation standards change substantially, or when there is a
material change in the way that the account is operated. However, if the bank
becomes aware at any time that it lacks sufficient information about an existing
customer, it should take steps to ensure that all relevant information is obtained
as quickly as possible. Once verification of identity has been satisfactorily
completed, no further evidence is needed to undertake subsequent transactions.
However, information should be updated or reviewed as appropriate and records
must be maintained.

What Constitutes a Customer’s Identity - Identity generally means a set of
attributes which uniguely defines a natural or legal person. There are two main
constituents of a person’s identity, remembering that a person may be any one of
a range of legal persons (an individual, corporate body, partnership, etc). For the
purposes of this guidance, the two elements are:

1.3.1. the physical identity {e.g. Birth Certificate, TIN/VAT Registration,
Registration  Certificate, ~ Certificate  of  Incorporation,
Passport/National 1D/ Smart ID etc.); and the activity undertaken.
Confirmation of a person’'s address is also useful in determining
whether a customer is resident in a high-risk country. Knowledge
of both residence and nationality may also be necessary, in a non

money-laundering context_to aveid breaches of UN or other
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international sanctions to which Bangladesh is a party. Where a
passport is taken as evidence, the number, date and place of
issuance should be recorded.

The other main element in a person's identity is sufficient
information about the nature of the business that the customer
expects to undertake, and any expected or predictable, pattern of
transactions. For some business these may be obvious, however,
for more complex businesses this may not be the case. The extent
of the description required will depend on the bank's own
understanding of the applicant's business.

Once account relationship has been established, reasonable steps
should be taken by the bank to ensure that descriptive information
is kept up to date as opportunities arise. It is important to
emphasize that the customer identification process does not end
at the point of application. The need to confirm and update
information about identity, such as changes of address, and the
extent of additional KYC information to be collected over time will
differ from sector to sector and between institutions within any
sector. [t will also depend on the nature of the product or service
being offered, and whether persenal contact is maintained
enabling file notes of discussion to be made or whether all contact
with the customer is remote.

Lustomer Type Wise Account Opening and Operating Procedure:

Customer type wise account opening and operating procedure: special check points

Customer Type Procedure
Individual 1. In case, customer is involved in multiple
profession/ business, bank shall consider
nature of business with highest risk rating while
assessing the risk.

2, Signature of nominee and beneficial owner not
required

3. If a customer holds NID (which has been
verified by bank with EC database), ne
introduction will be required. However, if the
customer wants to establish relationship with
identity document other than NID, he/she has to
be introduced by an axisting account holder or
any person having NID, acceptable to the bank.
Branch/office official checks whether the
photagraph of account holder is attested hy
introducer (in applicable cases) and the
signature of the introducer matches with the
one available in CBS/NID.

4 It is encouraged to have Nominee within

iediate family members. However, if any
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Customer Type : oD i Procedire
customer wanis to assign a person as nominee,
who is not an immediate family member, he/she
has to state the reason behind assigning such
PErson as nominee,
Joint Account Holder Bank shall:
i 1. Ensure the purpose of opening joint account;
' 2. ldentify the relationship betweenfamong the
applicants;
3. Complete due diligence for all the applicants;
4. Create separate CIF in CBS for each applicant (if
there is no CIF earlier);

5. Complete separate KYC for all the applicants;

6. Highest risk grading of any of the joint applicants
shall be the risk grading of the aecount.

Bank shall;

1. Ensure the purpose of opening an additional
account;

2. Make sure that the account is apened with UCIC

Existing Customer already assigned to that customer;
3. Updated information of CIF supported by

. document(s), if there i5 any
change/addition/deletion as per PBL Branch
Netwark

| 4. Operations Manual and SOP on implementation
of UCIC.

Self-employed individuals/ 1. Collect document(s) in suppart of profession.
professionals 2. If no document is available, obtain written

declaration on self- employment acceptable to
bank.

Bank shall:

1. Complete KYC procedures for the entity as well
as for the beneficial owner of the proprietorship
firm (to be identified as per the SOP en
identification & due diligence for B0).

Proprietorship 2. Accounts opened in the name of proprietary

' cancern shall be operated by the proprietor. Any
person other than proprietor shall be allowed to
operate the account if authorized to do so either
by way of mandate or power of attorney.

3. Ensure having official seal of the propristor
affixed et appropriate places of the AOF and
other documents, as applicable.

4. No introduction is required for proprietorship
cancern. ,

5. Assignment of nominee for proprietorship
concern is not encouraged. However, if any
customer wants to assign nominee then

nominee may be allowed on completing due
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diligence ie. have the nominee related
information form filled in with photo and identity
proof document.

Fartnership Firm

Bank shall:

1. Study the clauses under partnership deed and
prefer deed that is registered.

2. Complete KYC procedures for the firm as well
as for the beneficial owners of the partnership
firm (to be identified as per the SOP on
identification & due diligance for BO),

3. Complete due diligence for the signatories and
neneficial owners.

4. Ensure having official seal of the firm and of the

partners/signatories (if and as applicable)

affixed at appropriate places of the AOF and
other documents, as applicable.

No introduction is required for partnership firm.

6. Do not accept nominee for partnership firm as
per section 103 of Bank Company Act 1991
(Amendment 2013).

s

Limited Company

Bank shall:

1. Identify the beneficial owner(s) as per the SOP
on identification & due diligence for BO;

2. Ascertain the power of the signatories with
regard ta the aperation of the account as per
Board Resolution/Articles of Association.

3. Complete due diligence for signatary (ies), top 5
directors in terms of shareholding (as per BRPD
directives) and beneficial owner(s).

4. Complete KYC procedures for the Llimited
company as well as for beneficial owner(s).

5. Ensure having official seal of the signatory (ies)
(as applicable) affixed at appropriate places of
the AOF and other documents, as applicable,

6. Neo introduction is required for Limited
Company.

7. Do not accept nominee for limited company as
per section 103 of Bank Company Act 199
(Amendment 2013).

Executors,
Administrators,
Trustees

Bank shall:

1. Determine whether the customer is acting on
behalf of another person as
trustee/executor/administrator. If so, obtain
satisfactory evidence of the identity of

o the trusteefexecutor/administrator
and
o the persons on whose behalf they are

f;
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2. Ensure power/authority of signatories of the
account as per the trust deed.

Bank shall:

1. Check the resolution from the board/governing
body/executive committee and specify the

NGOs, Clubs, Charitable persons authorized to operate the account

2. Complete due diligence for signatory(ies), 5 EC
members and beneficial owner(s)

Organizations, Societies, and 3. Nointreduction is required

4, Obtain an undertaking as well as fresh
resolution from Governing Body/Board  of
Trustees/Executive  Committee/sponsors  to
inferm the bank about any change of control or
ownership during operation of the account.

Foreign Nationals Bank shall:

1. Ensure the purpose of opening account;

2. Check whether the individual has documents to
support his/herftheir stay in Bangladesh
(applicable for those who are residing in
Bangladesh);

% chcw Foreign Exchange Regulation Act, 1247
an
Guideline for Foreign Exchange Transaction
meticulously;

4 Follow any other regulatory manuals, circulars,
directives and instructions as applicable.

5. Any other instructions and guidelines that may
be issued by PBL time to time.

Neon-Resident Bangladeshi Bank shall:

1. Ensure the purpose of opening account;

2. Check whether the individual has documents to
support his/her/their stay outside Bangladesh;

3. Follow all relevant Acts, rules and regulatory
guidelines, manuals, circulars, directives and
insturctions as applicable;

4. Follow any other instructions and guidelines that
may be issued by PBL from time to time. |

Politically Exposed Persans (PEPSs), Bank shall: !

Organizations, Social

Aszociations etc.

Influential Persons (IPs), Senior 1. Perform enhanced due diligence while |
Officials or Chief of International establishing and maintaining relationship with
Organizations (10s), their family PEPs/IPs/senior officials of international

members and close associates organization{s) and their family ,

member(s)fclose associate(s);

2. Follow SOP on PEP account management

3. Follow Foreign Exchange Regulation Act, 1947
and Guideline for Foreign Exchange Transaction
meticulously for non- residents.

Minors Bank shall:

1. Have the account opening form and document(s)
(as applicable) signed by the guardian;

2. Ensure thal the account is operated by the

——
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guardian until the minor becomes a major;
Ensure completing individual information form
for both the minor and guardian and both the
forms should be signed by the guardian;

Identify beneficial owner, if any as per the SOP
on identification & due diligence for BO:
Complete KYC profiles for both the minor and
the guardian.

Consider risk rating of the KYC profile with
nigher risk as the ultimate risk rating of the
account.

Government Organizations

Bank shall;

1.
2.

3

4.

Ensure purpose of opening the account;

Ensure completing individual information
form by the signatory(ies);

Ensure that government accounts are not
opened in the name of the gavernment official;
Complete KYC profile for the government
organization.

Walk-in Customers
(nen-account holder
customers)

Bank shall obtain information of walk-in customers
as per BFIU and AML & CFT directives.

Correspondent
Eanksf!nstitytinns

Bank shall

&

Obtain information as per instruction of BFIU
circular No. 26 dated prescribed format provided
by AML & CFT Division of Head Office, Annexure-;
Ascertain  publicly available information
whether the correspondent bank has been
subject to any money laundering or terrorist
financing investigation or regulatory action;

Be satisfied about the nature of the business;

Be sure about the effective supervision of that
foreign institution by the relevant regulatory
authority;

Should not establish or maintain any
correspondent relationship with shell bank and
those who maintain relationship with shell
bank;

Ensure  Enhanced Due Diligence while
establishing and/or maintaining business
relationship with entities of High Risk and Non-
Cooperative Jurisdiction;

If any respondent bank allows direct
transactions by their customers to transact
business on their behalf (ie. payable through
account), the corresponding bank must be sure
_about the appropriate COD of the customer has
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been completed by the respandent bank;

8. Obtain  approval from CAMLCO before
establishing and while continuing any
relationship

9. Perform enhanced monitoring on an ongoing
basis and KYC to be reviewed regularly.

Customers Who
Want to Open
Resident Foreign
Currency Deposit
(RFCD) Account:

1. Eligible customers can open RFCD accounts
with Authorized Dealer Branches of PBL;

2. Any Bangladeshi citizen ordinarily resident in
Bangladesh may open RFCD account with
foreign exchange brought in at the time of their
returns from travel abroad,

3. Foreign Exchange Regulation Act, 1947 and
Guideline for Foreign Exchange Transaction and
circulars issued from respective department of
Bangladesh Bank.

4. PPG and circulars on RFCD account (if any) by
relevant division of PBL to be followed.

Customers Who Want to open
Non-Resident Foreign Currency
Deposit (NFCD) Account

a) Eligibility:

Individual NFCD Account:

1. Bangladeshi nationals residing abroad such

as: wage earners;

2, Persen having dual nationality and ordinarily
residing abroad [any foreign Valid Passport
holder of Bangladeshi origin (usually by birth)
and Bangladesh™ mar];

3. Bangladeshi nationals serving at embassies/high
commissions of Bangladesh in foreign
countries;

4, Bangladeshi  nationals  working  with
fereignfinternational organizations operating in
Bangladesh, provided thew salary is paid in
foreign currency,

5. Shore staff abroad of Bangladesh Shipping
Corporation,

Non-Individual NFCD Account:

1. Foreign companies/firms registered and/or
incorporated abroad:

100% foreign owned (A-Type) industrial units in
the Export Processing Zones;

b) Bank shall follow:

1. Foreign Exchange Regulation Act, 1947 and
Guideline for Foreign Exchange Transaction and
circulars issued from respective department of
Bangladesh Bank;

2. PPG and circulars on NFCD account (if any) b
relevant division of PBL to be followed.

Customers Who Want to Open

pirs = &
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Export Retention Quota (ERQ

Direct Exporters
Deemed Exporters
Service Exporters

Account

ol

gxport

| b) Bank shall follow PPG and circulars on ERQ

| account (if any) by relevant division of PBL ta be
| followed.

Govt. approved recruiting agents for manpower

Document or Strategy for Verification of Address

The address of the customer has to be verified following SOP on Risk Based CPV.
Indicative list of standard documents for opening account and verifying
profession, nature of business and sources of funds - Establishing the identity of
customers is vital under Customer Due Diligence (CDD), for acceptance or
rejection of customer. The customer identification means identifying the customer
and verifying his/her identity by using reliable independent source, documents,
data or information. Documents are to be obtained according to Acts, Rules,
Manuals, Guidelines, and Circulars, Circular Letters issued by concerned
authority and various divisions/departments of head office time to time.

Bank shall alse perform enhanced due diligence as it deems required specially
while dealing with Privilege Banking Customers,

In case of enhanced due diligence, bank shall follow ML & TF Risk Management
Policy and thus shall obtain additional information on the identity of the customer
from independent and reliable sources document in support of source of
funds/asset in the account, preferable the one having financial figures on it, such

as salary certificate, cash flow statement, bank loan document, other bank
statement etc.

seal & signature) issued by
competent authority such as,
Municipality/City Corporation/Union
Parishad/Embassy/Cantonment
Board.

2. Photograph of

~ CustomerType| Indicative List of Standard Documents Indicative List of Documents for
; Verification of Profession, Nature
of Business and Sources of Funds
Individuals/ | 1. Document(s) in support of identityof » Salary Certificate (for the
Joint Account the applicant(s), nominee(s) salaried person)
Holders . beneficial owner(s) and mandatee(if » Employment ID (For
any). accertaining level of
= National ID Card; or Valid empaloyment)
Passport; or > Self-declaration acceptable
# Birth Registration Certificate; (with to the bank (commensurate

withdeclared occupation);

# Documents in support of
income of the beneficial awner
(if any).

¥ Valid Trade License (if the
customer is a businessperson);
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CustomerType| Indicative List of Standard Documents Indicative List of Documents for
Verification of Profession, Nature
of Business and Sources of Funds
» Applicant{s) (attested by introducer, » E-TIN (if any);
if applicable) » Documents of property sale
> Nominee(s) (attested by applicant) (if applicable);
» Beneficial Owner (attested by % Other bank statement (if
applicant) any); Document of FDR
‘ » Mandatee (attested by applicant) encashment(if aplicable);
; 3. Document in support of the address % Document of foreign
| of the individual remittance (if any fund comes
! from outside the country);
‘ Document of retirement benefit
(if applicable);
» Tax payment proof document
issued by competent authority;
> Bank loan documents (if any), etc.
# Copy of share and debenture
, partfolio;
Sole 1. Document(s) in support of identity of | > Valid Trade License;
Proprietershi  the Proprietor: » E-TIN;
p (Individuals # National ID Card; or Valid » Self-declaration acceptable
Engaged in » Passport; or to the bank; (commensurate
Business # Birth Registration Certificate; (with with nature and volume of
Activities) seal & signature) issued by business):
competent authority such as, | » Documents of property sale.
Municipality/City Corporation/Union (if any fund is Injected by
Parishad/Embassy/Cantonment selling personal property);
Board, # Other bank statement (if
2. Phetograph of any);
» Proprietor; » Document of FOR
» Beneficial Owner (to be identified as endashment (if any fund is
per the S0P on identification & due injected by en-cashing
| diligence for BO FOR):
| > Bengflmal Owner (attested by > Document  of foreign
l _ applicant) , remittance (if any fund
# Mandatee (attested by applicant) CuNiEE. T el B
3. Document in support of address of the country);
> Entity, S Banl Toar Unsumishls (if
+ Fraprilos any), Personal borrowin
4. Document(s) in support of identity of [.f!;' - g
the Proprietarship Cancern: 5 C; r:"rf Isizfe & Deksntirs
» Valid Trade License; P‘“‘tf -
# Rent receipt of the shop (if the shop is . el
esitalh > Tax paymelnt proof
; » Ownership documents of the shop (i.e. e ’SSU_E[' by
purchase documents of the shopper Fumpz_atent authority;
inheritance documents): # Financial statement of last
5 year.

Membership certificate of any
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CustomerType| Indicative List of Standard Documents Indicative List of Documents for
Verification of Profession, Nature
of Business and Sources of Funds

association; (Chamber of commerce,
market association, trade association
i.e.; hardware association, cloth
merchant association, hawkers
association, etc.):
» VAT registration number (optional);
~ Any other documents that satisfy the

bank.
One Person 1. Document(s) in support of identity » Valid Trade License;
Company and operation of the OPC: > E-TIN;
(0OPC) # Valic Trade License; » Self-declaration
» Certificate of incorporation; acceptable to the
= Memorandum of Assaciation bank.
(Registered); (commensurate
» Articles of association (Registered); with nature and
» Pawer of attorney/mandate granted volume of
to the respective manager, business);
officials or employees to transact » Documents of
business on its behalf: property sale. (if
2. Document(s) in support of identity any fund is injected
of the by selling personal
» Owner property);

# Other bank
statement (if any);
» Document of FOR
encashment (if any
fund is injected by
en-cashing FOR);
# Other bank
statement (if any);
# Document of FOR
encashment (if any
fund is injected by

» Authorized Signatories

» Beneficial Owner;

» National ID Card; or

» Valid Passport; or

> Birth Registration Certificate (with
seal & signature) issued by
competent autharity such as
Municipality/City
Corporation/Union
Parishad/Embassy/Cantanment

Pnnfgﬂe:-rd_h ; en-cashing FOR);
% IR » Daocument of foreign
» Owner;

remittance (if any

» Each authorized signateries Kl peipa S

» Beneficial Owner

. outside the
Document in support of address of the country);
» Entity ¥ Bank loan
# Owner and authorized signatories documents (if any);

# Personal borrowing (if any) etc:

» Copy of Share & Debenture

| ' Portfolio;

| # Tax payment proof document

| issued by competent autharity;
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CustomerType| Indicative List of Standard Documents Indicative List of Documents for
. Verification of Profession, Nature
of Business and Sources of Funds
» Financial statement of last year.
Partnership Document(s) in support of identity and » Valid Trade License;
Firms operation of the Partnership Firm: » E-TIN;
| = Valid Trade License; » Document of property sale.
| = Partnership deed {preferably ' (if any fund is injected by
' registered). For loan account selling property of any
registration is mandatory. partner);
» Resolution of the partners, > Dther bank statement (if
specifying operational any);
guidelines/instruction of the ¥ Document of FOR en-
partnership account. cashment; (if any partner
» Rent receipt of the office injected capital by en-
space/shop (if the space/shop is cashing personal FDR);
rental); » Document of foreign
» Dwnership documents of the shop remittance (if any fund
(i.e. purchase documents of the comes from outside the

I shop or inheritance documents); country);

! = Membership certificate of any » Bank loan documents (if any);
association. (For example, » Personal borrowing (if any);
chamber of commerce, market » Copy of partfolio;

| association, trade association i.e.; » Tax payment proof document

| hard ware association, cloth issued by competent
merchant association, hawkers’ authority;
association etc.); » Financial statement of last

» VAT registration number (optional); year;
» Any other documents that satisfy > VAT registration/BIN,
the bank.
Document(s) in support of identity of
each of the partners
» National ID Card; or
» Valid Passport; or
| » Birth Registration Certificate (with
| seal & signature) issued by
competent authority such as
Municipality/City
Corporation/Union
Parishad/Embassy/Cantonment
Board.
Photograph of
~ Each signatory,
# Beneficial Owner (to be identified
as per the SOP on identification &
due diligence for BO)
Document in support of address of the
‘,yJ Page 136 of 194
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Indicative List of Standard Documents

" Indicative List of Documents for
Verification of Profession, Nature
of Business and Sources of Funds

# Entity

| = Signatary

Private
Limited
Company

1. Document(s) in support of identity
and operation of the company:
# Valid Trade License;

| # Certificate of incorporation;

» Memorandum of Association
(Registered);

» Updated list of directors with
ownership structure (Form XIi +
Form X) ;

| » Resolution of the board of directors

to open an account of those who
will operate the account;

» Power of attorney/mandate granted
to its managers, officials or
employees to transact business on
its behalf;

# Permission from
regulatory/competent autharity to
receive foreign remittance.

2. Document(s) in support of identity of

each of the

' » Authorized signatories;

» Top 5(five) Directors in terms of
shareholding:

> Beneficial Owners:
a) National ID card;
b) Valid Passport; or
c) Birth Registration
Certificate (with seal &
signature) issued by
competent authority, such as
Municipality/City
Corporation/Union
Parishad/Embassy/Cantonmen
t Board etc.

3. Photograph(s) of:

 » Each authorized signatories;

» Top Sifive) directors in terms of
share nolding;

» Beneficial Owner (to be identified
as per the SOF on identification
and due diligence for BO).

# A copy of last available financial
statements duly authenticated
by competentautharity;

# Other bank statement;

# Valid Trade License;

» E-TIN;

# VAT registration/BIN;

# Bank loan documents (if any),
etc.

# Tax payment proof document
issued by competent
authority;

# Any other legal document
specifying source of fund.
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CustomerType| Indicative List of Standard Documents | Indicative List of Documents for
| Verification of Profession, Nature
of Business and Sources of Funds

| & Document in support of address of
| the,

| > Entity;

# Authorized Signatories

Public 1. Document(s) in support of identity
Limited and operation of the company: » A copy of last available
' Companies » Valid Trade License; financial  statements  duly
» Certificate of incorporation, certified by a professional
» Certificate of commencement of accountant;
business; > Other bank statement (if any);
» Memaorandum of Association > Valid Trade License;
(Registered); > E-TIN;
# Updated list of directors with # Cash flow statement; VAT
ownership structure (Form XIl + registration/BIN;
FormX) ; » Bank loan documents (if any);
> Resolution of the board of directors Tax payment proof document
to open an account of those who | issued by competent authority;
will operate the account; Any other documents of legal
» Power of attorney granted to its SRMELE, =M.

managers, officials or employees
to transact business on its behalf:
> Permission from
regulatory/competent authority to
receive foreign remittance.
2. Document(s) in support of identity of
each of the
# Authorized signatories;
# Top 5(five) Directors in terms of
shareholding:
| » Beneficial Owners:
' d) National |0 card:
e) Valid Passport; or
f) Birth Registration Certificate
(with seal & signature) issued
by competent authority, such
as Municipality/City
Corporation/Union
Parishad/Embassy/Cantonmen
t Board etc.
5. Photograph(s) of:
# Each authorized signatory;
# Top 5(five) directors in terms of
share holding;
# Beneficial Owner (to be identified

o
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CustomerType| Indicative List of Standard Documents | Indicative List of Documents for
: - | Verification of Profession, Nature
| of Business and Sources of Funds
| as per the SOP on identification
and due diligence for BO).
6. Document in support of address of
the;
# Entity;
# Authorized Signatories
# Government order/statute N/A
regarding formation of the
entity/notification;
» Document related to opening and
operation of account;
# |0 documents of those who
Gavern- have authority to operate the
ment- account;
Owned Photograph of the
Entities » operator(s);
» Document in support of address
verification.
» Government order/statute regarding] » Donation/ Subscription/ Foreign
formation of the entity/natification: or Local Aid (if any);
Semi Govt. / > Document related to opening and > Gavernment/Other Specific
Corporation/ | operating the account; Approved Fund (if any),
Statutory / | # ldentification  of those who » Other bank statement (if any);
Autonomous | have authority to| » Any other documents of legal
Body ! operate the account; source, etc.
» Photograph  of the  operator(s);
Document in support of address
verification.
1. Document(s) in support of identityand | » A copy of last available financial
operation of the entity: statements duly certified by a
# Bye-laws (certified copy); professional accountant;
~ Certificate of registration/permission | » Other bank statement;
document issued under relevant Acts | » E-TIN;
or by competent authority (as » Certificate of grant/aid;
| applicahle)- Subscription (if
| # Societies Registration Act applicable);
| | » Cooperative Societies Act > If unregistered, declaration of
: i # Ministry of Social Welfare guthorized  person/body  (if
| > Ministry of Religious Affairs applicable);
NGO ar NPO - » Ministry of Commerce » Bank loan documents (if any);
or Charities or | > NGO Bureau » Tax payment proof document
Religious # Sub-registry Office issued by  competent
Organisations # Any other act/competent authority authority:
" or Clubs or documents related to nat » Any other documents of legal

ure of the

-
g
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CustomerType| Indicative List of Standard Documents | Indicative List of Documents for
Verification of Profession, Nature
of Business and Sources of Funds

Societies entity;

# Permission from
regulatory/competent authority to
receive foreign remittance;

# List of executive
committee/management committee/
directors;

# Resolution of the executive
committee/management committee/
directors to open account, and
identification of those who have
authority to operate the account.

2. Document(s) in support of identity of
each of the
» Authorized signatories;
» b executive committee members;
» Beneficial owners;
o Natignal ID Card; or
o Valid Passport; or
o Birth Registration Certificate
(with seal & signature) issued
by competent authority such
as Municipality/City
Corporation/Union
Parishad/Embassy/Cantonmen
t Board,
3. Photograph of the

-

+~ Each authorized signatories;

.~ Bexecutive committee members;
-~ Beneficial Owner:

4. Document(s) in support of identity each
of the
> Entity;

e

+ Authorized signatories;

source;

Educational

1. Document(s) in support of identity and

» A copy of last available
Institute operation of the entity: financial statements duly
| {School/Colle # Formation document certified by a professional
g » Certificate of registration/permission accountant;
| e/Madrasah/ document issued under relevant Acts | > Other bank statement (if any);
| University) or by competent authority (such as Valid Trade License (as
; Ministry of Education/ UGC / Ministry applicable);
of Religious Affairs / Relevant Govt. | > E-TIN:
Autharity) ¥ Cash flow
# Serial number & date pertaining to statement,VAT
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Indicative List of Standard Documents

 Indicative List of Documents for
| Verification of Profession, Nature
| of Business and Sources of Funds

certificate  issued from
authoritysuch  as UND,  Union
Parishad Chairman, Ward

commissioner etc.)
+ Information of executive committee/
management
committee/governingbody;
» Resolution of the executive
committee/management committee/

local

registration/BIN;

» Bank loan documents (if any);
Oonation/ Subscription/
Fareignor Local Aid;

» Government/Other Specific
approved Fund;

» Tax payment proof document
Issued by competent authority,
Any other documents of legal

Trusts,
Foundations or

Similar Entities

» Bye-laws (certified copy);

» Certified true copy of the Trust Deed;

» Certificate of registration issued by
competent authority (if any);

# Informatian of the executive
committee/ management
committee/directors/ trustee board:

directors to open account, and source, etc.
# ldentification of those whe have
autherity to operate the account;
~ Educational Institution Identification
Number (Optional)
2. Document(s) in support of identity of
each of the
~ Authorized signatories;
# Governing body/EC member;
~ Beneficial Owners;
= National ID Card; or
= Valid Passport; or
o Birth  Registration Certificate
(with seal & signature) issued
| oy competent authority such
as Municipality/City |
Corporation/ Union
Parishad/Embassy/
Cantonment Board.
| 3. Photograph of
| # Each authorized signatory;
' » Governing body/EC member;
# Beneficial Owner;
4, Document in support of address of the
~ Entity, 5
» Authorized Signatories; !
1. Document(s) in support of identityand » A copy of last available |
operation of the entity: financial  statements  duly

certified by a professional (if
registered);
Other bank statement;
Detail of denation (if any);
o Form forforeign
remittance (As & when
remittance is received);
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Indicative List of Standard Documents

Indicative List of Documents for
Verification of Profession, Nature
of Business and Sources of Funds

» Power of attorney allowing transaction
in the account;
# Registration Certificate from
Regulatory/Competent Authority;
# Resolution te open account, and
Identification of those who have
authority to operate the account;
» Serial number & date pertaining to
certificate issued from local authority
I such as UNO, Union Parishad
Chairman etc. (Opticnal)
2. Document(s) in support of identity of
each of the
Autharized signatories;
Members of trustes board;
Beneficial owners:
a) National I0 Card; or
b) Valid Passport; ar
c; Birth Registration Certificate {with
seal & signature) issued by
competent authority such as
Municipality/ City
Corporation/Union Parishad/
Embassy/ Cantonment Board
(Please see nate 2).
3. Photograph of
~ Each authorized
signatory;

» Members of trustee
board;

» Beneficial owner.

4. Document in support of address of the
» Entity
» Authorized Signatories

5. In case of Turst Cum Settlement

Account, follow “Guidelines for Trust Fund

Management in payment and settlement

service”.

YN W

o Certificate of grand/
Aid.

Bank and 1. Document(s) in support of identityand | > A copy of last available financial
Financial ' operation of the company: statements duly certified by a
Institutions ~ Valid Trade Licenseg;

|+~ Certificate of incorporation;

= Certificate of commencement
ofbusiness;

» Memaorandum and

association;

articles of

professional accountant;

# Bank loan documents (if any);
Valid Trade License;

# E-TIN;

# Other bank account;

# VAT registration/BIN;
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CustomerType| Indicative List of Standard Documents | Indicative List of Documents for
: | Verification of Profession, Hature--
| of Business and Sources of Funds
| » Updated list of directors with | 3> Tax payment proof document
ownership structure (Form Xl + Form issued by competent authority;
X # Cash flow statement;
» Global  Intermediary  Identification | > Any other documents of

Number (GIN):

# Resolution of the board of directorsTo
open account;

# Of those who  will
account;

# Power of attorney/mandate granted to
its managers, officials oremployees to
transact business onits hehalf:

» E-TIN;

# VAT registration number.

2. Document(s) in support of identityof
each of the

~ Authorized signatories;

~ Top 5 Directors in terms of shareholding

~ Beneficial owners:

~ National ID Card; or

» Valid Passpaort; or

~ Birth Registration Certificate (with
seal & signature) issued by
competent  authority such as
Municipality/ City CorporationfUnion
Parishad/ Embassy/ Cantonment
Board (Please see note 2),

operate the

legalsource, etc.

3. Photograph of
~ Each authorized signatory
» Top 5 directors in terms of
: shareholding
# Beneficial owner (te be identified as
per the S0P on identification & due
diligence for BO)
4. Document in support of addressof
. the -
| +~ Entity
i # Authorized signatories
» Appointment letter/transfer order of N/A
the high commissionerfambassador/
expatriate employee;
. » Copy of permit as diplomat/expatriate
| employee from foreign ministry of
| Bangladesh;
| Embassies/ » Copy of Valid Passport with visa of the
' Mlsstﬂnsfmgh individual(s) whao |s}are the aperator or
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signatory/ operator of the account
with his/her specimen signature:
~ Photographs of
o Account  holder  (duly
attested)
o Nominee (duly attested)
» QA-22 Form {as per FEX guidaline)
Note: Expatriate employees of the
Embassies/Missions/High Commissions
may alse open savings account for
with drawing their money in local
currency.

CustomerType| Indicative List of Standard Documents | Indicative List of Documents for
: I Verification of Profession, Nature
_ of Business and Sources of Funds
Commissions signatory of account;
(Private # Photographs of operator/signatory
Foraign (duly attested);
Currency » ApprovalfAuthorization  letter  for
Account, opening FC account in official pad of
Convertible the Embassy/Mission mentioning th
Taka name and designation of th\:‘
Account) signatory/operator of the account with
his/her specimen signatures;
» Other relevant document(s) in support
of opening account.
Expatriate » Copy of Valid Passport of individual | N/A
employees of with visa for staying in Bangladesh;
Embassy/Missi | » Appointment letter/transfer order of
ons (Private high commissioner, ambassador/
Foreign expatriate employee;
Currency » Approval/authorization  letter  for
Account, opening FC account in official pad of
Convertible Taka the Embassy/Mission mentioning the
 Account) name and designation of the

Foreign National-|
Individual

1. Document(s) in suppart of identity of
the  applicant(s), nominee(s),

- beneficial owner(s) and mandatee (if
any):

# National ID Card; or

» Valid Passport with visa page (as
applicable); or

» Birth Registration Certificate (with
seal & signature) issued by
competent  autharity such  as
Municipality/ City CorporationfUnion
Parishad/ Embassy/ Cantonment

Board (Please see note 2).

# Work permit;

~ Employment  Certificate  with
salary from the employer;

» Self-declaration acceptable to
the bank (commensurate with
declared occupation);

# Documents in support of (if

» any);

# Other bank statement (if
any); Document of foreign
remittance (if any fund
comes from outside the
country).
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| CustomerType

Indicative List of Standard Documents

Indicative List of Documents for
Verification of Profession, Nature
of Business and Sources of Funds

2. Photograph of
~ Applicant(s) (attested by introducer)

o

Nominee(s) (attested by applicant)
Beneficial owner  (attested by
applicant)

Dacument in support of address

Form QA-22

Documents in support of stay in
Bangladesh

Any other document as in the PPG

and circulars (if any) of the relevant

division of PBL.

Foreign National
- Firm/
Company/ Joint
Venture
Contracting

v

-

Form QA-22:
Documents in support of registration
in Bangladesh issued by-

# Registrar  of  Joint  Stock
Companies and Firms (RJSC); and
follewing as applicable;

» Bangladesh Investment
Development Authority (BIDA); or

» Bangladesh  Economic  Zones
Authaority (BEZA); or

» Bangladesh Export Processing
Zones Authority (BEPZA); or

» Export Processing Zone (EPZ); or

# Any other competent authority (if
any).

Dacument(s) in support of identity

and operation of the entity (as

applicable);

Joint venture contract Memorandum
and Articles of Association/Deed of
Partnership/ Bye-laws;

Service Cantract/Appointment
Letter/Work Permit, if any, for
operation of the account;
Resolution:

* Toopen account
Regarding  authority
operate the account;
List of authorized signatories and
members of the governing
bodiesfmanagement  committee
(as applicable);
In case the

to

signatory(ies)/

= A copy of last available; financial
statements duly certified by a
professional accountant;

> Other bank statement;

» E-TIN;

= Certificate of grant / aid:

> FIRC (Foreign Inward Remittance
Certificate); from BIDA/work
permit;

» Declaration in “C" Form for
foreign remittance (As & when
remittance is received);

» Any other documents of legal
source;

beneficial isfare

|
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CustomerType

Indicative List of Standard Documents

| of Business and Sources of Funds

Indicative List of Documents for
Verification of Profession, Nature

foreigner, Valid Passpert with
visa page and work permit, as
applicable;

In case, the
signatory(ies)/beneficial owner(s)
isfare Bangladeshi , document(s)
in support of identity (NID/Valid
Passport/Birth Registration + any
other photo ID acceptable to the
bank, if photo ID not available,
then certificate from respectable
person);

Photographs of the
signatory(ies) and  beneficial
owner(s);

Permission number & date from
Bangladesh Bank for foreign
company/ firm Chamber of
Commerce & Industry
Certificate No. & Date

Y

v

W

Customers,
WhoWant to
Open Non-
Resident
Bangladeshi
(NRB) Account

1. Document(s) in support of identity of
the applicant(s), nominee(s),
beneficial owner(s) and mandate
(if any):
# National ID Card; or
» Valid Passport with arrival seal
page (as applicable); or
Valid Passport with visa;
Birth Registration Certificate (with
seal & signature] issued hy
competent authority such as
Municipality/ City
Corporation/Union  Parishad/
Embassy/ Cantonment Board.
2. Photagraph of
» Applicant(s) (attested by introducer, if
applicable);
> Nominee(s) (attested by applicant);
~ Beneficial owner, if any (attested by
applicant).
3. Document in support of address
Documents in support of stayingabroad-
Work Permit
Residence Permit
Any other document in support of stay

v ¥

Y ¥ Y

» Employee ID (For ascertaining

level af employment);

Self-declaration acceptable to

the bank. (commensurate with

declared occupation);

» Documents in support of (if
any);

» Documents of foreign

remittance (if any)/FMJ form

(as applicable);

Overseas bank statement;

Tax payment proof document

Issued by competent authority.

\;f'

L

—
i

» Document in support of the |

Document(s) in support of identity of

o
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CustomerType

Indicative List of Standard Documents

of Business and Sources of Funds

Indicative List of Documents for
Verification of Profession, Nature

Minar

the minor(s), guardian(s), nomineg(s)

and beneficial owner(s) (if any):

» National ID Card; or

> Valid Passport; or

» Birth Registration Certificate (with
seal & signature) issued by
competent authority such as
Municipality/ City
Corporation/UnionParishad/
Embassy/ Cantonment Board

Photograph of

# Minor(s) (attested by introducer);
Guardian(s) (attested by
introducer, ifapplicable);

» Nominee(s) (attested by guardian);
Beneficial owner, if any (attested
byguardian).

Guardianship certificate issued by

competent court (if appeinted by the

court).

> Documents in support of (if

source of fund (as applicable);
e.g. Income of parents Self-
declaration acceptable to the
bank. (commensurate  with
source of fund);

any).

Executors,
Administrators

Letter of administration or probate
issued by competent court (as
applicable);

Details of A/C operator or signatories
with document(s) in support of
identity  (NID/Valid  Passport/Birth
Registration Certificate + any other
photo document acceptable to hank, if
photo document is not available,

Correspondent certificate from respeetable person);
Bank or » Photograph  of the  Executor/
Exchange Administrator.
House > Information to be obtained in the
format provided by Bangladesh
Financial Intelligence Unit (BFIU) and
- required documents.

' Individual 1. Document(s) in support of identity of | » Copy of employer certificate/
Customer, the applicant(s), nominee(s) beneficial work  permit/  1-20  duly
who wants to owner(s) and mandatee(if any): attested by the concerned
Open NITA ~ Valid Passport with arrival seal page authority(ies);

(as applicable); or » Documents in  support of
# Valid Passport including  the income such as pay slip, bank

signature page with other relevant
pages to be duly attested by the
e,

concerned
Bangladesh

authority(ies),

statement eic,;

#In case the applicant is a
businessman, documents
showing existence of the

'Vp" Page 147 of 194
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CustomerType

Indicative List of Standard Documents

Indicative List of Documents for
Verification of Profession, Nature
of Business and Sources of Funds

High Commission/Notary Public of
the concerned countries/Bank who
havecerrespondent relationship with
PBL;

2. Photograph of

= Applicant(s) (attested by introducer);

# Nominee(s) (attested by applicant);

» Beneficial owner, if any (attested by
applicant).

3. Document in support of address.

4. For NRBs, documents in support of

staying abroad-

» Wark permit.

» Residence permit;

~ Any other document in support of stay

business and business income:
# Tax payer certificate by client's
local authority;
> Documents in  support of
beneficial owner's income (as
applicable).

Naon-individual
Customers,
Who Want to
Open NITA

' » Document(s) in support of identity

and operation of the entity:
» Business license (as applicable)
Certificate of incorporation;

» Memarandum and articles of
association;
» List of
directors;
# Resolution
e Toopen account
s Regarding authority to operate
theaccount;
» Power of attorney granted to its

managers, officials or employees to
transact business on its behalf;
» Document(s) in suppaort of identityof
each of the
Authorized signatories
Beneficial owners;
Mational 10 Card; or
Valid Passport with arrival seal page
(as applicable); or
Valid Passport including the signature
page with other relevant pages to be
duly attested hy the concerned
authaority(ies), i.e. Bangladesh
Embassy/ Bangladesh High
Commission/ Norary Public of the
concerned countries/ Bank who has
correspondent relationship with PBL
or

b i

1{; of

» Company tax certificate
fromlocal authority;

» A copy of last available
financial statements duly
certified by a professional
accountant;

» Bank statement;

» Documents in support of
heneficial (as applicable);
» Any  other  documents
acceptable to the bank as

proofef source of fund.
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CustomerType| Indicative List of Standard Documents Indicative List of Documents for
' Verification of Profession, Nature
of Business and Sources of Funds

» Birth Registration Certificate (with
seal & signature) issued by competent
authority such as Municipality/ City
Corporation/ Union Parishad/
Embassy/ Cantonment Board.

# Photograph of

~ Each authorized signatories;

~ Beneficial owner (to be identified as
per the S0P on identification & due
diligence for BO);

# Document in support of address of the

#» Entity;

| B Authorized Signatories

1.4, BAMLCO/GB In-Charge is the authorized official to verify/approve and update
customer information during account opening and operation of the account.
However, in absence of BAMLCO/GB In-Charge the Branch Manager will perform
the role of BAMLCO/GB In-Charge.

1.5. Beneficial Owner's form has to be filled in for each beneficial owner (if and as
applicable) and KYC of Beneficial Owner has to be completed.
1.6. If a customer wants to authorize another person to operate an account on

histher behalf, duly signed mandate form has to be obtained. In addition,
complete and accurate information of mandate holder have to be obtained and
praserved.

¥, PSD Circular No 07 regarding distribution of cash received from the value
declared products/parcels of the licensed Courier Services through banking
channel has to be followed for any entity involved in courier service business that
has a postal department license and is a member of the Courier Service
Association,

18. Obtaining FATCA status declaration from each customer (including beneficial
owner) is mandatory. If an individual customer is found to be the US person,
obtain copy of passport/proof of being the US person, social security card and
signed off form W9 from the customer in addition to the documents required to
complete standard COD. If nen-individual customer or its beneficial owner is
found to be the US person, communicate with the head of AML & CFT division or
his/her designate. As per FATCA regulation, natural person having ownership of
10% or above in an entity will be considered as the beneficial owner of the entity.

19. Persons without Standard |dentification Documentation - It is generally
believed that financial inclusion is helpful in preventing money laundering and
terrorist financing. Most people need to make use of the financial system at some
point in their lives. It is important, therefore, that the socially or financially
disadvantaged such as the elderly, the disabled, students and minors should not
be precluded from obtaining financial services just hecause they do not possess
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so. In these circumstances, 8 common sense approach and some flexibility
without compromising sufficiently rigorous AML procedures is accepted. Internal
procedures allow for this, and must provide appropriate advice to staff on how
identity can be confirmed in these exceptional circumstances. The important paint
's that a person's identity can be verified from an original or certified copy of
another document, preferably one with a photograph, Bank shall not allow ‘high
value' transactions to this kind of customers,

A certifier must be a suitable person, such as for instance a lawyer, accountant,
director or manager of a regulated institution, a notary public, a member of the
Judiciary or a senior civil servant. The certifier should sign the copy document
(printing his name clearly underneath) and clearly indicate his position or
capacity on it together with a contact address and phone number. In these cases,
it may be possible for the bank to accept confirmation from a professional (e.g.
doctor, lawyer, directors or managers of a regulated institution, etc) who knows
the person. Where the individual lives in accommodation for which he or she is
not financially responsible, or for which there weuld not be documentary
evidence of hisfher address, it may be acceptable to accept a letter from the
guardian or a similar professional as confirmation of a person's address. A
manager may authorize the opening of a business relationship if s/he is satisfied
with cenfirmation of identity circumstances but must record hisfher authorization
on the customer’s file, and must also retain this information in the same manner
and for the same period of time as other identification records.

Companies Registered Abroad - Specific measures should be taken when
establishing business relationships with companies incorporated or registered
abroad, or companies with no direct business link to Bangladesh. Such
companies may be attempting to use geographic or legal complication to
interpose a layer of opacity between the source of funds and their final
destination. In such circumstances, bank should carry out effective checks on the
source of funds and the nature of the activity to be undertaken during the
proposed business relationship. This is particularly important if the corporate
body is registered ar has known links to countries without anti-money laundering
legislation and procedures equivalent to Bangladesh's. In the case of a trading
company, a visit to the place of business may also be made to confirm the true
nature of the business.

Powers of Attarney/Mandates to Operate Accounts - The authority to deal with
assets under a power of attorney constitutes a business relationship and
therefore, where appropriate, it may be advisable to establish the identities of
helders of powers of atterney, the grantor of the power of atterney and third
party mandates, Records of all transactions undertaken in accordance with a
power of attorney should be kept.

Timing and Duration of Verification - The best time to undertake verification is
prior to entry into the account relaticnship. Verification of identity should, as soon
as Is reasonably practicable, be completed before any transaction is completed.
However, if it is necessary for sound business reasons to cpen an account or

Premicr Bat]k
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carry out a significant one-off transaction hefore verification can be completed,
this should. be subject to stringent contrals which should ensure that any funds
received are not passed to third parties. Alternatively, a senior member of staff
may give appropriate authority. This authority should not be delegated, and should
only be done in exceptional circumstances. Any such decision should be recorded
In writing. Verification, once begun, should normally be pursued either to a
satisfactory conclusion or to the point of refusal. If a prospective customer does
not pursue an application, staff may (or may not) consider that this is in itself
suspicious.

113, Risk Categorization- Based on Activity/KVC Profile - When apening accounts,
the concerned officer must assess the risk that the accounts could be used for
“money laundering”, and must classify the accounts as either High Risk or Low
Risk. The risk assessment may be made using the KYC Profile Form given in
Annexure- 2 of BFIU circular No. 26 dated 16.06.2020 in which following six risk
categories are scored using a scale of 1to 5 where summation of Risk Score =+15
denotes denotes High Risk, and less than 15 denotes Low Risk:

1.13.1. Product /Services type & channel Risk
1.13.2. Geographical Risk

1.13.3. Business or Occupational Risk

113.4, Relational Risk

1.13.5. Transactional Risk

113.6. Transperancy related Risk

114, KYC Profiles and Transaction Profiles must be updated and re-approved at

least annually for "High Risk" accounts (as defined above). For “Low Risk"
transactional accaunts KYC Profiles and Transaction Profiles must be updated
and re-approved in every five (3) years. These should, of course, be updated if
and when an account s reclassified to “High Risk”, or as needed in the event of
investigations of suspicious transactions or other concern. Bank shall also
update any account when deemed necessary.
If a person deposits or withdraws money from an account which is maintained
with other branch through online banking, the branch must obtain KYC of
depositors/ withdrawer as per format provided & preserve record one copy in a
file & another with the voucher.

fransaction Monftoring Process

115.  Transaction Monitoring Process
1.15.1. Financial Institutions are expected to have systems and controls in
place to moniter on an engoing basis the relavant activities in the
course of the business relationship. The nature of this monitoring
will depend on the nature of the business. The purpose of this
manitering is for Financial Institutions to be vigilant for any
significant changes or inconsistencies in the pattern of

P
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transactions. Inconsistency is measured against the stated
original purpose of the accounts ie. the declared Transaction
Profile (TP) of the customer. Possible areas to monitor could be: -
a) transaction type

b) frequency

c) unusually large amounts

d) geographical origin/destination

e) changes in account signatories

115.2. 1t is recognized that the most effective method of monitoring of
accounts is achieved through a combination of computerized and
human manual solutions.

115.3. Monitoring of account transaction AML software was introduced and
branch has to maniter the transaction by the system.

115.4. Every Business and every individual will have normally certain kind
of transaction in line with their business/individual needs. This will
be declared in a Transaction Profile (TP) at the time of opening
account from the customer, |Ideally any deviation from the
normally expected TP should be reviewed with human judgment
and interaction with customer. Such reviews may result in
changing the expected profile or closing the customer account.

115.5. It may not be feasible for some institutions or specific branches of
institutions having very large number of customers to track every
single account against the TP where a risk based approach should
be taken for monitoring transactions based on use of “Customer
Categories” and “Transaction Limits” (individual and aggregate)
established within the branch. The Customer Category is
assigned at account inception - and may be periodically revised -
and is documented on the Transaction Profile. Transaction Limits
are established by the business subject to agreement by BAMLCO.
The Customer Categories and Transaction Limits are maintained in
the manual ledgers or computer systems,

1.15.6. On @ monthly basis Branch/ concerned unit of the financial institution
musi prepare an excepltion report of customers whose accounts
showed one or more individual account transaction during the
period that exceeded the “transaction limit" established for that
category of customer based on Anti-Money Laundering risk
assessment exercise.

115.7. Account Officers/Relationship Managers or other designated officer
will review and sign-off on such exception repert of customers
whose accounts showed one or more individual account
transaction during the period that exceeded the "transaction limit"
established for that category of customer. The concerned officer
will document their review by initial on the report, and where
necessary will prepare internal Suspicious Activity Reports (SARs)
with action plans for approval by the relevant Branch Manager
and review with the BAMLCO. A copy of the transaction identified

will be attached to the SARs,
’,?hj Page 152 of 194
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CHAPIER IX: TRADE BASED MONEY LAUNDERING

intraduction

In general, there are three main methods by which criminal organisations and terrorist financiers

move money for the purpese of disguising its origins and integrating it back into the formal
ecanomy.

11 The first involves the movement of value through the financial system using
methads such as cheques and wire transfers:

1.2, The secend involves the physical movement of bank notes using methaods
such as cash couriers and bulk cash smuggling; and

1.3, The third involves the movement of value using methods such as the false
documentation and declaration of traded goods and services.

Each of these methads involves the movement of enormous volumes of funds and
can operate at a domestic or international level. Research has shown that when
governments take action against certain methods of maoney laundering or terrorist
financing, criminal activities tend to migrate to other methods. In part, this reflects
the fact that more aggressive policy actions and enforcement measures increase the
risk of detection and therefore raise the economic cost of using these metheds.

This suggests that the FATFs recent actions to revise the 40 Recommendations on
money laundering and extend the B Special Recommendations on terrorist financing
to cover cash couriers, as well as the ongoing efforts of countries to implement these
stricter standards, may have the unintended effect of increasing the attractiveness of
the international trade system for money laundering and terrorist financing activities.

Definttion & Process

2 FATF defined trade-based money laundering (TBML) as the process of disguising the
proceeds of crime and moving value through the use of trade transactions in an
attempt to legitimize their illicit origins. In practice, this can be achieved through the
misrepresentation of the price, quantity or guality of imports or exports. Moreover,
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trade-based money laundering techniques vary in complexity and are freguently used

in combination with other money laundering techniques to further obscure the money
trail.

Money launderers can move money out of one country by simply using their illicit
funds to purchase high-value products, and then exporting them at very low prices to a
colluding foreign partner, who then sells them in the open market at their true value.
To give the transactions an air of legitimacy, the partners may use a financial
institution for trade financing, which often entails letters of credit and other
documentation.

The International Irade System

3 The international trade system is subject to a wide angle of risks and vulnerabilities,
which provide criminal organizations with the opportunity to launder the proceeds of
crime and provide funding to terrorist organisations, with a relatively low risk of
detection. The relative attractiveness of the international trade system is associated
with:

31 The enormous volume of trade flows, which obscures individual transactions and
provides abundant opportunity for criminal organisations to transfer value
across borders;

32. The complexity associated with (often multiple) foreign exchange transactions
and recourse to diverse financing arrangements;

33. The additional complexity that can arise from the practice of commingling illicit
funds with the cash flows of legitimate businesses;

34. The limited recourse to verification procedures or programs to exchange
customs data between countries; and

3.5. The limited resources that most customs agencies have available to detect
illegal trade transactions.

On this last point, research suggests that most customs agencies inspect less than §
percent of all cargo shipments entering or leaving their jurisdictions. In addition,
most custom agencies are able to direct relatively limited analytical resources to
improve targeting and identification of suspicious trade transactions,

In recent decades, international trade has grown significantly. Much of this trade is
assoclated with the financial system, as a significant amount of goods and services
are financed by banks and other financial institutions.

In industrial countries the growth of trade has significantly exceeded the growth of
gross domestic product, while in developing countries it has increased even faster. In
addition, virtually all economies have become more open to trade. This has placed
increasing pressure on the limited resources that most countries, especially
developing countries, have available to scrutinise these activities,

Trade Based Money { sundering
A T
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4 Trade-based money laundering involves the proceeds of crime, which are more
difficult to track. A number of authors and institutions, including Baker (2005), de
Boyrie, Pak and Zdanowicz (2005), the Department of Homeland Security, US
Immigration and Customs Enforcement (2005), have recently examined a range of
other methods used to launder money through the international trade system as well
as the scope that jurisdictions have to identify and limit these activities.

Basic Irade-Based Money Laundering Technigues

5 Trade-based money laundering is defined as the purpoese of disguising the proceeds of
crime and moving value through the use of trade transactions in an attempt to
legitimize their illicit origin® In practice, this can be achieved through the mis
representation of the price, quantity or quality of imports or exports. In manay
cases, this can also involve abuse of the financial system through fraudulent
transactions involving a range of money transmission instruments, such as wire
transfers, The basic techniques of trade-based money laundering include;

3.1.  Over- and uner-invoicing of goods and services- Money laundering thraugh the
over- and under-invoicing of goods and services, which is one of the oldest
methods of fraudulently transferring value across borders, remains a common
practice today. The key element of this technique is the misrepresentation of the
price of the good or service in order to transfer additional value between the
importer and exporter.

5.1.1 Over-invoicing: By invoicing the goods or service at a price above the
fair market price, the seller is able to receive value from the
buyer (ie, the payment for the goods or service will be higher
than the value that the buyer receives when it is sold on the open
market).

3.12 Under-invoicing: By invoicing the goods or service at a price below
the fair market price, the seller is able to transfer value to the
buyer (i.e, the payment for the goods er service is lower than the
value that the huyer will receive when it is sold on the open
market).

513 The over- and under-invoicing of exports and imports can have

' significant tax implications. An exporter who over- invoices the
value of the goods that he ships may be able to significantly
increase the value of the export tax credit (or valued-added tax
(VAT) rebate) that he receives. Similarly, an importer who is
under-invoiced for the value of the goods that he receives may be
able to significantly reduce the value of the import duties (or
customs taxes) that he pays. Both of these cases illustrate the
link between trade-based money laundering and abuse of the tax
system.

3.2, Multiple invoicing of goods and services - Another technique used to launder
funds involves issuing more than one invoice for the same international trade
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transaction. By invoicing the same good or service more than once, a money
launderer or terrorist financier is able to justify multiple payments for the same
shipment of goods or delivery of services. Employing a number of different
financizl institutions to make these additional payments can further increase the
level of complexity surroiunding such transactions.

In addition, even if a case of multiple payments ralating to the same shipment of
goods or delivery of services is detected, there are a number of legitimate
explanations for such situations including the amendment of payment terms,
corrections to previous payment instructions or the payment of late fees. Unlike
over- and under-invoicing, it should be noted that this is no need for the
exporter or importer to misrapresent the price of the good or service on the
commercial invoice.

5.3. Over- and under-shipments of goods and services- overstate or understate the
quantity of goods being shipped or services being provided. In the extreme, an
exporter may not ship any goods at all, but simply collude with an impaorter to
ensure that all shipping and customs documents associated with this so-called
“phantom shipment” are routinely processed,

5.31 Falsely described goods and services- an exporter may ship a
relatively inexpensive good and falsely invoice it as a more
expensive item or an entirely different item. This creates a
discrepancy between what appears an the shipping and customs
documents and what is actually shipped The use of false
descriptions can also be used in the tradeservices, such as
financial advice, consulting services and market research. In
practice, the fair market value of these services can present
additional valuation difficulties.

2.3.2 Ghost-shipping- Fictitious traders where a buyer and seller collude
to prepare all the decumentation indicating goods were sold,
shipped and payments were made, but no goods were actually
shipped. :

All of these techniges are not necessarily in use in every country.

5.4 Shell Companies - used to reduce the transparency of ownership in the
transaction.

9.5 Black Market Trades - Commonly referred to as the Black Market Peso Exchange
whereby a domestic transfer of funds is used to pay for goods by a foreign
importer. Letters of credit are ancther vehicle for money laundering. Letters of
credit are a credit instrument issued by a bank that guarantees payments on
behalf of its customer to a third party when certain conditions are met. Letters of
credit are commonly used to finance export because exporters want assurance
that the ultimate buyer of its goods will make payment and this is given by the
buyer's purchase of a bank letter of credit. The letter of credit is then forwarded
to a correspondent bank in the jurisdiction in which the payment is to be made.
The letter of credit is drawn on when the goods are loaded for shipping, received
al the importation point, clear customs and are delivered. Letters of credit can
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be used to facilitate money laundering by transferring money from a country
with lax exchange controls, thus assisting in creating the illusion that an import
transaction is involved. Moreover, letters of credit can also serve as a fagade
when laundering money through the manipulation of import and export prices.
Another method of using letters of credits illicitly is in conjunction with wire
transfers to bolster the legitimate appearance of non- existent trade
transactions.

Red Flag Indicators

2.6, Trade Based Money Laundering “Red flag" Indicators - Although Trade Based
Maney Laundering is extremely difficult to monitor, track and identify, thera are
comman situational or behavioral indicators, or "Red Flags”, that Banks should
be aware of;

5.6.1 Customers— Is the nature of each trade consistent with the
customer's business?

5.6.2 Countries— Is the buyer, seller, vessel or bank invelved in the trade
cn a sanctions list?

3.6.3 Goods— Is there potential for tax avoidance or meney laundering?

9.6.4 Documentation and Products— Is there complete, accurate and
precise documentation for each trade?

Red flags may be present in every step of the Trade finance process and
should be promptly examined. Although it is not necessarily an indicator of
criminal activity, the presence of a Red flag requires thorough investigation,
in order to properly determine if unlawful acts were committed.

'SI.Ne | Category Red Flag
Indicators
1 Customer » The transaction involves the receipt of cash (or by other payment

methods) from third party entities that have no apparent connection
with the transaction or which involve front or shell companies or wire
instructions/ payment from parties which were not identified in the
original letter of credit or other documentation. The transactions that
involve payments for goods through cheques, bank drafts or money
orders not drawn on the account of the entity that purchased the
items also need further verification.

« A client uses unusual or suspicious identification documents that
cannot be readily verified.

* A business is reluctant, when establishing a new trade relationship,
to provide complete information abeut the nature and purpose of its
business, anticipated trade activity, prior banking relationship, the
names of its officers and directors or information on its business
location.

» A client’s home or business telephone is disconnected.

» The client's background differs from that which would be expected on

_the basis of his or her business activities.

| Aparty to a transaction is a shell company.

| » Transacting businesses share the same address, provide only
registered agent's address or have other address incansistencies.
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SL No Category Red Flag
Indicators

= Upon request, the customer refuses to identify or fails to indicate any
legitimate source for his or her funds and other assets.

» A client who significantly deviates from their historical pattern of
| trade activity (i.e. in terms of value, frequency or merchandise).

= The customer wishes to engage in transactions that lack business
sense or apparent investment strategy or are inconsistent with the
customer’s stated business strategy (e.g. a steel company that starts
dealing in paper products or an information technology company that
starts dealing in bulk pharmaceuticals).

. » Customers involved in potentially higher-risk activities, including

’ activities that may be subject to exportfimport restrictions(e.g.
equipment for military or police organizations of foreign
governments, weapons, ammunition, chemical mixtures, classified
defense articles, sensitive technical data, nuclear materials, precious
gems or certain natural resources such as metals, ore and crude oil).

« The customer (or a person publicly associated with the customer) has
3 questionable background or is the subject of news reports
indicating possible criminal, civil or regulatary violations.

 [Ihe customer exhibits a lack of cancern regarding risks, commissions

| or other transaction costs.

 The customer has little experience in the product in which they are
dealing or does not seem to appreciate the risks associated.

« The customer requests that a transaction be processed in such a
manner to avoid the firm's normal documentation requirements.

» Excessive insistence of the customer to complete the transaction
quickly.

= Transactions which are hetween parties controlled by the same
business entity.

Use of letter of credit to move money between those countries, where
such trade would not normally occur and or is not consistent with
customer's usual business activity, A letter of credit is generally
resorted to so as to accord more legitimacy to the transaction in order

~ to conceal the real facts.

* The method of payment requested by the client appears inconsistent
with the risk characteristics of the transaction. For example receipt of
an advance payment, for a shipment, from a new seller in a high- risk
jurisdiction.

= Shipment locations of the goods, shipping terms or descriptions of the
goods are inconsistent with letter of credit. This may include changes
in shipment locations to high risk countries or changes in the quality
of the goods shipped,

» Customers are conducting business in higher-risk jurisdictions or
geographic locations, particularly when shipping items through
higher- risk or non- cooperative countries as defined in the AML Risk
Drivers. However, this attribute in isolation would not necessarily
deem a transaction as high risk

 Significantly amended letters of credit without reasonable
justification or changes to the beneficiary or location of payment. Any
changes in the names of parties also should prompt additional
UN/OFAC/EU review.

3. Transactions | » Unusual deposits i.e. use of cash or negotiable instruments (such as
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Sk No Category Red Flag
Indicatars
and Goods traveller's cheques, cashier's cheques and money orders) in round

denominations (to keep below reporting threshold limit) to fund bank

accounts and pay for goods and services. The negotiable instruments

may sequentially numbered or purchased at multiple locations and

. may frequently lack payee information. Further, cash payments for |

| high -value orders are also indication of TBML activity.

» Inward remittances in multiple accounts and payments made from
multiple accounts for trade transaction of same business entity are
indicators for TBML. In this regard the study of foreign exchange
remittances may help detect the offence.

» In the case of merchant's trade, the trade finance mechanism should
be in place for both export leg as well as import leg of transaction. If
the trade finance mechanism, for example, Letters of Credit, have
been provided for only the impart leq of the transaction and not for
export leg, it also indicates the possibility of TBML.

» Goods or services purchased by the business do not match the
customer’s stated line of business.

 The size of shipment appears inconsistent with the scale of the

____exporter or imparter's regular business activities.

| = The goods are shipped through one or more jurisdictions or

; unconnected subsidiaries for no apparent economic reason.

 The transaction involves the receipt of cash (or other payments) from
third party entities that have no apparent connection with
fransaction,

« Transport documents do not match letter of credit documents and
evidence an over- shipment or under shipment not covered by the
letter of credit agreement.

« Significant discrepancies appear between the descriptions of the
goods on the bill of lading (or invoice) and the actual goods shipped. |

« Sudden and unexplained increases in a customer's normal trade
transactions.

« Obvious misrepresentation of quantity or type of goods imported or
exported.

« Obvious over or under pricing of goods and services (as per
information received from our regulators, we are not expected to be
pricing experts on the many products that could be involved in trade
transactions. However, staff completing trade transactions should
generally know that over or under pricing can be an indicator of
money laundering and or fraud and any instances that come to their
attention should be investigated and if suspicious reported).

= Transaction structure appears unnecessarily complex and designed
to obscure the true nature of the transaction.

= The method of payment appears inconsistent with the risk
characteristics of the transaction. For example, the use of an advance
payment for a shipment from a new supplier in a high risk country.

s The shipment does not make economic sense. For example, the use of
a forty foot container to transport a small amount of relatively low
value goods.

= Regarding nonprofit or charitable organizations, financial transactions
occur for which there appears to be no logical economic purpose or in
which there appears to be ne link between the stated activity of the

/W Page 159 of 1954

QX TN




AML & CFT Palrcy Gurdeline

SL No Category Red Flag

Indicators

organization and the other parties in the transaction.

indicators may be reason for further review.

- = Additionally the shipment of any high value items (such as electronics,
autos, auto parts, gems and precious metals) in conjunction with other

Other inconsistencies to be considered;
the customer,
destinations.

» Packaging is inconsistent with the stated method of shipment or
destination.

= Routine installation, training or maintenance services are declined by
» Delivery dates are vague or deliveries are planned for out of the way

« A freight forwarding firm is listed as the product’s final destination.

Products without any apparent reason,

Documentati e The transaction involves the use of repeatedly amended or frequently
an and extended letters of credit without reasonable justification or that
Incudes changes in regard to the heneficiary or location of payment

nature.

e "Unnecessarily complex” and confusing transaction structures. These
structures potentially aim to obscure a transaction’s true purpose and

transaction.

e A payment method that does not match the risk characteristics of the

* Requests by exporters to take back and replace trade and shipping

or issued by a different entity.

documents, notably if the new documents provided have been altered

» Abnormal markings on monetary instruments.

» Modifications to third party documents, such as customs forms,

Preventive Measures fo Combat Trade Based Money Laundering

11.1 Risk Assessment - The Bank shall conduct a comprehensive risk assessment of its trade

finance business, taking into account the customer base, geographical locations,
products offered and emerging risks if any, in determining the financial crime risks
they are exposed to. The Bank shall also assess the adequacy of its risk management
framework and internal contrals to mitigate such risks.

The trade finance-specific risk assessment could be part of the broader risk
assessment performed by the Bank at the enterprise-wide level. Such an assessment
allows the bank to identify the risk areas in its trade finance activities and determine
whether the controls in place are robust The enterprise-wide risk assessment is
intended to enable the bank to better understand its vulnerability to ML & TF risks,
including the financial crime risks presented by its trade finance business and forms
the basis for the bank's overall risk-based approach.

1.1.2 Due Diligence - The level of financial crime risks posed by customers and trade finance

transactions varies based on their business, geographical locations and risk profiles. A
typical trade finance transaction involves a number of different parties. The parties
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range from buyer and seller, to their respective agents, bankers and intermediaries. In
general, the bank shall treat an instructing party in a trade finance transaction as thair
customer and conduct appropriate due diligence measures in accordance with a risk-
based approach,

1.1.3 Additional Information to be obtained for Trade Finance Transactions - In addition to the
customer due diligence reguirements set aut in the Bank, the Bank should ensure the
followings:

a) The Bank should obtain further information to assess the financial crime risks
specific to a trade finance transaction.

b) The Bank should obtain additional information on other relevant parties to a trade
finance transaction, taking into account the bank's role in the transaction. The
Bank should develop clear procedures on the additional information required
under various circumstances for all the relevant parties, including beneficiaries
of L/Cs and documentary collections, agents and third parties identified.

t) The type and timing of the additional information obtained depend on the bank's role
in the transaction and should be in line with a risk- based approach. This also
applies to cases where the bank provides credit lines for, or facilities open
account trades (eqg. invoice financing, pre-shipment financing, inventory
financing) of its customers. Examples of such additional information are -

) trading partners or counterparties of the customer
(including buyers, sellers, shippers, consignees,
notifying parties, shipping agents etc.)

i) nature of the goods traded:

iif)  country or countries of origin of the gaods (including
whether the goods originate from any sanctioned
country};

iv) trade cycle;

v)  flag of vessel, flag history and name history (to check
whether it is related to any country in the list of
sanctioned countries);

vi) name and unique identification’ number {eg.
International Maritime Organization (IMO) number} of
any vessel proposed to be used (e.g. to better identify
if it is ultimately owned by a sanctioned party);

vii) beneficial owner, commercial operator and registered
owner of the vessel involve in the transaction to
trace the history of former ship owners with focus on
country of residence;

viii) port of loading, port-of-call and port of discharge
(including whether the goods originate from or are
sold to any sanctioned country) and the trade routes
proposed to be used; and ,

ix} market prices of goods such as commodities to assess
if further information should be obtained where the
contract price differs significantly from the market
price to mitigate financial crime risk.

o"H‘ Page 161 of 194
A ’




AML & CFT Policy Guideline

The Bank should verify information obtained on a trade finance
transaction (e.g. against commercial documents, transport documents
and on a risk-sensitive basis, from independent or public sources) to
authenticate the details of the transaction. This should also apply to
cases where the bank provides credit lines for or otherwise facilitate,
open account trades (e.g. inveoice financing, pre-shipment financing,
inventary financing) of its customers,

12, Additional Information to be obtained for Trade Finance Transactions that present

%5

higher financial crime risks:

If, at the initial stage or during the course of any trade finance transaction, the
bank becomes aware that the transaction presents higher financial crime risks,
the bank is expected to obtain information, to assess-

1.2.1 the transaction structure;

12.2 the ports of call, including the route of the shipment, ensuring that it
appears to be logical with regard to transshipment points and the
final destination;

1.2.3 the legitimacy of the payment flows;

1.2.4 the transaction against public sources of specialized data,
documents or information (e.g. the International Maritime Bureau)
in relation to sea transportation to verify the authenticity of the
bills of lading and to confirm that the shipment has taken place;
and

1.2.5 Whether they are dual -use goods.

1.2.6 In addition, the bank should conduct site visits and meetings with the
instructing party, where appropriate.

Sanction Control

Sanction screening is a major component of transactional due diligence to ensure
that the Bank is not Dealing with sanctioned individuals or entities. The Bank
should perform name screening on key parties to each transaction. Besides,
screening the parties to the transaction, such as the seller of the goods, bank
should also screen the vessel used to transport the underlying goods, the
shipping company, any agents or third parties present in the transaction and
know the ports of call of the vessel for the particular transaction flow (origin
port, destination port) where possible.

1.2. The Bank should be aware of any adverse developments pertaining to some

parties (e.g. addition to list of decignated individuals/entities) present in the
trade finance transaction, between the inception of the trade finance transaction
and submission of trade documents since there could be significant time
difference during this period. Furthermore, the Bank is expected to perform
sanctions screening bath at the inception of the trade finance transaction and at
the point of submission of the trade finance documents as some of the
transactional details e.g. vessel used te transport the cargoe, ports of call, may
not be known at trade inception and hence weuld not have been screened at that

Premicr Bank
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stage.

Trade Based Money [ aundering Controls
11.  Prices:

11.1Checks on the reasonableness of invoice prices of
goods/commodities against prevailing market prices (referred to
as “price checks”) are not only useful to mitigate credit risks; they
also serve to identify potential fraud and ML & TF activities
arising from over invoicing or under invoicing of transactions.

11.2 Bank should perform price checks, particularly where market prices
are available, minimally on a sampling basis. Policies and
procedures should be clearly set up to guide staff in performing
such checks, including establishing the level of acceptable price
variance and escalation procedures when significant differences
in prices are identified.

1.1.3 Bank could consider setting different thresholds for different types
of underlying goods/commodities. There should also be periodic
assessments of whether the thresholds continue ta he
reasonable based on prevailing market prices for the
goods/commodities.

1.1.4 Price checks should be performed by functions independent of front
office so as to enhance the effectiveness of the checks and
minimize canflicts of interest,

1.1.5 There should be guidelines in place for the selection of reference
prices for the purpose of performing price checks.

1.2, Related Party Transactions:

121 There are inherently higher risks of fraud and financial crime
assaociated with the financing of transactions between a customer
and its related parties.

1.2.2 The Bank could consider implementing additional safeguards to
mitigate the risks arising from related party transactions e.g.
requiring documentary evidence to verify the authenticity of these
related party transactions.

123 Bank's front office would obtain information about a customer's
business and its present and future trading profile, including
infarmation on the customer's related parties and where
applicable, the typical related party transactions that occur in the
course of the customer's business. However, such information
may not be made available to the middle or back offices for
additional due diligence, such as checks on the rationale for the
trade flows and pricing, to be performed on the individual
transactions. ,

1.2.4 The middle office or back office staff processing the trade finance
transactions would be better informed when identifying related
party transactions if there is effective sharing of information
between the front office, which would have collected information
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on their customer’s related entities as part of the customer on-
boarding and regular review process and the control or
operations units processing the trade transactions.

13, Underlying Goods Financed

131 Bank should formalize process to identify unusual transaction
patterns that are incensistent with the customers’ profiles for
further reviews and investigations. In addition to checking for
inconsistencies in  customers' trading patterns, bank s
encouraged te check the descriptions of goods stated in the trade
documents, particularly for descriptions which are unclear or
worded in a foreign language. Bank should, on a best effort basis,
determine whether the underlying goods financed are embargoed
goods and there should be special attention paid to dual use
goods.

1.3.2 Bank should ensure that there are effective channels for information
obtained by the front office during the customer on-boarding and
ongoing review processes, which should include information an
typical goods the customer deals in, to be shared with the middle
and back office staff. This is to facilitate checks on the underlying
goods by the middle and back office staff in their day-to-day
processing of transactions.

1.3.3 The front office should also regularly review customer transactions
to check if there are any inconsistencies with the customers’
profiles.

1.4 Controls over Multiple Financing of Invoices
1.4.1 When invoice financing facilities are granted, banks should ensure
that there are proper processes and controls in place to detect if
customers have submitted the same invoice for financing more
than once.

1.5. Transaction Monitoring & Filing of Suspicious Transaction Reports:

151Bank should ensure its transaction monitoring processes and
systems are robust to enable suspicious transactions to he
fluffed, investigated and escalated. Regular compliance checks,
especially on transactions that were not escalated, should be

- performed for quality assurance purposes.

1.5.2 Bank should ensure that transactions suspected of being used for
ML purposes are duly investigated and promptly escalated to the
compliance function or senier management. If there are grounds
to suspect that a customer is using trade finance to launder
money, finance terrorism or facilitate proliferation financing (PF),
STRs must be promptly filed. The bank should also minimally
subject the customer account to enhance monitoring and
consider rejecting the transaction.

L&, Internal Escalation Procedures - Trade controls should provide clear guidance on
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a good lransaction review process. For example, 8 sample review process is
outlined as follows:

&1 Level 1" review by trade processors with a good knowledge of
international trade, customers' expected activity and a sound
understanding of trade-based money laundering risks, who are
responsible for assessing ML or TF ar PF risks in each transaction
and escalating potentially suspicicus transactions. “Level 1"
should be reviewed by the foreign trade in-charge of AD branch,
PBL.

1.6.2 “Level 2" review by official with expertise able o further assess the
merits of an escalation from a “Level 1" processor and the
relevant suspicion itself. This official is likely to require extensive
knowledge of trade-based money laundering risk and make
appropriate use of third party data sources to verify key
information. “"Level 2" should be reviewed by foreign trade
specialized official in International Division, PBL.

1.6.3 A "Level 3" compliance or investigation takes referrals from “Level
2" processors. This stage may conduct a further investigation to
determine additional measures which may be required to mitigate
a risk and whether the obligation to make a suspicious
transaction repart arises. Where these are unacceptable ML or TF
or PF risks, Bank should not process the transaction. “Level 3"
should be reviewed by the Head of International Division of
Premier Bank.

1.6.4 Bank should tailor their own review process to their particular
needs. Smaller operations are likely to require fewer stages of
review due to the volumes of transactions invalved and the
nature of their businesses.

Policles and Procedures & Training

The Bank should regularly review the need to allocate mare resources toward training
to raise the awareness of officials to the financial crime risks associated with trade
finance and the measures to mitigate such risks. Case Studies and relevant industry
publications could be included in the training to highlight high risk areas that require
more attention from officials or common typologies. Premier Bank is well-aware of
trade hased money laundering. Continuous training courses are arranged on “Trade
Based Money Laundering” for the concerned officers working in the Foreign Exchange
Desks.

Branches and Subsrdiaries Situated/L ocated in Foreign Jurisdiction

11 Bank would confirm the implementation of Maoney Laundering Prevention Act-
2012{amendment 2015) and Anti-Terrorism Act -2009 [Amendmeni 2012 & 2013)
on subsidiaries and foreign branches of the bank.

LL1If branch or a subsidiary located abroad, for any reason fails to

comply with the instructions of Money Laundering Prevention

Act-2012 (amendment 2015) and Anti-Terrorism Act-2009

(Amendment- 2012 & 2013) it shall without any delay report to
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such cases to AML & CFT Division mentioning the reason of the
failure.

112 In Premier Bank, AML & CFT Division/Central Compliance Committee
shall supervise the subsidiaries for proper implementation of
Money Laundering Prevention Act-2012 (amendment 2015) and
Anti-Terrorism Act-2009 (Amendment- 2012 & 2013). AML & CFT
Diwvision shall conduct audit & inspection of subsidiaries and
foreign branches of the bank in order to comply under the BFIU
circular # 26 dated16.06.2020 & Money Laundering Prevention Act
2012(Amendment 2015) and Anti Terrorism Act 2009 (Amendment
2012 & 2013).

CHAPTER X: RECORD KEEPING

Record keeping is an essential component of the audit trail that the Laws and Regulations
seek to establish in order to assist in any financial investigation and to ensure that
criminal funds which are kept out of the financial system, or if not, that they may be
detected and confiscated by the authorities.

Branch must retain records concerning customer identification and transactions as
evidence of the wark they have undertaken in complying with their legal and regulatory

obligations, as well as for use as evidence in any investigation conducted by law
enforcement.

Statutory Reguirement

1. The requirement contained in Section 25 (1) of Money Laundering Prevention Act, 2012,
to retain complete and accurate infermation of customers' identification and
transactions while operating an account of a custamer, and to retain the records of
customers’ identification and transactions at least for five years after closing of
relationships with the customers are essential constituents of the audit trail that the
law seeks to establish.

12 According to the BFIU, Bank will have to preserve the following necessary documents
at least 5 (five) years after closure of account : Domestic and foreign transaction
related information and documents, collected Documents and information in the
process of COD with KYC, customer related any report or any account review related
information or any banking report of overall compliance scenario®.

13, FATF recommendation 11 states that financial institutions should maintzin, for at least
five years, all necessary records on transactions, both domestic and international, te
enable them to comply swiftly with information requests from the competent
authorities. Such records must be sufficient to permit reconstruction of individual




AML & CFT Policy Guideline Premicr Bank

Wi i

transactions (including the amounts and types of currency invelved, if any) so as to
provide, if necessary, evidence for prosecution of criminal activity.

1.3.1 The records prepared and maintained by the bank on its customer
relationships and transactions should be such that:

a) requirements of legislation and Bangladesh Bank directives
are fully met;

b) competent third parties will be able to assess the institution’s
observance of money laundering policies and procedures;

c) any transactions effected via the institution can be
reconstructed;

d) any customer can be properly identified and located;

e) all suspicious reports received internally and those made to
Bangladesh Bank can be identified; and

fy the institution can satisfy within a reasonable time any
enquiries or court orders from the appropriate authorities
as to disclosure of information.

g) Records relating to verification of identity will generally
CoOmprise:

i) a description of the nature of all the evidence
received relating to the identity of the verification
subject;

i) the evidence itself or a copy of it or, if that is not
readily available, information reasonably sufficient
to obtain such a copy.

h) Records relating to transactions will generally comprise;

) details of personal identity, including the names and
addresses, etc. pertaining to:

> the customer; .
> the beneficial owner of the account or product;

» the non-account holder conducting any significant
one-off transaction;

> any counter-party;
i) details of transaction including:
> nature of such transactions,

»  volume of transactions customer'’s
instruction(s) and authority(ies);

source(s) of funds:

i v

destination(s) of funds;
book entries:

L O

b

custody of documentation; /
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~ date of the transaction:
~ formin which funds are offered and paid out.
» parties to the transaction

# identity of the person who conducted tha
transaction on behalf of the customer

i) These records of identity must be kept for at least five years
from the date when the relationship with the customer has
ended. This is the date of:

» the closing of an account
» the providing of any financial services

» the carrying out of the cne-off transaction, or the
last in a series of linked one-off transactions; or

~ the ending of the business relationship; or

~ the commencement of proceedings to recover debts
payable on insolvency.

Bank should ensure that records pertaining to the identification of the
customer, his/her address (e.g. copies of documents like passpert, national
ID/ smart ID card, driving license, trade license, utility hills etc.) abtained
while opening the account and during the course of business relationship,
are properly preserved for at least five years after the business
relationship is ended and should be made available to the competent
authorities upon request without delay.

Retrieval of Records

L1 Tosatisfy the requirements of the law and to meet the purpose of record keeping, it is
important that records are capable of retrieval without undue delay. It is not
necessary to retain all the documents relating to customer identity and transaction
physically at the premises of the branch of the bank, provided that they have reliable
procedures for Keeping the hard copy at a central archive, holding records in
electronic form, and that can be reproduce and recollected without undue delay.

It is not always necessary to retain documents in their original hard copy form,
provided that the firm has reliable procedures for holding records in microfiche ar
electronic ‘form, as appropriate, and that these can be reproduced without undue
delay. In addition, bank may rely on the records of a third party, such as a financial
institution or clearing house in respect of details of payments made by customers.
However, the primary requirement is on the bank itself and the obligation is thus on
the business to ensure that the third party is willing and able to retain and, if asked to,
produce copies of the records reqguired.

However, the record requirements are the same regardless of the format in which
they are kept or whether the transaction was undertaken by paper or electronic
means. Documents held centrally must be capable of distinguishing between the
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transactions relating to different customers and of identifying where the transaction
took place and in what form.

12.  Obligations Under Circulars - Under the obligations of BFIU Circular Ne. 26 dated Juns
16, 2020 -

121 All necessary information/ documents of customer's domestic and
foreign transactions has to be preserved for at least 5ifive)
years after closing the account.

1.2.2 All infermation and documents collected during CDD procedure along
with KYC, account related documents, business correspondence

and any report prepared on a customer has to be preserved for
at least 5(five) years after closing the account,

123 All necessary information/documents of a walk-in Customer's
transactions has to be preserved for at least 5 (five) years from
the date of transaction.

12.4 Preserved information has to be sufficient for presenting as a
documentary proof for the judiciary process of the offence.

1.2.5 Bank should previde all information and decuments collected during
COD along with KYC procedure and information and documents
of transactions as per the instruction or demand by BFIU.

13, Inspection and Investigation - Where the bank has submitted a report of suspicious
transaction to BFIU or where it is known that a customer or transaction is under
investigation, it should not destroy any records related to the customer or transaction
without the consent of the BFIU or conclusion of the case even though the five-year
Limit may have been reached. To ensure the preservation of such records bank should
maintain a register or tabular records of all investigations and inspection made to it
by the investigating authority or Bangladesh Bank and all disclosures to the BFIU. The
register should be kept separate from other records and contain as a minimum the
following details:

1.3.1 The date of submission and reference of the STR;

1.3.2 The date and nature of the enguiry;

1.3.3 The authority who made the enquiry, investigation and reference: and
1.3.4 Detgils of the account(s) involved,

135 In PBL Branches should introduce such register and follow the
procedure.

1.4, Training Records - Bank will comply with the regulations concerning staff training,
they shall maintain training records which include: -

1.41 Details of the content of the training programs provided;

1.4.2 The names of staff who have received the training;

1.4 3 The date on which the training was delivered:

1.4.4 The results of any testing carried out to measure staffs understanding

of the requirements; ’
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1.2

13.
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1.4.5 An on-going training plan,

Branch Level Record Keeping - To ensure the effective monitoring and demonstrate
their compliance with the concerned regulations, bank will ensure the keeping or
availability of the following records at the branch level either in hard form or
electronic form:

1.5.1 Information regarding Identification of the customer,

15.2 KYC information of a customer,

1.5.3 Transaction report,

1.5.4 Suspicious Transaction Report generated from the branch,
15.5 Exception report,

15.6 Training record,

1.5.7 Return submitted or information provided to the Head Office or
competent authority,

1.5.8 BAMLCC Meeting Minutes.

Sharing of Record/Information of /To a Customer - Under the provisions of MLPA 2012,
Bank shall not share account related information to investigating autherity i.e., ACC or
person authorized by ACC to investigate the said cases without having approval from
the court and prior approval from Bangladesh Bank.

Wire Transfer Transactions

Investigations of major money laundering cases over the last few years have shown
that criminals make extensive use of telegraphic transfers (TT) and electronic
payment and message systems. The rapid movement of funds between accounts in
different jurisdictions increases the complexity of investigations. In addition,
investigations become even more difficult to pursue if the identity of the original
ordering customer or the ultimate beneficiary is not clearly shown in a TT and
electronic payment message instruction.

Following the recent focus on terrorist financing, relevant financial businesses are
required to include accurate and meaningful information of originator (name, account
number, and where possible address) and beneficiary (account name and/or account
number) on all outgeoing funds transfers and related messages that are sent, and this
infarmation sheuld remain with the transfer or related message throughout the
payment chain. Bank should conduct enhanced scrutiny of and monitor for suspicious
incoming funds transfers which do not contain meaningful ariginator infermatien.

The records of electronic payments and messages must be treated in the same way
as any other records in support of entries in the account and kept for a minimum of
five years.

Cross Border Wire Transfer

All cross border wire transfer must be accompanied by accurate and meaningful
originator information,

\\¢
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12, Proper Information of applicant should be collected and preserved during Cross
Border Wire Transfer ¢f US dollar not minimum 1000 or above or equivalent any other
foreign currency and send the informaltion to the intermediary or Beneficiary Bank.
Agplicant account number or (Unigue Transaction Reference Number) should be
Included in the information so that transaction can be identified in future. Morsover,
Beneficiary Account Number or Unique Transaction Reference Mumber should be
included in the beneficiary related information so that transaction can be identified in
future®.

13.  The information related to applicant and beneficiary (which is not required for
verification) such as name, address etc. and account number is not present in the
transaction less than the amount prescribed in Article

14.  Unigue Transaction Reference Number should be included so that the transaction can
be identified in future’,

1.5, Where several individual transfer from a single originator are bundled in a batch file
for transmission to beneficiaries in another country, they may be exempted from
including full originator information, provided they include the originator's account
number or unigque reference number as at (1.11.2) above.

In PBL, both in Head Office and Branch level, a register must be maintained following
the procedure narrated herein above.

1.6. STR/SAR and Investigation. Where a Fl has submitted a report of suspicious
transaction to BFIU or where it is known that a customer or any transaction is under
investigation, it should not destroy any records related to the customer or transaction
without the consent of the BFIU or conclusion of the case even thaugh the five-year
limit may have been elapsed. To ensure the preservation of such records the financial
institutions should maintain a register or tabular records of all investigations and
inspection made by the investigating authority and all disclosures to the BFIU. The
register should be kept separate from other records and contain as a minimum the
following details:

1.6.1 the date of submission and reference of the STR/SAR;
16.2 the date and nature of the enquiry; '
1.6.3 the authority who made the enquiry, investigation and reference; and
1.6.4 detalls of the account(s) involved.
17, Internal and External Reports - A branch should make and retain:

‘171 records of actions taken under the internal and external reporting
requirements; and

17.2 when the nominated officer has considered information or other
material concerning possible money laundering but has not
made a report to BFIU, a record of the other material that was
considerad.
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1.7.3 In addition, copies of any STRs made ta the BFIU should be retained for
05 (five) years. Records of all internal and external reports

should be retained for five years from the date the report was
made.

CHAPTER Xi: TRANSACTION MONITORING & REPORTING

Reporting requirements

Reporting agencies are required by the AML/CFT legistation in Bangladesh to report 1o the
Bangladesh Financial Intelligence Unit (BFIU). Most of such reports are derived from
transaction monitoring. Such as:

Cash Transaction Report (CTR)

1.1.1. All banks are required to submit CTR ta the BFIU on monthly basis. CTR is
significantly  different from abnormal/suspicious transactions
reporting (STR). That is, if any customer happens to make transaction
above 10 lacs takafequivalent any foreign currency or more, there is no
scope of treating it as suspicious only for this. However, the bank will
have to report CTR to BFIU fer information only.

112.in the case of cash deposit (regardless of amount) of the Govt.
accounts or of accounts of the Govt. owned entities need not to be
reported. CTR must be submitted in soft copy. So every branch of
PBL is required to submit CTR ta the CCC by the 15t week of every
month. After receiving such reports from every branch, Head office
(CCC) will compile all the CTRs and send it to the BFIU before 27
day of every manth.

Suspicious Transaction Report (STR)

The final output of all compliance programs is reporting of suspicious transaction or
reporting of suspitious activity. Suspicious Transaction Report (STR) or Suspicious Activity
Report (SAR) is an excellent tool for mitigating or minimizing the risk for financial
institutions. So it is necessary/essential for the safety and soundness of the institution.
Generally, STR/SAR means a formatted report of suspicious transactions/activities where
there are reasongble grounds to suspect that funds are the proceeds of predicate offence or
may be linked to terrorist activity or the transactions do not seem to be usual manner. Such
report is to be submitted by financial institutions to the competent authorities. In the section
(2)(z) of MLP Act 2012 (amendment 2015) "suspicious transaction" means such transactions
which deviates from usual transactions; of which there is ground to suspect that,

11. the property is the proceeds of an offence,
1.2.1t is financing to any terrorist activity, a terrorist group or an individual terrorist;
1.3.which is, for the purposes of this Act, any other transaction or attempt of transaction
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delineated in the instructions issued by BFIU from time to time.

In Anti Terrarism Act, 2009 (amendment 2012 & 2013), STR/SAR refers to the
transaction that relates to financing for terrorism or terrorist individual or
entities. One important thing is that financial institutions need not to establish any
proof of occurrence of a predicate offence; it is a must to submit STR/SAR only on
the basis of suspicion.

2. The Branches will have regular monthly or fortnightly meeting and have systems and
controls in place to monitor on an ongoing basis the relevant activities in the course of
the business relationship. The nature of this monitering will depend on the nature of the
business. The purpose of this monitering for PBL is to be vigilant for any significant
changes or inconsistencies in the pattern of transactions. Inconsistency is measured
agzinst the stated original purpose of the accounts i.e. the declared Transaction Profile
(TP) of the Customer. Possible areas to moniter could be:

21.Transaction type

2.2, Freguency

2.3. Unusually large amounts

2.4. Geographical originfdestination
2.5. Changes in account signatories

3. It is recognized that the most effective method of maonitoring of accounts is achieved
through a combination of computerized and human manual solutions. PBL has already
developed a corporate compliance culture, and has properly trained, vigilant staff who
will ferm an effective monitoring method through their day-to-day dealing with
customers.

4. PBL is looking for a computer system specifically designed to assist the detection of fraud
and money laundering. Until the latest software is installed, PBL will continue detecting
fraud and money laundering from the available information in the system.

5. Every Business and every individual will have normally certain kind of transaction in line
with their business/individual needs. This will be inputed in the Transaction Profile (TP)
at the time of opening of account by the account opening officer. Ideally, any deviation
from the normally expected TP should be reviewed with human judgment and
interaction with customer. Such  reviews may result in changing the expected profile
or closing the customer account.

6.1t may net be feasible for some specific branches of PBL having very large number of
customers to track every single account against the TP where a risk based approach
should be taken for monitoring transactions. The Customer Category is assigned at
account inception - and may be periodically revised - and is documented on the
Transaction Profile. Transaction Limits are established by the business subject to
agreement by BAMLCO. The Customer Categories and Transaction Limits are
maintained in the manual ledgers or computer systems.

1.0n 2 peridocal basis the Branch shall prepare an exception report of customers whose
accounts show one or more individual account transaction during the period that
exceeded the "transaction limit” established for that category of customer based on
Anti-Money Laundering risk assessment exercise. '

8. Account Opening Officers/Relationship Managers or other designated staff will review and
sign-off on such exception report of customers whose account shows one or more
individual account transaction during the period that exceeded the “transaction limit”
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established for that category of customer. The concerned staff will document their
review with initial on the report, and where necessary he will prepare internal
Suspicious Activity Reports (SARs) with  action plans approved by the Branch Manager
and reviewed by the BAMLCO. A copy  to of the transaction identified will be attached
to the SARs.

9. BAMLCO will review the Suspicious Activity Reports (SARs) and responses from the Account
opening Officers/Relationship Managers or other concerned staff. If the explanation for
the exceptiondoes not appear reasonable then the Branch Manager should review the
transactions prior to considering submitting them to the CAMLCO.

10. If the Branch Manager and / or BAMLCDO that believes the transaction should be reported, then
BAMLCO will supply the relevant details to the CAMLCO.

11. The CAMLCO will investigate any reported acceunts and will send a status report on any of
the accounts reported. No further action should be taken on the account until further
notification has been received.

12. If, after confirming with the client, the transaction trend is to continue, the Account Opening
Officer is responsible for documenting the reasons why the transaction profile has
changed and should amend the KYC profile accordingly. Attach all necessary documents with
the KYC profile as the proof of the change of TP.

13. As per the Meoney Laundering Prevention Act 2012 (amendment 2015) Fls are obligated to
submit STR/SAR ta BFIU. Such obligation also prevails for the Fls in the Anti Terrorism
Act, 2009 (amendment 2012 & 2013). Other than the legislation, BFIU has also instructed
the Fls ta submit STR/SAR through AML/BFIU Circulars issued by AMLD, Bangladesh
Bank and BFIU time to time.

Reasons for Reporting of STR/SAR

14. As discussed above, STR/SAR is very crucial for the safety and soundness of the financial
institutions. The Bank should submit STR/SAR considering the followings:

14.1. Itis a legal requirement in Bangladesh;
14.2. It helps to protect the reputation of Bank(s);

14.3. It helps to protect Bank(s) from unfounded allegations of assisting criminals,
including terrorists; -

14.4 It helps the authorities to investigate money laundering, terrorist financing, and
other financial crimes,

fdentification and Evaluation STR/SAR

15. Identification of STR/SAR is very crucial for financial institutions te mitigate the risk.
Identification of STR/SAR depends upon the detection mechanism in place by the
financial institutions. Such suspicion may not only at the time of transaction but also at
the time of doing KYC and attempt to transaction.

ldentification of STR/SAR
16. Identification of STR/SAR may be started identifying unusual transaction and activity.

Such unusual transaction may be unusual in terms of complexity of transaction, nature
of transaction, volume of transaction, time gfiransaction etc. Generally, the detection of
- 'Jd'é Page 174 of 194
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unusual transactions/activities may something be sourced as fallows:

16.1. Comparing the KYC profile, if any inconsistency is found and there is no valid
reasonable explanation.

16.2. By monitoring customer transactions.

16.3. By using red flag indicators.

Simply, if any transaction/activity is consistent with the provided information by the
customer can be treated as normal and expected. When such transaction/activity is not
normal and expected, it may be treated as unusual transaction/activity.

Normal! i Information  provided in f"ﬁ,ﬁ?.
_' . _’- o i
Expected Comparing Transaction Profile KYC Profile, |
Transaction ither :ﬁllg‘.:_anL documents |
Consistent Normal/
Finding b5 U Bapiched

: ‘° i T[ﬁl}ﬁﬂ:ﬁoﬂ o
Inconsistent l T ;

Unusual
Transaction

Figure. [dentification of STR/SAR

16.4. As discussed above, the identification of STR/SAR may be sourced from unusual
transaction or activity. In case of reporting of STR/SAR, Fls should conduct the
following 3 stages:

16.4.1. Identification - This stage is very vital for STR/SAR reporting. Depending on
size, need and complexity of financial institutions monitoring of unusual
- transactions may be automated, manually or both. Some financial
institutions use specialized software to detect unusual transactions or
activities, however, the use of such software can only be complemented
managerial oversight and not be replaced the need for constant
monitoring of activity of the accounts of customers. Monitoring
mechanisms should be more rigorous in high-risk areas of an institution
and supported by adeguate information systems to alert management
and other appropriate staff {e.g., the compliance officer) of unusual
/suspicious activity. Training of staff in the identification of unusual
/suspicious activity should always be an ongoing activity. Considering the
nature of husiness Bank(s) must be vigilant in KYC and sources of funds
of the custamer to identify STR/SAR.

16.4.2. Evaluation - These problems must be in place at Branch level and AML &

v
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CFT Division, After identification of STR/SAR, at Branch level BAMLCO
should evaluate the transaction/activity to identify suspicion by
interviewing the customer or through any other means. In evaluation
stage, concerned BAMLCO must be tactful considering the tipping off
provision of the acts. If BAMLCO is not satisfied, he should forward the
report to AML & CFT Division. After receiving report from Branch, AML &
CFT Division should also evaluate the report whether the STR/SAR repaort
should be sent to BFIU or not. At every stages of evaluation (whether
reparted to BFIU or not) bank should keep records with proper manner.

16.4.3. Disclosure - This is the final stage and Bank(s) should submit STR/SAR to
BFIU if it is still suspicious. For simplification the flow chart given below
shows STR/SAR identification and reporting procedures:

Deteel unusual - . Evaluate by Close with
transaetion/activity BAMLCD proper recornds
Suspicious
Sentto AML & CFT.
; Division
Evaluate by AMLE
i CFT Division
Not Suspicious

Close with
| proper weonds

Reputt ta BFTU

Figure: STR/SAR identification and reporting procedures

Recognition of Syspicious Iransactions

17. As the types of transactions that may be used by a money launderer are almost unlimited,
It is difficult to define a suspicious transaction. Suspicion is personal and subjective and
falls far short of proof based on firm evidence. It is more than the absence of certainty
that someone is innccent. A person would not be expected to know the exact nature of
the criminal offence or that the particular funds were definitely those arising from the
crime. However, a suspicious transaction will often be one that is inconsistent with a
customer's known, legitimate business or personal activities or with the normal
business for that type of customer. Therefore, the first key to recognition is knowing
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enough about the customer's business to recognize that a transaction, or series of
transactions, isfare unusual,

171 Questions that ¢ Branch must consider when determining whether an established

customer’s transaction must be suspicious are:

1711 Is the size of the transaction consistent with the normal activities of the
customer?

17.1.2. Is the transaction rational in the context of the customer's business or
personal activities?

171.3. Has the pattern of transactions conducted by the customer changed?

17.1.4. Where the transaction is international in nature, does the customer have

any obvious reason for conducting business with the aother country
involved?

KReporting of STR/SAR

18. Institutions enlisted as per MLP Act, 2012 (amendment 2015) and ATA, 2009 (as amended
in 2012 & 2013) are obligated to submit STR/SAR to BFIU. Such report must come ta the
BFIU from AML & CFT Division of the respective institutions by using specified
farmat/instruction given by the BFIU.

Susprcious Activity Reporting Process

19. Branches must establish written internal procedures so that, in the event of a suspicious
activity being discovered, all staff are aware of the reperting chain and the procedures
to follow. Such procedures should be periodically updated by Head Office to reflect any
regulatary changes.

19.1. Branch Managers must ensure that staff report all suspicious activities, and that any
such report be considered in the light of all other relevant information by the
BAMLCO, or by ancther designated person, for the purpose of determining whether or
not the information or other matter contained in the report does give rise to suspicion.

19.2. Where staff continues to encounter suspicious activities on an account, which they
have previously reported to the BAMLCO, they should continue to make reports to the
BAMLCO whenever a further suspicious transaction occurs, and the BAMLCO will
determine whether a disclosure in accordance with the regulations is appropriate. In
that case attached internal reporting format may be used.

19.3. All reports of suspicious activities must reach to the CAMLCO and only the CAMLCO
should have the authority to determine whether a disclosure in accordance with the
regulation is appropriate. However, the Branch Manager or BAMLCO can be permitted
to add his comments to the suspicion report indicating any evidence as to why hefshe
believes the suspicion is not justified.

Transaction Monitoring Mechanism

20. As the reporting of suspicious transaction is the best tools to mitigate ML/TF risks. PBL adopt
the following mechanism to indentify the suspicious transaction. BAMLCO is responsible to

inplace this mechanism. The mechanisms arg-asfollows:
Po , S /‘"‘4 Page 177 of 19
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20.1. Daily CTR [country/own limit)

20.2. Report below CTR threshold.

20.3. Cash activity report over a period.

20.4. Threshold based transaction report.
20.5. Wire transfer report (threshold/location)
20.6. New afc act. Report (periodic)

20.7. Change report (periodic)

21. Reporting Suspicious Transactions - There is a statutory obligation for all staff to report
suspicions of money laundering. The actual reperting should be made using goAML and an
internal reporting will be made using the prescribed format.

22. Such unusual or suspicious transactions will be drawn initially to the attention of immediate
Supervisory Officer or Branch Manager to ensure that there are no known facts that will
negate the suspicion before further reporting to the CAMLCO.

23. Each Branch must have a clear instruction for the Officers and Employees to ensure:

23.]. That each relevant employee knows to which person they should report suspicions,
and

23.2. That there is a clear reporting chain under which those suspicions will be passed
without delay to the Chief Anti Money Laundering Compliance Officer (CAMLCO).

24, Once employees have reported their suspicions to the appropriate person in accordance with
an established internal reporting procedure they have fully satisfied the statutory
obligations.

25. PBL Branches must refrain from carrying out transactions, which they know or suspect to be
related to money laundering until they have apprised the Bangladesh Financial Inteligence
Unit (BFIU) . Where it is impossible in the circumstances to refrain from executing a
suspicious transaction before reporting to the BFIU or where reporting it is likely to
frustrate efforts to pursue the beneficiaries of a suspected money laundering operation, the
financial institutions concerned shall apprise the BFIU immediately afterwards. While it is
impossible to spell out in advance how to deal with every possible contingency, in most
cases commaon sense will suggest what course of action is most appropriate. Where there is
doubt, the advice of the Anti Money Laundering Compliance Officers may be sought.

26. It is the Chief Anti Money Laundering Compliance Officer (CAMLCO) who will have the
responsibility for communicating reports of suspicious transactions to the Bangladesh
Financial Intelligence Unit (BFIU), and will provide the liaison between the Bank and the
BFIL.

27. The CAMLCO has a significant degree of responsibility and should be familiar with all aspects
of the legislation. He/she is required to determine whether the information or other matters
contained in the transaction report hefshe has received give rise to a knowledge or
suspicion that a customer is engaged in money laundering.

28. He/She must take steps to validate the suspicion in order to judge whether or not a report
should be submitted to BFIU. In making this judgment, the CAMLCD should consider all other
relevant information available within the financial institution concerning the person or
business to which the initial report relates. This may include a review of other transaction
patterns and volumes through the account or accounts in the same name, the length of the
relationship, and referral to identification records held. If, after completing this review, the
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CAMLCO decides that there are no facts that would negate the suspicion, then he must
disclose the information to Bangladesh Bank.

29. The determination of whether or not to report implies a process with at least some formality
attached to it. It does not necessarily imply that the CAMLCO must give reasons for
negating, and therefore not reporting any particular matter, but it clearly would be prudent
for internal procedures to require that written reports are submitted and that he/she shauld
record his/her determination in writing. Clearly in cases where there is a doubt it would be
prudent for the CAMLCO to make a report to the BFIU.

30. It is therefore imperative that the CAMLCO has reasonable access to information that will
enable him/her to undertake his/ner responsibility. It is alse important that the CAMLCO
should keep a written record of every matter reported to him, whether or not the suggestion
was negated or reported for his decision.

31. The CAMLCO will be expected to act honestly and reasonably and to make his determinations in
good faith. Provided that the CAMLCO or an authorized deputy does act in good faith in
deciding not to pass on any suspicious report, there will be no liability for non-reporting if
the judgment is later found to be wrang.

Care should be taken te guard against a report being submitted as a matter of routine to
BFIU without undertaking ressonable internal enquiries to determine that all available
information has been taken into account,

32. Internal Reporting Procedures and Records
Reporting Lines

33. The AML reporting line is shown as under:
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34. Supervisors should also be aware of their own lagal obligations. An additional fact, which the
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supervisar supplies may negate the suspicion in the mind of the person making the initial
report, but not in the mind of the supervisor. The supervisor then has a legal obligation to
report to the BAMLCO.

35. All suspicions reported to the BAMLCO should be documented (in urgent cases this may follow
an initial discussion). The report should include as full details of the customer and full
statement as possible as the information giving rise to the suspicion.

36. The BAMLCO should acknowledge receipt of the report and at the same time provide a
reminder of the obligation to do nothing that might prejudice enquiries, i.e. “tipping off". All
internal enquiries made in relation to the report, and the reason behind whether or not to
submit the report to the authorities, should be documented. This information may be
required to supplement the initial repaort or as evidence of good practice and best endeavors
if, at some future date, there is an investigation and the suspicions are confirmed.

37. On-going communication between the BAMLCO and the reporting person/department is
important. The Bank may wish to consider advising the reporting person, department or the
BAMLCO's decision, particularly if the report is believed to be invalid. Likewise, at the end of
an investigation, consideration should be given to advising all the members or the staff
concerned of the outcome. It is particularly important that the BAMLCO is informed of all
communication between the investigating officer and the Branch concerned at all stages of
the investigation.

38. Reporting Destination - The national reception point for reporting of suspicians by the CAMLCO
Is:

The Diractor

Bangladesh Financial Intelligence Unit (BFIU)
Bangladesh Bank

Head Office Dhaka- 1000.

The Bangladesh Financial Intelligence Unit, Bangladesh Bank can be contacted during
office hours at the following numbers:

Telephone; (02) 7120659

Fax: {02) 712037

Email: gm.bfiu@bb.org.bd

39. Sufficient information should be disclosed on the suspicious transaction, including the reason
for the suspicion, to enable the investigating officer to conduct appropriate enquiries. If a
particular offence is suspected, this should be stated so that the report may be passed to
the appropriate investigation team with the minimum of delay. However, it is not necessary
to complete all sections of the suspicious activity report form and its submission should net
be delayed if particular details are not available.

40. Where additional relevant evidence is held which could be made available to the investigating
officer, this should be noted on the Form.

41. Following the submission of a suspicious activity report, The Branch is not precluded from
subsequently terminating its relationship with a customer, provided it does so for normal
commercial reasons. It must not alert the customer to the fact of the disclosure as to do so
would constitute a "tipping-off" offence. ,

42, Self-Assessment Process - Every branch has to conduct self-assessment program aiming to
identify the implementation of AML & CFT policy, rules and laws and instructions issued by
BFIU. The CAMLCD will time to time advise management whether the internal procedures
and statutory obligations of the Bank have been properly discharged. The report should
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provide conclusions to three key questiens:

421, Are anti-money laundering procedures in place?

422, Are anti-money laundering procedures being adhered to?

42.3. Do anti-money laundering procedures comply with all policies, centrols and statutory
reguirements?

43. Such report should be prepared as per the checklist provided by BFIU. As per instruction, all
branch of PBL will take necessary initiatives to overcome the shortcomings immediately,
where necessary, Branches will seek for the help of PBL Head Office.

431 Interviews with employess handling transactions and interviews with their
supervisors to determine their knowledge and compliance with the financial
institution’s anti-maney laundering procedures;

43.2. A sampling of large transactions followed by a review of transaction record retention
farms and suspicious transaction referral forms;

43.3. A test of the validity and reasonableness of any exemptions granted by the financial
institution; and

43.4. Atest of the recard keeping system according to the provisions of the Act.

44. Any deficiencies if be identified would be reported to senior management together with a
request for a response indicating corrective action taken or to be taken and a deadline
should be fixed to overcome the deficiencies.

45. Assessment Procedure - The procedure is based on a set of questionnaire, as attached to the
BFIU circular 26, dated 16 June 2020 Annexure-Kha.

46. Records of suspicions, which were raised internally with the CAMLCO but not disclosed to
BFIU, should be retained for five years from the date of the transaction. Records of
suspicions, which the BFIU has advised are of no interest should be retained for a similar
period. Records of suspicions that assist with investigations should be retained until the
Bank is informed by the BFIU that they are no longer needed.

Grading of the scores

47. The following is the grade matrix based on the total scare obtained through questionnaire:

Scare Grade Number
(90+)-100 Strong 1
(70+)-90 Satisfactory 2
(55+)-70 Fair 3
(40+)-55 Marginal 4

40 & Below Unsatisfactory 5

48. Tipping Off - Section & of MLP Act, 2012 (amendment 2015) and FATF Recommendation 21
prohibits financial institution, their directars, officers and employees from disclosing the
fact that an STR or related information is being reported to BFIU. A risk exists that
customers could be unintentionally tipped off when the bank is seeking to perform its CDD
obligation in those circumstances. The customer's awareness of a possible STR or
investigation could compromise future effort to investigate the suspected money laundering

or terrorist financing operation
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49. Penalties of Tipping OFf - Under section é of MLP Act, 2012{amendment 2015) if any person,
institution or agent empowered under this Act divulges any information collected, received,
retrieved or known by the person, institution or agent during the course of employment or
appointment, or after the expiry of any contract of service or appointment for any purpose
other than the purposes of this Act shall be punished with imprisonment for a term not
exceeding 2 (two) years or a fine not exceeding taka 50 (fifty) thousand or with both,

5(1. "Safe Harbor” Provisions for Reporting - Safe harbor laws encourage financial institutions to
report all suspicious transactions by protecting financial institutions and employees from
criminal and civil liability when reporting suspicious transactions in good faith to competent
authorities. In section (28) of MLP Act, 2012(amendment 2015) provides the safe harbar for
reporting.

Red Flags or Indicators of STR
51. Red Flags or Indicators of STR

511 Moving Customers - A customer who moves every manth, particularly if there is
nothing in that person's information suggesting that frequent changes in residence is
normal, could be suspicious,

312, Out of Market Windfalls If customer service officer think a customer who just
appeared at our institution sounds too good to be true, hefshe might be right. Pay
attention to one whose address is far from your institution, expecially if there is no
special reason why he/she was given the business, Aren't there institutions closer to
nome that could provide the service? If the customer is a business, the distance to its
operations may be an attempt to prevent from verifying there is no business after all.
Do not be bullied by your sales personnel wha follow the - “no questions asked"
philesophy of taking in new business.

51.3. Suspicious Customer Behavior

91.3.1. Customer has an unusual or excessively nervous demeanor.

51.3.2. Customer discusses the institution's record-keeping or reporting duties with the
apparent intention of avoiding them.

91.3.3. Customer threatens an employee in an effort to discourage required record-
keeping or reporting.

81.3.4. Customer is reluctant to proceed with a transaction after being told it must be
recorded.

51.3.5. Customer appears to have a hidden agenda or behaves abnormally, such as
turning down the chance to obtain a higher interest rate on a large account
balancs.

51.3.6. Customer who is a public official opens account in the name of a family member
whe begins making large deposits not consistent with the known source of
legitimate family income.

51.3.7. Customer wha is a student uncharacteristically transacts large sums of money.

51.3.8. Agent, attorney or financial advisor acts for another person without proper
documentation such as a power of attorney.

91.4.  Suspicious Customer Identification Circumstances ")ad
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5141 Customer furnishes unusual or suspicious identification documents and is
unwilling to provide personal data.

51.4.2. Customer is unwilling to provide personal background information when
opening an account.

51.4.3. Customer’s Business address is outside the bank's service area.

91.6.4. Customer asks many guestions about how the financial institution

disseminates information about the identification of a customer.

51.4.5. A business customer is reluctant to reveal details about the business activities
or to provide financial statements or documents about a related business
entity.

51.5. Suspicious Cash Transactions

51.5.1, Customer opens several accounts in or more names, then makes several cash
deposits under the reparting threshoeld.

51.5.2. Customer conducts large cash transactions at different branches on the same
day, or orchestrates persons to de se in his/her behalf.

21.5.3. Corporate account has deposits and withdrawal primarily in cash than
cheques.

516, Suspicious Non-Cash Deposits

91.6.1. Customer deposits large numbers of consecutively numbered money orders or
round figure amounts,

51.6.2. Customer deposits cheques and/or money orders that are not consistent with
the intent of the account or nature of business.

51.6.3. Funds out of the accounts are not consistent with normal businass or personal
items of the account holder.

91.6.4. Funds deposited are moved quickly out of the account via payment methods
inconsistent with the established purpose of the account.

91.7. Suspicious Activity in Credit Transactions

51.7.1. A customer's financial statement makes representations that do not conform to
accounting principles.
91.7.2. Customer suddenly pays off a large problem loan with no plausible explanation
of source of funds.
91.7.3. Custemer purchases certificates of deposit and uses them as collateral for a
loan.
51.8. Suspicious Commercial Account Activity

9187 Business customer presents financial stalements noticeably different from
thosa of similar businesses.

91.8.2. Large business presents financial statements that are not prepared by an
account, -

91.9. Suspicious Employee Activity

51.9.1. Employee exaggerates the credentials, background or financial ability and
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resources of a customer in written reports the bank requires.

51.9.2. Employee frequently is involved in unresolved exceptions or recurring
exceptions on exception reports,

a91.9.3. Employee lives a lavish lifestyle that could not be supported by his/her salary.

519.4, Employee frequently overrides internal controls or establishes approval
authority or circumvents policy.

51.10. Suspicious Activity in an Fl Setting
51.10.1. Request of early encashment
51.10.2. A DPS (or whatever) calling for the periodic payments in large amounts.
91.10.3. Lack of concern for significant tax or other penalties assessed when cancelling
a depasit.
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CHAPIER Xil: EDUCATION. TRAINING, & AWARENESS

Statutery Controls
FATF recommendation for Empigyee Awareness & Training

1. FATF recommendation 18 suggests that a formal AML/CFT compliance program should include
an ongoing employee training program. The importance of a successful training and
awareness program cannot be overstated. Employees in different business functions need
to understand how the bank's policy, procedures, and contrals affect them in their day to
day activities. BFIU ensures that employees of all financial institutions and other
Insttitutions engaged in financial activities have adequate training in order to combat money
laundering. Therefore, as per EFIU circular, Banks have to arrange training sessions for
their respective employees to ensure proper education on prevention of Money laundering
and Terrorist Financing® including Refresher Training Programme on AML & CFT covering all
Executives/Officers and the process will be continuing.

11 The need for Employees Awareness: The effectiveness of the procedures and
recommendations contained in these Guidance Notes must depend on the extent to
which staff in institution appreciates the serious nature of the background against
which the legislation has been enacted. Staff must be aware of their own personal
statutory obligations and that they can be personally liable for failure to report
information In accordance with internal procedures, All staff must be trained to co-
operate fully and to provide a prompt report of any suspicious transactions/activities.

It is, therefore, important that bank introduce comprehensive measures to ensure that
all staff and contractually appointed agents are fully aware of their responsibilities.

12 Education and Training Program: All relevant staff should be educated in the process
of the "know your customer” requirements for money laundering and terrorist
financing prevention purposes. The training in this respect should cover not only the
need to know the true identity of the customer but also, where a business relationship
is being established, the need to know enough about the type of business activities
expected in relation to that customer at the outset to know what might constitute
suspicious activity at a future date. Relevant staff should be alert to any change in
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1.3

2. Training

21

the pattern of a customer's transactions or circumstances that might constitute
criminal activity.

Although Directors and Senior Managers may not be involved in the day-to-day
procedures, it is important that they understand the statutory duties placed on them,
their staff and the bank itself. Some sorts of high-level general awareness raising
training are, therefore, also suggested by the Central Bank.

General Training: A general training program of the bank should include the
following:

131 General information on the risks of money laundering schemes,
methodologies, and typologies;

13.2 Legal framework, how AML related laws apply to the bank and its
employees;

1.3.3 Bank's policies and systems with regard to customer identification
and verification, due diligence, monitaring;

1.3.4 How to react when faced with a suspicious client er transaction;

135 How to respond to customers who want to circumvent reporting
reguirements;

13.6 Stressing the importance of not tipping off clients;

1.3.7 Suspicious transaction reporting requirements and process;

138 Duties and accountabilities of employees;

The person responsible for designing the training must identify which, if any, of
these topics relates to the target audience. Effective training should present real
life money laundering schemes, preferably cases that have occurred at the bank
or at similar institutions, including, where applicahle, how the pattern of activity
was first detected and its ultimate impact on the institution.

frataing

Job Specific Training - The nature of responsibilities/activities performed by the staff
of the bank is different from one another. So their training an AML issues should also
be different for each category. Job specific AML trainings are discussed below:

211 New Employees -A general appreciation of the background to
- money laundering and terrorist financing, and the subsequent need for
reporting any suspicious transactions should be provided to all new
employees who are likely to be dealing with customers or their
transactions, irrespective of the level of seniority. They should be made
aware of the importance placed on the reporting of suspicions by the
bank, that there is a legal requirement to report, and that there is a
personal statutory obligation to do so. '

212 Customer Service/Relationship Managers - Members of staff who
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potential money launderers and their efforts are vital to the
organization's strategy in the fight against money laundering. They must
be made aware of their legal responsibilities and should be made aware
of the organization's reporting system for such transactions. Training
should be provided on factors that may give rise to suspicions and on the
procedures to be adopted when a transaction is deemed to be suspicious.
It is vital that front-line’ staffs are made aware of the bank's policy for
dealing with non-regular (walk in) customers particularly where large
transactions are invelved, and the need for extra vigilance in these cases.

213 Processing (Back Office) Staff - The staffs, who receive completed
Account Opening, FOR application forms and cheques for deposit into
custemer's account or other investments must receive appropriate
training in the processing and verification procedures. The staffs, who are
in & position to deal with account opening, or to accept new customers,
must receive the training given to relationship managers and other front
office staff abave. In addition, the need to verify the identity of the
customer must be understood, and training should be given in the bank's
account apening and customer/client verification procedures. Such staff
should be aware that the offer of suspicious funds or the request to
undertake a suspicious transaction may need to be reported to the AML
Compliance Officer (or alternatively a line supervisor) whether or not the
funds are accepted or the transactions proceeded with and must know
what procedures to follow in these circumstances.

214 Credit Officers - Training should reflect an understanding of the
credit function. Judgments about collateral and credit all require
awareness and vigilance toward possible money laundering activities.
Indirect lending programs and lease financing also call for KYC efforts
and sensitivity to laundering risks.

215 Audit and Compliance Staff - These are the people charged with
overseeing, monitoring and testing AML controls, and they should be
trained about changes in regulation, money laundering methods and

* enforcement, and their impact on the bank.

21.6 Senior Management/Operations Supervisors and Managers - A
higher level of instruction covering all aspects of money laundering
prevention procedures should be provided to those with the responsibility
for supervising or managing staff. This will include the offences and
penalties arising from the laws for non-reporting and for assisting money
launderers and terrorist financers; internal reporting procedures and the
requirements for verification of identity and the retention of records.
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217 Senior Management and Board of Directors - Money Laundering
issues and dangers should be regularly and thoroughly communicated to
the board. It is important that the compliance department has strong
board support, and one way to ensure that is to keep board members
aware of the reputational risk that money laundering poses to the bank.

218 The AML Compliance Officer - should receive in depth training on
all aspects of the Money Laundering Prevention Legislation, Bangladesh
Bank directives and internal policies. In addition, the AML Compliance
Officer will require extensive instructions on the validation and reporting
of suspicious transactions and on the feedback arrangements, and on
new trends and patterns of criminal activity. Alse to improve the
efficiency of the CAMLCO & D-CAMLCO or any other concerned official,
Bank shall arrange preper training andfor professional certification
program for the same,

Training Procedyres

3. Training Procedures - The trainers or the facilitators (internal/external) will take the following
steps to develop an effective training/workshop program.

3.1

32

3.3

3.4
3.5

J.6

£ b
38

Identify the issues that must be communicated and decide how best to do this e.g.
somelimes, e-learning can effectively do the job, sometimes classroom training is the
best option.

Identify the audience by functional area as well as level of employee/management.
This should be accompanied by a quick “why are they here" assessment. New hires
should receive training different from that given to veteran employees.

Determine the needs that are being addressed; e.g. uncovered issues by audits or
exams, created by changes to systems, products or regulations.

Determine who can best develop and present the training program.

Create a course abstract or curriculum that addresses course geals, objectives and
desired results. Be sure to identify who the audience should be and how the material
will be presented,

To ensure all employees have adequate experience and/or training in order to carry
out job duties effectively Learning and Talent Development Center will design/develop
different program/course/module with the help of AML & CFT Division and the
CAMLCO will have to approve it.

Establish a training calendar that identifies the topics and frequency of each course,

Course evaluation shall be done to evaluate how well the message is received;
copies of the answer key should be made available. Similarly, in case of a case study
used to illustrate a point, provide detailed discussion of the preferred course of action.
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39  Track Attendance by asking the attendees to sign in. Employee who shall remain
absent without any reason may warrant disciplinary action and comments in
employee personal file.

4. Refresher Training - In &ddition te the above relatively standard requirements, training may
have to be lailored to the needs of specialized areas of the bank's business. It will also be
necessary to keep the content of training programs under review and to make
arrangements for refresher training at regular intervals i.e. at least once in every two years
to ensure that staff does not forget their responsibilities. Bank will provide such training
once in every two years; sometimes may choose a shorter or longer period or take a more
flexible approach to reflect individual circumstances, possibly in conjunction with
compliance monitering.

Training should be ongoing, incorporating trends and developments in the bank’s business
risk profile, as well as changes in the legislation. Training on new money laundering
schemes and typologies are of the utmost importance when reviewing policies and controls
and designing menitoring mechanisms for suspicions activity.

5. In-house Discusstion - Branch will arrange in house discussion on regular basis to update the
employees of the branch on AML laws and regulation and circulars issued from Bangladesh
Bank and Head Office from time to time.

6, Education and Training of Customer - As instructed by Bangladesh Bank vide BFIU circular 24
issued dated 16 June 2020, Bank shall respond to customers on different matters including
KYC and TP attached to the account epening form with proper rational. Bank shall time to
time distribute leaflets among the customers to make them aware about money laundering
and terrorist financing and also to arrange to stick poster in every branch at a visible place.
Every Bank has to arrange public awareness programs like advertisements through
Billboard, poster, leaflet etc.

The Bank will continue to devote considerable resource to establish and maintain employee's
awareness of the risk of money laundering and their competence to identify and report relevant
suspicions in this area. The Bank is dedicated to a continuous program of increasing awareness
and training of employees at all appropriate levels in relation to their knowledge and
understanding of AML issue, their respective responsibilities and the' various control and
procedures introduced by the bank to deter money laundering and terrorist financing.
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CHAPTER XIl: BANKING RELATIONSHIP

Correspondent Banking Relationship

Correspondent banking relationship sometimes creates a risk that the other Bank's

customer may be using that Bank to (aunder funds. It is not necessary possible to conduct
due diligence on that Bank's customer base and as such. These relationships require care
and attention to guard against becoming unwilling participants in these activities. The
following control should be implemented for establishing corresponding banking
relationship.

L

12.

13

14.

1.6.
Ui

1.8.

Before providing correspondent banking service CAMLCO's approval must be obtained
on being satistied about the nature of the business of the respondent bank through
collection of infermation (KYC on AML Questiennaire) as per Annexure-Kha of BFIU
Circular No. 26 dated 16/06/2020 - Bank should establish or continue a correspondent
relationship with a foreign bank only if it is satisfied that the bank is effectively
supervised by the relevant authority. ( Annexure-Kha)

Bank should not establish or continue a correspondent banking relationship with
SHELL BANK or Banks maintain relationship with SHELL Bank (here Shell Bank refers
to such banks as are incorperated in a jurisdiction where it has no branches /
physical presence in the country in which it is incorporated and licensed and which is
unaffiliated with a regulated financial group that is subject to effective consolidated
supervision. Physical presence means meaningful mind and management located
within the country. The existence simply of a local agent or low level staff does not
constitute physical presence).

Correspendent Banking relationship shall not be established or continued with those
responded bank that established correspondent banking relationship or maintain
account with a shell bank. Bank has to ensure that Respondent Bank is not serving or
continuing any relationship with any Shell Bank’.

Bank should pay particular attention when maintaining a correspondent banking
relationship with bank incorporated in a jurisdiction that do not meet international
standards for the prevention of money laundering (such as the countries & territories
enlisted in FATF's non cooperative countries and Territories list). Enhanced due
diligence shall be required in such case. Detail infarmation on the beneficial
ownership of such banks and extensive information about their policies and
procedures to prevent money laundering shall have to be obtained.

Enhanced due diligence shall have to be exercised in case of the respondent banks
that allow direct use of the correspondent account by their customer to transact
business on their behalf (i.e. payable through account)

The Bank will review correspondent banking relationship as and when required.
Before establishing relation Bank will be satisfied with the respondent institution's
Anti money laundering and Anti-Terrorism control.

CDD measures are almost same but such measures also apply for securities
transaction or fund transfer, whether for the cross baorder financial institution as
principal or for its customer.
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Non-FProfit Organizations (NPG) and NGO

2. Account of Charities, NGO & NPO to be treated as high risk account. No account shall open

without the registration from the appropriate authorities i.e. Bureau of NGO, Directorate of
Co-operative Society, and Directors of social welfare where applicable.
Enhance Due Diligence (EDD) will be performed for opening and operating such account to
prevent money laundering. As per foreign donation regulations (voluntary Activities)
ordinance, 1978 and the foreign contribution (Regulation), 1982 no person or organization
can accept or expense the foreign fund/donation for voluntary activities without the prior
permission of the Govt. It is punishable offence. The Bank shall release the fund to ensure
the approval of the Bureau of NGO. Periodical monitoring of transaction is a must to observe
the nature of transaction. Account of such organization should be treated as high risk
account and should be monitored the transaction regularly.

AYC reguirement for High Net Worih Customer

3. Complete the form for high net worth customer falling under the following criterion:
3.1 New customer whose initial deposit is more than Tk.50.00 lac (initial means within
one month of account opening)
3.2, Existing customer whose total asset under management grow to» Tk. 50.00 lac for 3
consecutive manths

Source of Wealth
4, Source of Wealth

4.1.  Types of source of wealth
4.11. Business ownership profession
£.1.2. Top executive investment
4.1.3. Inheritance others

Officials will have to ask questions referred to be used when obtaining source of wealth.
He/she may nzed to choose mere than one categary for a business owner with inherited
wealth.

3. Notes of face to face meeting with customers

The customer evaluation process may involve understanding the circumstances and profile
of the customer, such as: The source of their funds and source of wealth.The nature of thair
circumstances. The reasons why they have chosen the bank to establish a relationship with,
the anticipated and expected level of activity etc. for which officials should take notes while
obtaining information regarding related issues.

Annual Review of Cystomer Profile

6. Annual review of customer profile
6.1 Profession - e.g. Physician, Lawyer, Engineer, Accountant and Sports professional etc.
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6.2. Investment - customer who buys and sells assets of any type: real estate, securities,
companies, royalties and patents etc.

6.3. Should be prepared by Account Officer/Relationship Manager with name and date.

6.L.  And reviewed by Branch Manager/Operations Manager & BAMLCO with name and
date.

Model questions to be asked when obtaining source of wealth

7. Model guestions to be asked when obtaining source of wealth.

7.1.  Wealth Generated from Business Ownership
7.1.1. Description & nature of business and its operation
7.1.2. Ownership type: private or public
7.1.3. What kind of economy
T.1.4. Percent of ownership?
7.1.5. Estimated sales volume?
7.1.6. Estimated net income?
1.1.7. Estimated net worth?
7.1.8. How long in Business?
1.1.9. How was the business established?
7.110. Other owners or partners: Yes/ No
7.171. Names of other owners or Partners?
1172, Percent owned by other owners or partners?
71.13. Number of employees?
7.1.04. Number of Locations?
7.115. Geographic trade areas of business?
1.116. Other family members in business?
7.1.17. Significant revenue from govt. contact or license?

1.2.  Wealth derived from a Top executive
7.2.]. Estimate of compensation
7.2.2. What does the company do (for example, service, and manufacturer -----
-7)
7.2.3. Position held (For example, CEOQ, president etc.)
7.2.4. Length of time with the company
1.2.5. Area of experience (for Example, finance, production etc.)
7.2.6. Publicly or private owned
7.2.7. Clients past experience (CFO at another com.)

7.3.  Primary sources of wealth
7.3.1. in what business was the wealth generated
1.3.2. Inherited from whom
7.3.3. Type of asset inherited
7.3.4. When were the assat inherited (land, securities, companies trust)
7.3.5. Percent ownership for a business that is inherited
1.3.6. How much was inherited
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7.4 Wealth generated from a profession (Physician, Dactor. Lawyer, Engineer, Entertainer
etc)
T.4.1. What is the profession, including area of specialty (example: Arts, singer,
construction - engineer etc.)?
7.4.2. Source of wealth
7.4.3. Estimate of income
7.5. Wealth generated from investment
7.5.1. Where did the source of wealth come from?
1.5.2. What do the currently invest in (ex. Invested in share, bonds)?
7.5.3. What is the size of investment?
7.5.4. Cite notable public transactions if any
7.5.5. What is the client's role in transaction?
7.9.6. Estimated annual income/ capital appreciation?
7.59.7. How long has the client been an investor?

& /
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